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import zlib

import struct

).read()
(fr[12:29])
(fr[29:33]).replace( , ' ").replace( ).replace( ')

for w in
width (struct.pack( , W))
for h in (n):
height (struct.pack( , h))
for x in (4):
data[x+4] width[x]
data[x+8] height[x]

crc32result zlib.crc32(data)
if crc32result crc32key:
print(width,height)

newpic (fr)

for x in (4):
newpic[x+16] width[x]
newpic[x+20] height[x]

fw ( 5 )

fw.write(newpic)

fw.close
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import base64
E]

print base64.b32decode(a)
b
print base64.bl6decode(b)
C base64.bl6decode(b)
def rotl3(s, OffSet=13):
def encodeCh(ch):
f=1lambda x: (( (ch)-x+0ffSet) 26 + X)
return f(97) if ch.islower() else (f(65) if ch.isupper() else ch)

return .join(encodeCh(c) for c in s)
C rotl3(c)

print c

C
print base64.b64decode(c)
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fp.readlines()
[]

i in a:

p.append(int(i))

i in p:

if i 63:
a

elif i 127:
a

elif i 191:
a

elif i 255:

(s),8):
(int(s[1:i+8],2))
flag binascii.unhexlify(flag)
wp ( > )
wp.write(flag)

wp.close()
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foremost

201
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f.read()
{d:0 for d in alphabet}

def sort by value(d):
items d.items()
backitems [[v[1],v[@]] for v in items]
backitems.sort(reverse=True)

return [ backitems[i][1] for i in (o, (backitems)) ]

d in data:
for alpha in alphabet:
if d alpha:
result[alpha] result[alpha] 1

print(sort_by value(result))
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2%
https://mwww.freebuf.com/articles/terminal/195721.html
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Windows ADS
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dir /r
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notepad 1.txt:flag.txt
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binwalk -e
base64
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aes
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strings 1 | grep “hctf”
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(
h=h.read()

(0,1en(h),2):
h[i]+h[i+1]

(tem,base=16)
(chr(tem))

ff.write(bb)
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for i in f.split

b.write(i.lstrip rstrip replace

[F1E B B A7 SR UG R s FT B8 A B s e AL, R BOKE B 7 R 7 T SR BB 4% (img-nMe 1aOkD-1581871148030)
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gnuplot
plot ‘3.txt’
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binwalk
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print a.replace replace replace
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for ii in a.split(

b (int(ii,2))
print b
b X,
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ook

brainfuck

https://www.splitbrain.org/services/ook

H H T Kflag

binwalk
foremost
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7z x filename
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(misc.resources/E3C4A6FB-21D7-47D6-B8BB-066E5B784ED6.png)]

(S B 3 A R I YRt P e A BT R LR, 2 UCKE BB R IR A T SR B 3% B A% (img-ZiqgK7iz-1581871148032)
(misc.resources/A9B7CFBF-4E5A-4C31-A94E-EAOC4E034E26.png)]
BREE

(51 B e A R W VR il P B 7 R BE AL R DK B R IR AE T SR L3 b A% (img-GUPUIWD5-1581871148032)
(misc.resources/8B2CC685-EC6C-480C-B2DF-FOADBF751B8C.png)]

win10mE & &

EEE U]

THR—-IEHE
H g winrarfii &

ntfstreamseditorf3 3

pycC A



https://tool.lu/pyc/
43 15 3 0 2 A Flc ¥ )

(c[i])-10

(c[i])+1e
s (s™i)
flag S
return flag

54

JE4E R T IF VERE AT A HF

R i Fsublime text3 42i% &7 BE R # % 55
fiRhs ¥ RE

fif &

Isbfa 5

Isb.py

WA gk R 1
F RS

https://coxxs.me/642
http://yulige.top/?p=236

tshark -r out.pcap -T fields -e data >out.txt

lines ( ).readlines()
files ( )

for line in lines:
files.write(line.strip().decode( ))

import base64
).readlines()

for line in lines[4:-4]:

result line[9:].strip()
filel.write(base64.b64decode(result))




).readlines()

)

al[i].strip()
if bb al[i-1].strip():
continue
filel.write(bb

fi# £ flag.gif
identify -format “%T” flag.gif

[HMEE P % A SR U, vl T B8 B s AL A1) 2 UK I8 R DR A7 B SR B3 B A% (img-yQYB8FdQ-1581871148033)
(misc.resources/3C0102F3-8F39-4F33-8011-4BO9EBOAADYF.png)]

BB "3t T, JE20#0, E50%#1.

binary#hexi#asciifg

import binascii

import hashlib

a ( > )

b = a.read().replace( , ") .replace( ,"").replace( 5 ) .replace( 5 ) .replace(

bb binascii.unhexlify( ( (b,2))[2:-1])
print hashlib.md5(bb).hexdigest()

identify -format “%s %T \n” flag.gif
& Z Linux
https://www.cnblogs.com/puluotiya/p/5462114.html

https://www.cnblogs.com/harmonica11/p/11365782.html

python)F Fil 4k SO A4 B i
YWFF DORIRIFHR, WP Hl4b SCfFsE R

) as f:
f= pickle.load(f)

(len(f)):
[' ']*100
data.append(tem)
for i, j in (f):
for m in j:
data[i][m[@]] m[1]
for i in data:
print(’".join(i))
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https://www.mygeocachingprofile.com/codebreaker.vigenerecipher.aspx

mappings { ox04: , 0x05: , 0x06: , Ox07: , 0x08: , 0x09: , OXOA:
, OXOE: , OXOF: , 0x10: , Ox11: ,0x12: , 0x13: , ox14: , 0x15:

,0x19: , Ox1A: , Ox1B: , ox1C: , ox1D: , OX1E: , OX1F: , 0x20:
ox24: , 0x25: , Ox26: , Ox27: , Ox28: 0x2a: , ©OX2B: ¢
, ©0x30: , ©Ox31: , 0x32: EER 0x34: , 0x36: , ©Ox37:

(

for line in keys:
if line[@] line[1] line[3] line[4] line[9]

line[13] line[15] line[16] line[18] line[19]

ine[22]
continue
nums . append ( (line[6:8],16))

if n & ¢
continue
if n in mappings:
output mappings[n]
else:
output
print

[Finished in ©.1s]

binwalk xxx
foremost xxx

tshark -r key.pcap -T fields -e usb.capdata > usbdata.txt

ci{v3erf_Otygidv2_fc0}

]

]

1

J

Ox0OB: , @xecC:
0x16: , ox17:

0x21: , Ox22: 9
0x2C:

3

, ©xeD:
0x18:

0x23: B

, 0x2D: , OX2E: , 9

line[10]
line[21]

line[12]
1
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https://shawroot.hatenablog.com/entry/2019/10/05/BUUCTF-voip

wireshark
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exiftool *|grep flag
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(misc.resources/F2F3F755-54B9-4EA3-94B0-B2089B438A00.png)]
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