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sub rsp, 36h
call __main
lea rdx, [rbp+b]
lea rax, [rbp+a]
mov r8, rdx
mov rdx, rax
lea rcx, Format 5 "%d%d™
;o try {
call scanf
mov edx, [rbp+a]
mov eax, [rbp+b]
cmp edx, eax
jnz short loc_4@152F
] ~ - L]
V"l
rcx, aFlagThisIsAEas ; "flag{this_Is_a_EaSyRe}"
printf loc_4@152F:
short loc_40153B lea rcx, aSorryYouCanTGe ; "sorry,you can't get flag"
call printf
; } // starts at 401512
]
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Function name || Address Length Type String
j_exi [5] .rdata:000000... 0000000C C wrong flag\n
itial_narrow_environment 5] rdata:000000... 00000009 C _Arglist /
_harrow_environment [5] .rdata:000000... 00000019 C rfm is the right fTagiin I
ize_onexit_table [5] rdata:000000... 00000006 C input
J_initterm [5] rdata:000000... 00000010 @ input the flag:
[7]j_initterm e [5] .rdata:000000... 00000028 C *is being used without being initialized.
J_register_onexit_function [5] .rdata:000000... 0000001C C Stack around the variable '
J_register_thread local_exe atexit ¢ |57 rdata:000000... 00000011 C " was corrupted.
[£]j_seh_fitter_dil [s] .rdata:000000... 0000000F [« The variable '
j_seh_filter_exe [5] .rdata:000000... 000000DD C The value of ESP was not properly saved across a function call. This is usually a result of calli...
[5] .rdata:000000... 0000011D C A cast to a smaller data type has caused a loss of data. If this was intentional, you should m...
[] .rdata:000000... 0000001D C Stack memory was corrupted\n\r
@ .rdata:000000... 00000036 C A local variable was used before it was initialized\n\r
[5] .rdata:000000... 0000002C C Stack memory around _alloca was corrupted\n\r
E .rdata:000000... 0000001E C Unknown Runtime Check Error\n\r
E .rdata:000000... 00000011 C Unknown Filename
[F]j_nullsub_1 v 5] rdata:000000... 00000014 C Unknown Module Name
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| IF=1 rdata:000000... 00000020 C

Run-Time Check Failure #%d - %s

Line 78 of 268
[E Output window

Line 1 of 41

‘Functian argument information has been propagated

L) 3 e vauns wonuun

LS LA v Ug rseuuocTT ke uzl rseudoc*** 51 dTrings w-** usl ¥seuaoc*** (U1 Hex v=*** LAl dTruc*** L= Enums
Function name Al @ 13] for (i = 82i64; i; --1)
14| {
(7] sub_140011€40 15 *(_DWORD *)v@ = -858993460;
[#] sub_140011DF0 16 Ve += 4;
[F] sub_140011DEQ 17 3
[#] sub_140011C80 18 for (J = @5 5 ++] )
[ sub_1400118D0 (L i
[7] sub 140011880 21 vz = j_strlen(str2);
[F] sub_140011ACO 22 if (ve > v2)
[F] sub_140011A00 23 break;
[#] sub_1400118C0 24 if ( ster[E‘] = 111 )
[7] sub_140011830 2 ) str2[J] = 48;
[7] sub_1400117A0 27| sub_1400111D1("input the flag:");
[F] sub 140011760 28| sub_140@1128F("%20s", Stri);
[F] sub 140011720 29| v3 ? j_strlenEStr?); .
Esub_MOOHGFO 30| if I'strnemp S‘t:_,'str'*z, v3 ) .
{Z]sub7140011357 g; e1§:b_1466111D1( this is the right flag!\n");
ESUb_1400”348 33 sub_14€0111D1( "wrong flag\n");
[F] sub 14001133 34| sub_14801113B(v5, &unk_140019D88);
[F] sub 140011334 v 22} return @ie4; e
< > C5D
strncmp R F L 8 Str1 f1Str2 2 & xiangt
FIR 4R RER111E, EHaR48
>>> chr(111)
o}
>>> chr(48)
0
20
Wik Str2
IDA V- B3 Pseudoc:+* Pseudoc: [s] Strings wee Pseudoc'* [@] Hex Ve [A Struce- [E Enums 5
.data:000000014001CE0G _data segment para public 'DATA' useé4
.data:000000014001C000 assume cs:_data
.data:oee0eee14001C000 ;org l4eelceeeh
.data:Beeeeee14ee1ceee ; char Str2[]
.data:888888814881k888 Str2 db '{hello_world}",® ; DATA XREF: sub_1488118Ce+4Bfo

.data:0e60000140601C000 ; sub_148@€118Ce+67To ...

.data:000000014001CE0E align 18h
.datz:000000014001C210 ; uintptr_t _security_cookie
.datz:000000014001C010 _ security cookie dq 2B992DDFA232h ; DATA XREF: sub_148€118Ce+1Efr

.data:ee6000014001C010
.data:0006000014001C018
.data:000000014001C018
.data:000000014001C020

; __security_check_cookietr ...
gword_14081C018 dq AFFFFD466D2285DCDh  ; DATA XREF: _ report gsfailure+B4Tr
; sub_148@13E50+2ATw ...
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for i in key:
if i
flag
else:
flag

flag

flag
flag)

print(
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Function name A 8| unsigned _ int64 v8; // [rsp+28h] [rbp-18h]
. 9
(7] deregister tm clones 18| v8 = _ readfsqword(@x28u);
register_tm_clones 11| pid = fork();
_do_global_dtors_aux 12| if ( pid)
frame_dummy 13 |
maini / 14 waitpid(pid, &stat_loc, @);
15
_ libc_csu_init 16| else
__libc_csu_fini 17 |
jerm?proc 18 for (i = @; i <= strlen(&flag); ++i )
19 {
f|puts . . .
Fe 20 if ( *(&Flag + i) == 105 || *(&flag + i) == 114 )
[7] strlen .
21 *(&flag + 1) = 49;
_ stack chk fail 29 A
[F] printf 23]}
[7] _libc_start main 24 Pr‘intf(“inputf}:h; flag:“);
25 is0c99_scanf("%208s", s2);
t — _ s H
Sr_ctm_‘; 26| if ( J[strcmp(&flag, s2) )
wal Pt 27 resuTE = puts("this is the right flag!");
__is0c99 scanf 28| else
fork 29 result = puts("wrong flag!");
38| peturn result;
__gmon_start__ v "
< >

stremp(&flag, s2)thEiflag i S2f &

" for (1 =0; 1 <= strlen(&Fflag); ++i )
{
if ( *(&flag + i) == 105 || *(&flag + i) == 114 )
*(&flag + 1) = 49;

;§> chr (105)
i]

>>> chr(114)
r

»>> chr(49)

1
oo |

2 Ut Zflag B MK PR A TEGE T, 22041

unsigned _ int64 v8; // [rsp+28h] [rbp-18h] A
v8 = __readfsqword(@x28u);
pid = fork();
if ( pid )
{
waitpid(pid, &stat_loc, @);
else

for ( 1 = @; i <= strlen(&flag); ++i )

if ( *(&flag + 1) == 105 || *(&flag + i) == 114 )
*(&flag + 1) = 49;

b
printf("input the flag:");
_ is0c99_scanf("% , s2);

if ( !strcmp(&flag, s2) )

result = puts(“"this is the right flag!");
else

result = puts("wrong flag!");
return result;

i

0000083A main:26 (40083A)
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.data:000000000060187E db 5]
.data:0000000800060187F db (%]
.data:0000000000601080 public flag
.data:0000000000601880 ; char flag
.data:0000000000601080 flag db 7Bh ; DATA XREF: main+341tr
.data:0000000000601080 ; main+44tr ...
.data:pe00REOELRB6R1B81 aHackingForFun db 'hacking_for_fun}',e
.data:0000000000601081 _data ends
.data:0000000000601081
,bss:eeeeeeeeeeselegz 3 SESSS==SS=SSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSS=SS======================
.bss:0000000000601092
.bss:0000000000601092 ; Segment type: Uninitialized
.bss:0PPOEPEORLEA1E92 ; Segment permissions: Read/Write
.bss:0000000000601092 _bss segment byte public 'BSS' useé4
.bss:0000000000601092 assume cs:_bss
.bss:0000000000601092 ;org 601092h
.bss:0000000000601092 assume es:nothing, ss:nothing, ds:_data, fs:nothing, gs:nothing
.bss:o000000000601092 public __bss_start
.bss:0000000000601092 _ bss_start db ? ; DATA XREF: __do_global_dtbbhl| EIEEH )/

s — N

for i in key

if i
fla
else

8

flag

print
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