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loc_40080E:

mov edi, offset format ; "input the flag:"
mov eax, 0

call _printf

lea rax, [rbp+s2]

mov rsi, rax

mov edi, offset a20s ; "%20s"
mov eax, 0

call __ is0c99_scanf

lea rax, [rbp+s2]

mov rsi, rax ; s2

mov edi, offset flag ; s1
call _strcmp

test eax, eax

jz short loc_ 408854

¥

mov eax, [rbp+var_38]
cdge

movzx  eax, flag[rax]
cmp al, 72h ; 'r’

jnz short loc_4007D8

edi, offset s

_puts
short loc_48885E

; "wrong flagl"
loc_400854:

_puts

edi, offset aThisIsTheRight ; "this is the right flag!"

loc_400@85E:

mov rdx, [rbp+var_18]
xor rdx, fs:28h

jz short loc_400872

F54: b ARG

D4 View-4 [

[EPsendocode-E @ [EPeeudocode-a [

[E] Hex view-1

loc_4887CC:
eax, [rbp+var_38]

flag[rax], 31h ; "1°

Structures

B | =

Inports (%] @

Exports

int _ cdecl main(int argc, const char **argv, const char **envp)

{

int result; // eax

int stat_loc; // [rsp+4h] [rbp-3Ch] BYREF
int i; // [rsp+8h] [rbp-38h]

_ pid t pid; // [rsp+Ch] [rbp-34h]

char s2[24]; // [rsp+10h] [rbp-20h] BYREF
unsigned _ int64 v8; // [rsp+28h] [rbp-18h]

v8 = _ readfsquord(@x28u);
pid = fork(};
if (pid)
{
waitpid(pid, &stat loc, @);
1
else
{

for (1 =8; i <= strlen(&flag); ++i )

r'd
if ( *(&flag + i) == 105 || *(&flag + i) == 114 )
*(&flag + 1) = 49;
1

}
printf("input the flag:");
__isoc99_scanf("%20s", s2);
if ( !strcmp(&flag, s2) )

result = puts(“this is the right flag!");
else

result = puts("wrong flag!");
return result;

0000077D main:1 (40077D)
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L]

(%]

Inports

8 #=

Expe

.data:0000000P0RE01BTE db a
® |.data:000000000068107F db a
.data:0000000000601080 public flag
.data:0000000000601080 ; char flag
" |.data:0000000000601080 flag db "{" ; DATA XREF: main+34fr
.data:000800000R601080 5 main+d4tr ...
® |.data:0000000000601081 aHackingForFun db "hacking_for_fun}',o0
.data:0000000000601081 _data ends
.data:0000000000681081

PR BT A T X lag AT A2 B, K105, 114, A9REHNRE,

int __cdecl main(int argc, const char **argv, const char **envp)
{
int result; // eax
int stat loc; // [rsp+4h] [rbp-3Ch] BYREF
int i; // [rsp+8h] [rbp-38h]
_ pid_t pid; // [rsp+Ch] [rbp-34h]
char s2[24]; // [rsp+16h] [rbp-36h] BYREF
unsigned _ inte4 v8; // [rsp+28h] [rbp-18h]

W0 SN W

vE = _ readfsqword(@x28u);
pid = fork();
® 12| if ( pid )
13| {
® 14 waitpid(pid, &stat_loc, @);
}

o9
B
(==

16| else
17| {
® 13 for (1 =8; i <= strlen( g); ++1i )
18 {
® 20 if ( *(&Flag + i) = 'i' || *(&Fflag + i) == 'r' )
@21 *(&flag + i) = '1';
22 3
23 1}
© 24| printf("input the flag:");
® 25| __isoc99_scanf("%28s", s2);
@ 26| if ( !strcmp(&flag, =2) )
® 27 result = puts("this is the right flag!");
28| else
® 29 result = puts("wrong flag!");
® 30| return result;
® 31}

000007CA main:20 (4007ca)
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- Attributes: thunk

¥

; int _ cdecl main(int argc, const char **argv, const char **envp)

_main proc near

argc= dword ptr 4
argv= dword ptr 8
envp= dword ptr @Ch

jmp _main_0
_main endp
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A] LLE Z Bk main0 & # & 4T FFmain0 & %

lea edi, [ebp+var_ac]
mov ecx, 13h
mov eax, @Cccccccch
rep stosd
mov [ebp+var_4], 5
mov [ebp+var_8], offset aDbapp49d3c93df ; "DBAPP{49d3c93df25caad8123213013d2ebfad}”
jmp short loc_401081
loc_4@1081:
cmp [ebp+var_ 47, @
jl short loc_40109F
¥ - L
ecx, [ebp+var_4]
= ecx
Ffset aYN S \n\n\niE EFERZESES, BEECMEFATILIRTES#HE T B A . offset aD BEELMERT TR
rintf _printf
sp, 4 esp, 8
sbp+var C], 1 sub_40100A
ix, [ebp+var_C] short loc_401078
ix
ffset Format ; "%c”
cranf
F5% thtHg,
ID4 View—4 [ [E Pseudocode-E B B Pseudocode—4 B O Hex view-1 [ Structures [ E Enums B8 Inport
1fint _ cdecl main_@(int argc, const char **argv, const char **envp)
21{
3| int result; // eax
4| char v4[4]; // [esp+4Ch] [ebp-Ch] BYREF
5| const char *v5; // [esp+50h] [ebp-8h]
6| int v6; // [esp+54h] [ebp-4h]
7
8| wvb = 5;
9] v5 = "DBAPP{49d3c93df25caad81232130f3d2ebfad}";
18| while ( v6 >= @ )
11 {
12 printf(aD, v6);
13 sub_40100A();
14 --vb;
15 }
16| printf(
17 "\n"
18 "\n"
19 "\n"
20 "EERENZEEEN, BEHLNEFASIRIEEESHET  AEREEBEEE  (v/N)\n");
21| va[e] = 1;
22| scanf("%c", vd);
23] if ( v4[@] == 89 )
24
25 printf(a0dIda);
26 result = sub_40100A();
27! }
28| else
29
30 if ( v4[e] == 78 )
31 printf(asc_425034);
32 else

BE - E, HHER, RET, METHE—T, X¥FaRUNERMENE, ATHTE.
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int _ cdecl main(int argc, const char **argv, const char **envp)
{
int result; // eax
char Str2[14]; // [esp+12h] [ebp-3Ah] BYREF
__intl6 Strl; // [esp+26h] [ebp-2Ch] BYREF
_BYTE v6[30]; // [esp+22h] [ebp-2Ah] BYREF

sub_48191a();
strepy(Str2, "HappyNewYear!"™);
Strl = word 48306B;
memset(vo, @, sizeof(vo));
printf("please input the true flag:");
scant("%s", &5trl);
if ( !strncmp({const char *)&5trl, 5tr2, strlen{5tr2)) )
result = puts(aThisIsTrueFlag);
else
result = puts{Buffer);
return result;

RAGZEME, WXistrifstr2, str2BEEEMRS 7. #i2"HappyNewYear!".
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IDA View—4

B Pseudocode—4  [E) @

Hex View-1 B Structures

B H Enums

1

21

3| dint i; // [rsp+2Ch] [rbp-124h]
41 char __b[264]; // [rsp+48h] [rbp-118h] BYREF
5

6| memset( b, @, @x100uLL);

7| printf("Input your flag:\n"};
8| get_line( b, 256LL);

ol if ( strlen( b) = 33 )
10 goto LABEL_7;
11 for (1 =1; 1 < 33; ++1 )
12 _b[i] *= _b[1 - 17;

13| if ( !strncmp( b, global, @x21ulLl) )}

14 printf("Success");

15| else

16|LABEL_7:
17 printf("Failed");
18| return @;

19[}

EF3 R biRglobalffix t,

IDA View-i

8 Pseudocode—4 ] B  Hex view-1

int _ cdecl main(int argc, const char **argv, const char **envp)

/1 flagiEH33

/) MaARIE =L, FIRSE—diT R

// 8 _bRglobal 25 4HR

x| Structures 8 E Erums

x| Imports

UNDEF :
UNDEF :
UNDEF :
UNDEF :
UNDEF :
UNDEF :
UNDEF :
UNDEF :
UNDEF :

| data:
| data:
| data:
| data:
| data:
|_data:
| data:
| data:
| data:

P0PPPPR100AR1050 _ data segment gword public 'DATA' use6d

PPBEERE100001050 assume cs:_ data

PPBEERE100001050 ;org 100001050h

PPBEERE100001050 public _global

0000EPR100001050 ; char *global

0000P0R100001050 _global dg offset aFKWOXZUPFVMDGH

PPBEERE100001050 \ ; DATA XREF: _main+1@DTr

P0PPPPR100AR1050 _ data ends 5 "FANKAFW&O . @\x11x\rZ; U\x11p\x19F\x1Fv\"M" . . .
0AAAAAR1 ARAATASA

004>
204

aads Sesment type:

ood; Seement permissions: Read/Execute

opg_cstring segment byte public 'DATA' useb6d

004 assume cs:_ cstring

004 ;org 100000F6Eh

ppgaFKWOXZUPFVMDGH db 'f',@Ah ; DATA XREF:®__ data:_ globallo

004 db 'k',0Ch, 'wd0.@",11h, 'x",0Dh, 'Z;U",11h, p",19h, "F',1Fh, "v"M#D" ,0Eh, 'g"
00 db 6,'h',0Fh, G20",0

Pure data

ard_ptrto

frA%E — T globalft 4 W2, BREER TR .

CsLri

cstring:0000000100008F6E aFKWOXZUPFVMDGH ldb " f',0Ah

cstri

Ng I v9vyvuuyi1yyagygyaroc

ng:0000000100000F6E

5 —A pythonii 4

,Ur'g 199ygygyarocr

; DATA XREF: _ data:_globallo

db 'k',eCh, 'w&0.@',11h, 'x',0Dh, Z;U",11h, 'p',10h, 'F',1Fh, v "M4D',0Eh, g’

db 6,'h’,0Fh, "G20",0
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s = ['f',0xA, 'k',0xC, 'w&0.@"',0x11, 'x',0xD, 'Z;U",0x11, 'p',0x19, 'F',0x1F, 'v"M#D',0OXE,'g',6, 'h',0xF, 'G20"',0]

for i in range(1,len(s)):

if(isinstance(s[i],int)): #NRAintKA, H¥AcharkR

s[i]=chr(s[i])

s = ''.join(s) #BF R PR

flag = 'f' #flagh B —MARTRE, FUEREAF

for i in range(1,len(s)):

flag += chr(ord(s[i])*ord(s[i-1]))  #REHkfE, FHRRRLER

print(flag)
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int _ cdecl main_@(int argc, const char **argv, const char **envp)

size t v3; // eax

const char *v4; // eax

size t v5; // eax

char v7; // [esp+@6h] [ebp-188h]

char v8; // [esp+@Bh] [ebp-188h]

signed int j; // [esp+DCh] [ebp-ACh]

int i; // [esp+E8h] [ebp-A@h]

signed int v11; // [esp+E8h] [ebp-A0h]

char Destination[108]; // [esp+F4h] [ebp-94h] BYREF
char Str[28]; // [esp+160h] [ebp-28h] BYREF

char v14[8]; // [esp+17Ch] [ebp-Ch] BYREF

for (i =0; i< 100; ++i )

if ( (unsigned int)i >= Ox64 )

Jj report_rangecheckfailure();




Destination[i] = ©;

sub_41132F("please enter the flag:"
sub_411375("%20s", (char)Str);
v3 = j_strlen(Str);
v4 (const char *)sub_4110BE(Str,
strncpy(Destination, v4, 0x28u);
vll = j strlen(Destination);
for ((j =0; j < vll; ++j )
Destination[j] += J;
v5 = j_strlen(Destination);
if ( !strncmp(Destination, Str2, v5) )
sub_41132F("rigth flag!\n", v8);
else
sub_41132F("wrong flag!\n", v8);

return 0;

EHREM AN EZHEREZidsub 4110BERBHATING, REHEE —AMorfEIF#ITE R, RiES5sr2dt 7K. LF—
Tstr2f){E,

) dword_41A030 dd 1 t
. s C Etr;_[]
.data: 00414034 Str2 db 'e3nifIH9b C@n@dH",@® ; DATA

E&— Tsub_4110BEE ¥,

void * cdecl sub_4110BE(char *al, unsigned int a2, int *a3)

; // [esp+Dah] [ebp-38h]
v5; // [esp+Dah] [ebp-38h]
v6; // [esp+Dah] [ebp-38h]
v7; // [esp+Dah] [ebp-38h]

i; // [esp+E@h] [ebp-2Ch]
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int v10; // [esp+ECh] [ebp-206h]

int v11; // [esp+ECh] [ebp-206h]

void *v12; // [esp+F8h] [ebp-14h]

char *v13; // [esp+104h] [ebp-8h]

if ( lal || 'a2 )

return 0;

a2 / 3;

if ( (int)(a2 / 3) % 3 )

++Vv9;

vle = 4 * v9;

*a3 v10;

v12 = malloc(vie + 1);

if ( 1vi2)

return 0;

j_memset(vi2, @, v1e + 1);

v13 al;

while ( vi1l > 0 )

byte 41A144[2]

byte 41A144[1]

byte 41A144[0]

for (i=290; 1 3 && v11 >= 1; ++i

byte 41A144[i]

--v1l;

++v13;




if (1)
break;

switch ( i)

case 1:
*((_BYTE *)vi12 aAbcdefghijklmn[(int) (unsigned __int8)byte 41A144[0] >> 2];
=vVv4 + 1;
*((_BYTE *)vi12 aAbcdefghijklmn[ ((byte 41A144[1] & OxFO) >> 4) | (16 * (byte 41A144[0] & 3))];
*((_BYTE *)vi2 aAbcdefghijklmn[64];
*((_BYTE *)vi2 aAbcdefghijklmn[64];
=v5 + 1;
break;
case 2:
*((_BYTE *)vi2 aAbcdefghijklmn[ (int) (unsigned __int8)byte 41A144[0] >> 2];
ve = v4 + 1;
*((_BYTE *)vi2 aAbcdefghijklmn[ ((byte_41A144[1] & OxF@) >> 4) | (16 * (byte_41Al144[0] & 3))]1;
*((_BYTE *)vi2 = aAbcdefghijklmn[ ((byte_41A144[2] & @OxCO) >> 6) | (4 * (byte_41A144[1] & OxF))];
*((_BYTE *)vi12 = aAbcdefghijklmn[64];
vd = v6 + 1;
break;
case 3:
*((_BYTE *)vi2 aAbcdefghijklmn[ (int) (unsigned __ int8)byte 41A144[0] >> 2];

=v4 + 1;

*((_BYTE *)v12 aAbcdefghijklmn[ ((byte 41A144[1] & OxF@) >> 4) | (16 * (byte 41A144[0] & 3))];

*((_BYTE *)vi12 = aAbcdefghijklmn[ ((byte 41A144[2] & OxCO) >> 6) | (4 * (byte 41A144[1] & OxF))];
*((_BYTE *)vi2 = aAbcdefghijklmn[byte 41A144[2] & Ox3F];
vd = v7 + 1;

break;




*((_BYTE *)vi12 + v4) = 0;

return v12;

F L% Rbaseb4n®, 5 pythonfE—TF .

import base64

str = 'e3nifIH9b_C@n@dH'
flag = '

for i in range(len(str)):

flag += chr(ord(str[i])-1i)

print(base64.b64decode(flag))

2022-1-21
A—H K flag



XARBHEE. EAESE-TENANTE. TANA
Ratan

WEE—TFHEEN A, E8-6/EK, ERE T RIR IR EE, K403 ME, RUZ1ESE KB T —T, SRR
#, ML IER, RERE - TFHERUAERE, HRERDAMERNME, ATy RMEUXFE, MMAREHETEETIHF
oxexe, BEEITITFRMRTURALTELK, BT HRITAMER—MEE, KFRHE2A5T5 (BASERE, RH2R5TS5
5 .

Wi— T ARG

int cdecl noreturn main(int argc, const char **argv, const char **env
— — 3 3 p

char v3[29]; // [esp+17h] [ebp-35h] BYREF
int v4; // [esp+34h] [ebp-18h]

int v5; // [esp+38h] [ebp-14h] BYREF

int i; // [esp+3Ch] [ebp-10h]

char v7[12]; // [esp+406h] [ebp-Ch] BYREF
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strcpy(v3, "*11110100001010000101111#");

while ( 1 )

puts("you can choose one action to execute");

puts("1 up");

puts("2 down");

puts("3 left");

printf("4 right\n:");

scanf("%d", &v5);

if (v5 ==2)

++*(_DWORD *)&v3[25];

else if ( v5

if (v5 1=4)

LABEL_13:




if (v5 I=1)
goto LABEL_13;

--*(_DWORD *)&v3[25];

if ( *(int *)&v3[4 * i + 25] < @ || *(int *)&v3[4 * i + 25] > 4 )
exit(1);
}
if ( v7[5 * *(_DWORD *)&3[25] - 41 + v4] == 49 )
exit(1);
if ( v7[5 * *(_DWORD *)&v3[25] - 41 + v4] == 35 )
{
puts("\nok, the order you enter is the flag!");

exit(0);

SRR, REEE0, E1EHEHRBE, BAMIRTE Afag, 222441144222,
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T# T R2ZSimpleRev, M E|IDA64 R BT /HHT. BEIEF5,

[E  1D4 View-a

]

while ( 1)
{
while ( 1)
{
printf("Welcome to CTF game!\nPlease input d/D to start or input
vd = getchar();
if (w4 1= 100 && v4 1= 68 )
break;
Decry("Welcome to CTF game!\nPlease input d/D to start or input g
\
I
if (v 13 || v4 == 81 )

Eruns

to quit this program:

o quit this program:

Exit(" come to CTF gam nPlease input d/D to start or input q/Q to quit this program: "

puts("Input fault format!");
v3 = getchar();
putchar(

RIFANADE AT ABEN, BEHE R~ —MDecryi$, FATX Decryek Hdt1T 74

unsigned __ int64 Decry()

char v1; // [rsp+Fh] [rbp-51h]

int v2; // [rsp+16h] [rbp-506h]

int v3; // [rsp+14h] [rbp-4Ch]

int i; // [rsp+18h] [rbp-48h]

int v5; // [rsp+1Ch] [rbp-44h]

char src[8]; // [rsp+20h] [rbp-4@h]

__inte4 v7; // [rsp+28h] [rbp-38h]

int v8; // [rsp+30h] [rbp-36h]

__inte4 v9; // [rsp+4@h] [rbp-20h]

__inte4 v1@; // [rsp+48h] [rbp-18h]

int v11; // [rsp+56h] [rbp-10h]

unsigned __int64 v12; // [rsp+58h] [rbp-8h]

vl2 = _ readfsqword(0x28u);

*(_QWORD *)src = Ox534C43444ELL;

v7 = OLL;
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9;

@Xx776F646168LL; [/ BIBAENFR RGBT, RAERMAEA, &6 E R Ik

/ /S B B IR NN ' Ox4e44434¢53 ' # 458 'NDCLS

v1l

text = join(key3, (const char *)&v9); iktext% T key3+v9

key3 "kills"

v9 "hadow"

B /i PP A A

NMtext = "killshadow"

strcpy(key, keyl); Kkeyl Bl key

key = "ADSFK"

strcat(key, src); #srcib i Z R/ BB Elkey J5

key = "ADSFKNDCLS"

v2

v3

getchar(); REGN GBETZMX? )

v5 = strlen(key); v5 = keyIKE v5 = 10

for (i =0; i< v5; ++1i )

if ( key[v3 % v5] > 64 &% key[v3 % v5] <= 90 )// if(key[v3]>64 && key[v3]<=90)

// key[v3] = key[v3]+32

/]« BRETFREERNG T

key[i] = key[v3 % v5] + 32; // key = "adsfkndcls"

++v3;

printf("Please input your flag:", src);

while (1)

vl = getchar();




/] WMRBMARAEATR, NIE 0

/] BREARRZER, Wv2in—

if (vl <=96 || vi > 122 ) // IAREANKIVIAR NG T

if (vl > 64 && vl <= 90 ) // WHRVIAKEFZR
str2[v2] = (vl - 39 - key[v3++ % V5] + 97) % 26 + 97;// Xfstr2[v2]#TAHE (v2ROE RN
// str2[v2] = (vl-key[v3]+58)%26 + 97

/] BHjEstr2[v2 | FEUNG 75

/] RN KMEVIANNE F i
str2[v2] = (vl - 39 - key[v3++ % V5] + 97) % 26 + 97;// fFtEkH
[/ MBERRRNGFEE, AT

if ((1(v3 % v5)) // WRTEFR Fkey BB )G — L

putchar(' '); // FTERRE—A2HE

++Vv2;

if ( !strcmp(text, str2) ) R textMstr2/76E IR, T ERTH

text = "killshadow"

puts("Congratulation!\n");

else

puts("Try again!\n");




HAo L #Eextt, H— K Njoin, Bitext = join

&), BMNEEEFE—T

char * fastcall join(const char *al, const char *a2)

size_t v2; // rbx
size_t v3; // rax

char *dest; // [rsp+18h] [rbp-18h]

v2 = strlen(al); //v2RalliKBE, BikeyHIKE
v3 = strlen(a2); //v3Ra2lKE, BIvORIKE
dest = (char *)malloc(v2 + v3 + 1); //FEHE—A R Tkey3 Vo) Aldest
if ( !dest )
exit(1);
strcpy(dest, //BallEIR%A dest
strcat(dest, //¥ea2 i E B Fdest

return dest; //SEMiR[Elal+a2, Blkey+v9

HrAxt T str2fi i b 2 oA

str2[v2] = (vl - 39 - key[v3 % v5] + 97) % 26 + 97;
BT AR E SRR AT T U2 AT PO AN, 5 A
HEE— T Wi

text = 'killshadow' # str2

key = 'adsfkndcls’

len(key)

flag = [0, ©, 0, ©, 0, @, 0, @, 0, @]

for i in range(9, 10):




for j in range(9, 10):
vl = (ord(text[j])-97)+26*i+ord(key[v3 % v5])-58
if(65 < vl <= 90) or (vl >= 97 and v5 <= 122):
flag[j] = chr(vl)
= n+l
if n == 10:
print(''.join(flag))
break
=v3 +1
R R R R
text = 'killshadow' # str2

key = "adsfkndcls'

len(key)
dictl = "ABCDEFGHIJKLMNOPQRSTUVWXYZabcdefghijklmnopgrstuvwxyz"
flag = ""

for i in range(9, 10):

for char in dictl:

x = (ord(char) - 39 - ord(key[v3 % v5])+97) % 26 + 97

if chr(x) == text[i]:

if n ==

print(char, end="")

2022-1-23

[GXYCTF2019]luck_guy

TEHTFRREL Nluck_guyfixx:, FIBIDAE, EHEFS5,




int _ cdecl main(int argc, const char **argv, const char

welcome(argc, argv, envp);

puts(" pr

puts("try to patch me and find flag");

puts("please input a lucky number");

__isoc99 scanf("%d");

patch_me(OLL);

puts("OK,see you again");

return 0;

ALLE ], FE—Apatch_mefR%, IREE

int _ fastcall patch_me(int al)

int result; // eax

if (al %2==1)

result = puts("just finished");
else

result = get_flag();

return result;

HE~get flag

AR, BRER

unsigned _ int64 get flag()

unsigned int v@; // eax

int i; // [rsp+4h] [rbp-3Ch]




__int64 s; // [rsp+10h] [rbp-30h] BYREF

char v5; // [rsp+18h] [rbp-28h]

unsigned __ int64 v6; // [rsp+38h] [rbp-8h]

__readfsqword(©x28u);

vO = time(OLL); / /13 2 [A]

srand(vo); / /15 F B[R] A 9 o 26 B BE AL 4 =

for (i =0; i<=4; ++i )

switch ( rand() % 200 ) // FEAE1-1992 |8 HIBE LA

case 1:

puts("OK, it's flag:");

memset(&s, 0, Ox28ulLl);

strcat((char *)&s, f1);

strcat((char *)&s, &f2);

printf("%s", (const char *)&s);

break;

case 2:

printf("Solar not like you");

break;

case 3:

printf("Solar want a girlfriend");

break;

case 4:

= OX7F666F6067756369LL;

v5 = 0;

strcat(&f2, (const char *)&s);

break;




case 5:

for ((j =0; j<=7; ++j )

if (§%2==1)

*(&f2 + 3) -= 2;

else

--*(&F2 + j);

break;

default:

puts("emmm,you can't find flag 23333");

break;

return _ readfsqword(@x28u) ~ v6;

ALLEHREMIAS, R/ Hfag. flagf#tE&Ecase1 Bi#THI, flag=f1+f2,

.data:0000000000601078 ; char f1[]
.data:0000000000601078 f1 db "GXY{do not ",@
.data:0000000000601078 data ends

; DATA XREF: get flag+9Eto

7] LUE BIf1="GXY{do_not_’, f2H{E 2 Hcased#HITWIE, WKsIKE2, caseSMf2ibfT T — AT, FrCLIE#RIEAT 0T BLi%

=4->5->1,

H5—THA


http://skyofstars.cn/usr/uploads/2021/06/2136993172.png

flag = 'GXY{do_not_'

f2 = [OX7F, Ox66, OX6F, Ox60, Ox67, Ox75, Ox63, Ox69][::-1]

chr(int(f2[i]) - 2)

chr(int(f2[i]) - 1)

flag += s

print(flag)
4 B R GXY{do_not_hate_me}

flag{do_not_hate_me}

2022-1-24
[ACTF#i 4= 3£ 2020]easyre

T8 T Keasy re.exe, ¥1F|ExeinfoPE R, KILZMFEH

VHE) |easyre.exe | Pl -
= #FAD: [ooooess0 | [oo] [ < | ADIRHE: = uil
YRR [oooo1ss0 | AOZ%:__[e0BE.1500.4C) @ HEfEG)
—  EEEN:[2.24 TR PE &7
XA (ooocosspeh | <) M Bithn#idB:  |oooo37oe - &
L ()
Image is 32bit executable RES/OVL: 0/ 66 % 1972 =

|LIPX -> Markus & Laszlo ver. [ 3.95] <- from file. ( ;i_gp__!i[ggl.!ﬂgd{er) AR £0E)
WERES - 2EHET - BEER =
|unpack “upx.exe d” from http:/fupx.github.io or any UPX/Generic unpackr| *" - 2>

fi—T5%, MEIDAR, EHEFS,


http://skyofstars.cn/usr/uploads/2021/06/1939646823.png

int _ cdecl main(int argc, const char **argv, const char **envp)

_BYTE v4[12]; // [esp+12h] [ebp-2Eh] BYREF

_DWORD v5[3]; // [esp+1Eh] [ebp-22h]

_BYTE v6[5]; // [esp+2Ah] [ebp-16h] BYREF

int v7; // [esp+2Fh] [ebp-11h]

int v8; // [esp+33h] [ebp-Dh]

int v9; // [esp+37h] [ebp-9h]

char v10; // [esp+3Bh] [ebp-5h]

int i; // [esp+3Ch] [ebp-4h]

sub_401A10();

gmemcpy (v4, "*F'\"N,\"(I?+@", sizeof(v4));

printf("Please input:");

scanf("%s", v6);

if ( ve[@] != 65 || v6[1] != 67 || v6[2] != 84 || v6[3] != 70 || v6[4] != 123 || vie != 125 )

return 0;

v5[e] = v7;

v5[1] v8;

v5[2] v9;

if ( v4[i] != byte_402000[*((char *)v5 + i) - 1] )

return 9;

printf("You are correct!");

return 9;




WREREITLLES, flagkBve+vs+vI0A MK, VB ACTF{, VIOR'Y, BAEESHVE, FTEAEMoERHREE, AR
—TF. BHEIAI120L, BavbRizt 1260, HFEEZBRERFR, M_data_statFFHEHERG (AREEMTESE)
HAbV7. V8. VORIAINEIT &, Bl LLAIFAAEAAN EREEE, @IS IEIATE_data_start FIRFBIV7. v8. VORI 124 F /7B
B EKASCILXT MK TR, SWABAMITHE. Hd data_starth) FArstRflagiiascliid-1, v4=byte 402000[%i A ¥4 145
—hifE-1].

5—FH*

key = '~}|{zyxwvutsrgponmlkjihgfedcba™ "]\[ZYXWVUTSRQPONMLKIIHGFEDCBA@?>=<;:9876543210/.-,+*)(\'&%$# 1"’

V4 = "XE'\"N,\"(I?+@"

for i in v4_list:
x.append(key.find(chr(i))+1)
for i in x:

flag += chr(i)

print(flag)

RANMTT BT, A K ZSR 2 Sflag{U9X_1S_We@T?}
2022-1-25

[201940 i #F ]JEASYRE

XA T

— IR E| — HFbasebA N M 7/ 8, M ZERANMIE, BHT .
JEHEE T A AKwriteup A FE, FRANERANREE, £ERECTEA RS R,



unsigned _ int64 sub_400D35()

unsigned __int64 result; // rax

unsigned int v1; // [rsp+Ch] [rbp-24h]

int i; // [rsp+10h] [rbp-206h]

int j; // [rsp+14h] [rbp-1Ch]

unsigned int v4; // [rsp+24h] [rbp-Ch]

unsigned _ int64 v5; // [rsp+28h] [rbp-8h]

__readfsqword(0x28u);

vl = sub_43FD20(0LL) - qword_6CEE38;

for (i =0; i <= 1233; ++i )

sub_40F790(v1);

sub_40FE60();

sub_40FE60();

sub_4@FE6@() ~ 0x98765432;

v4 = vl;

if ( ((unsigned _ int8)vl ~ byte 6CCOAO[O]) == 102 && (HIBYTE(v4) ~ (unsigned __ int8)byte 6CCOA3) == 103 )
/] RERAY

for ((j =0; j <= 24; ++j )

sub_410E90(byte 6CCOAO[j] ~ *((_BYTE *)&v4 + j % 4));

result = _ readfsqword(0x28u) ~ v5;

if ( result )

sub_444020();

return result;




v4 byte 6CCOAQ[0] ==

V7 =v4

HIBYTE=HIBYTE=((( BYTE)&

+1))

Wk RVAR T —1L

byte_6CCOA3 # £byte_6CCOAO[3]

B —RIT UG i KflagIT 2k Rflag

AT DAHE D 8 2 ) i va B DY 47 52 A 2 Ebyte_ 6CCOAOHT PO iz 57 8% 5 %6 T flag’
SRJE T TH ) S B % A2 H flag i

A

[6x40, 0x35, 0x20, Ox56, Ox5D, 0x18, 0Ox22, Ox45, Ox17, Ox2F, Ox24, Ox6E, Ox62, Ox3C, Ox27, OXx54, 0x48, OX6C,
Ox24, Ox6E, Ox72, Ox3C, 0x32, 0Ox45, Ox5B]

for i in range(4):

key += chr(s[i] ~ ord(s1[i]))

for i in range(len(s)):

flag += chr(s[i] ~ ord(key[i % 4]))

2022-1-26
[ACTF#7 4 5% 2020]rome

M, %IEExeinfoPE, %7, BHZEIDAER, #Fmain®E, KA AMMuncEE, BHBfuncERE B v3-v62'ACTF{, KB E B
R RN KNG Z R AT, BRI,

int result; // eax




int vi[4]; // [esp+14h] [ebp-44h]

unsigned _ int8 v2; // [esp+24h] [ebp-34h]

unsigned _ int8 v3; // [esp+25h] [ebp-33h]

unsigned _ int8 ; // [esp+26h] [ebp-32h]

unsigned _ int8 v5; // [esp+27h] [ebp-31h]

unsigned _ int8 v6; // [esp+28h] [ebp-30h]

int v7; // [esp+29h] [ebp-2Fh]

int v8; // [esp+2Dh] [ebp-2Bh]

int v9; // [esp+31h] [ebp-27h]

int v10; // [esp+35h] [ebp-23h]

unsigned _ int8 v11; // [esp+39h] [ebp-1Fh]

char v12[29]; // [esp+3Bh] [ebp-1Dh] BYREF

strcpy(v12, "Qsw3sj_lz4 Ujw@l");

printf("Please input:");

scanf("%s", &v2);

result = v2;

if ( v2 == 65 )

result = v3;

if (v3 == 67 )

result = v4;

if (v4 == 84 )

result = v5;

if ( v5 == 70 )

result = v6;

if ( v6 == 123 )




result = v1i;

if ( vil == 125 )

vi[o]

vi[1] v8;

vi[2] v9;

vi[3] v10;

*(_DWORD *)&v12[17] = ©;

while ( *(int *)&v12[17] <= 15

if ( *((char *)vl + *(_DWORD *)&v12[17]) > 64 && *((char *)vl + *(_DWORD *)&v12[17]) <= 90 )

*((_BYTE *)v1 + *(_DWORD *)&v12[17]) = (*((char *)vl + *(_DWORD *)&v12[17]) - 51) % 26 + 65;

if ( *((char *)vl + *(_DWORD *)&v12[17]) > 96 && *((char *)vl + *(_DWORD *)&v12[17]) <= 122 )

*((_BYTE *)v1 + *(_DWORD *)&v12[17]) = (*((char *)vi + *(_DWORD *)&v12[17]) - 79) % 26 + 97;

++*(_DWORD *)&v12[17];

*(_DWORD *)&v12[17] = O;

while ( *(int *)&v12[17] <= 15 )

result = (unsigned _ int8)v12[*(_DWORD *)&v12[17]];

if ( *((_BYTE *)vi + *(_DWORD *)&v12[17]) != (_BYTE)result )

return result;

++*(_DWORD *)&v12[17];

result = printf("You are correct!");




}

return result;

FA A

key = "Qsw3sj_1lz4 Ujw@l"

flag = ""

for i in range(len(key)):

for a in range(128):

X <= 90:

(x - 51) % 26 + 65

a <= 122:

(x - 79) % 26 + 97

if x == ord(key[i]):

flag += chr(a)

2022-1-27
[WUSTCTF2020]level1

THEHTRIEIDAR, F5F—THARG



int _ cdecl main(int argc, const char **argv, const char **envp)

int i; // [rsp+4h] [rbp-2Ch]

FILE *stream; // [rsp+8h] [rbp-28h]

char ptr[24]; // [rsp+10h] [rbp-20h] BYREF

unsigned _ int64 v7; // [rsp+28h] [rbp-8h]

__readfsqword(©x28u);

stream = fopen("flag", "r");

fread(ptr, 1ulLL, ©x14ulLL, stream);

fclose(stream);

for (1 =1; i <= 19; ++i )

if ((1&1)!=0)

printf("%1d\n", (unsigned int)(ptr[i] << 1));

else

printf("%1d\n", (unsigned int)(i * ptr[i]));

, 232, 816, 200, 1536, 300, 6144, 984, 51200, 570, 92160,

1200, 565248, 756, 1474560, 800, 6291456, 1782, 65536000]

for i in range(19):

if (i +1) & 1:

print(chr(key[i] >> (i + 1)), end="")

else:

print(chr(key[i] // (i + 1)), end="")




2022-1-28
[WUSTCTF2020]level2

T# T kI ExeinfoPE 2 K IH 7%,

Y {#(E) [attachment || pn =]
e iili)'\l:l: [@ < )\IZIIZEE zero sections il

WiHRE: [ ] AOZEH: _[7F.45.4C.46.01) 1 ©)
- EEEEEL RG] 2]

XA |ooo47aesh | | < | NET Bﬁhﬂﬁﬁ:_ ? &

Diagnose: =S

INOT Win EXE - .0 -ELF [ 32bit obj. Exe file - CPU : Intel 80386 - OS/ABL: Li| spapiis  [1Bm@)
SR - AT - RRER o
|Detected UPX! packer - http:/fupx.github.io -> try unpack with "upx.exe -d| @ -

I
W

THIEREARTR, TRTH
upx, upx-d, BRFE. [FMEEE R AR R RS R REAE BT I EENL G & UORK B i R T SR B8R A% (img-16LaJEyT-1645283525940)
(http://skyofstars.cn/usr/uploads/2021/06/2116134172.png)] 1 EIIDA R, EHiEE Fiflag.

.text:PBB48889 push eCX
.text:0804888A sub esp, 14dh
.text:BBB4888D mov [ebp+var C], offset flag ; "wctf2020{Just upx -d}"
.text:08048894 sub esp, BCh
tavt - OROARRAT nnch Affeat allharaTeTH - "whara ic i+2"
2022-1-29
[GWCTF 2019]xxor

ZIMHE, SEExeinfoPE, &N, #i3IDAE

inte4 _ fastcall main(int al, char **a2, char **a3)

int i; // [rsp+8h] [rbp-68h]

int j; // [rsp+Ch] [rbp-64h]

__int64 v6[6]; // [rsp+10h] [rbp-60h] BYREF

__int64 v7[6]; // [rsp+40h] [rbp-306h] BYREF

__readfsqword(0x28u);

Let us play a game?");

you have six chances to input");

Come on!");


http://skyofstars.cn/usr/uploads/2021/06/3770767908.png
http://skyofstars.cn/usr/uploads/2021/06/2116134172.png
http://skyofstars.cn/usr/uploads/2021/06/2894076715.png

printf("%s", "input: ");

a2 = (char **)((char *)v6 + 4 * i);

__iso0c99_scanf("%d", a2);

dword 601078 = v6[j];

dword_60107C HIDWORD(v6[3j]1);

a2 = (char **)&unk 601060;

sub_ 400686 (&dword 601078, &unk 601060);

LODWORD(V7[3]) dword_601078;

HIDWORD(Vv7[]]) dword_60107C;

if ( (unsigned int)sub_400770(v7, a2) != 1)

puts("NO NO NO~ ");

exit(9);




puts("Congratulation!\n");

puts("You seccess half\n");

puts("Do not forget to change input to hex and combine~\n");

puts("ByeBye");

return OLL;

S —TFmain®

printf("%s", "input: ");

a2 = (char **)((char *)v6 + 4 * i);

VB iZ LR MAKIENE, VB TTER 54T . BERVeITER, AT 5v6H RImE ARG .

dword_601078 v6[jl;

dword_60107C HIDWORD(v6[j]);

a2 = (char **)&unk _601060;

sub_400686 (&dword_601078, &unk_ 601060) ;

LODWORD(v7[j]) = dword_601078;

HIDWORD(v7[j]) = dword_60107C;

dword_6010782 8 T /M6 L E NN FHH K EHRANZHHK{E, dword 60107clZE T /M6 LR NN FH HATHAZH
BB (4 3= hidword fllodword 1€ )

XHSEAEEN, A4 dword——601078H8— % & f) ¥4 lodword B B EMR SR T lodword R B 45 A1 E, BT AIABK
WriteUp A %138 iX & i Fdword_601078i XM & R e 2 W 8, R Ub7E B Vet R B8l i i A~71, MAE
HrmtiRlodword—HRE T o

HPFELHARS, sub_400686FIsub_400770



inte4 _ fastcall sub 400686(unsigned int *al, DWORD *a2)

__int64 result; // rax

unsigned int v3; // [rsp+1Ch] [rbp-24h]
unsigned int v4; // [rsp+20h] [rbp-26h]
int v5; // [rsp+24h] [rbp-1Ch]

unsigned int i; // [rsp+28h] [rbp-18h]

v3
v4
v5

for (i =0; i <= 0Ox3F; ++i )

v5 += 1166789954,
v3 += (v4 + v5 + 11) A ((v4 << 6) + *a2) ~ ((v4 >> 9) + a2[1]) ~ ox20;

v4 += (V3 + V5 + 20) ~ ((v3 << 6) + a2[2]) ~ ((v3 >> 9) + a2[3]) ~ ox1e;

*al = v3;
result = v4;
al[1] = v4;

return result;

F—TRJUTRE

*al = v3;
result = v4;
al[1l] = v4;

return result;

VRMEIRE Blat bk ib, VARERER a1 ER TR L, #EHalHsLRdword_601078, alij—MImERKN LT
T, atl[1]FrE A f ik R dword_60107c. XX BUAHD I SRR Xt 4 N\ B 088 AN AN — AT 7 B




_int64 _ fastcall sub_400770(_DWORD *al)

__int64 result; // rax

al[2] - al[3] == 2225223423LL
al[3] + al[4] == 4201428739LL
al[2] - al[4] == 1121399208LL
*3l == -548868226

al[5] == -2064448480

al[1] == 550153460 )

puts("good!");

result = 1LL;

puts("Wrong!");

result = OLL;

return result;

B al XA BHRT T HE

if ( (unsigned int)sub_400770(v7, a2) != 1)

XEEMEB/RRZERESVIHER, AR,

VIFTLLBEE ZEEEARE, REE—THERERT.
i — T Pythonfiii 2=




from Crypto.Util.number import long to_bytes

from ctypes import *

@l = [3746099070, 550153460, 3774025685, 1548802262, 2652626477, 2230518816]
key = [2, 2, 3, 4]
for i in range(@, 5, 2):
v5 (c_int(1166789954*0x40) )
v3 c_uint(al[i])
v4 = c_uint(al[i + 1])
for j in range(64):
v4.value -= (v3.value + v5.value + 20) ~ ((v3.value << 6) + key[2]) ~ ((v3.value >> 9) + key[3]) ™ ox1@
v3.value -= (v4.value + v5.value + 11) ~ ((v4.value << 6) + key[@]) ~ ((v4.value >> 9) + key[1l]) " ©x20
v5.value -= 1166789954
al[i] = v3.value

al[i + 1] = v4.value

k in range(6):

print(long_to_bytes(al[k]).decode(), end="")

2022-2-6

[SUCTF2019]Signin

YSLTE, BNITTEE BRI ERERE R, (ERMERE B, L& Twittup, A AEXRERSAINE, XEEMITRSANE
X FRER SEAG L B 1




inte4 _ fastcall main(int al, char **a2, char **a3)

char v4[16]; // [rsp+6h] [rbp-4A0h] BYREF
char v5[16]; // [rsp+10h] [rbp-4906h] BYREF
char v6[16]; // [rsp+20h] [rbp-480h] BYREF
char v7[16]; // [rsp+30h] [rbp-470h] BYREF
char v8[112]; // [rsp+40h] [rbp-460h] BYREF
char v9[1000]; // [rsp+Boh] [rbp-3F0h] BYREF

unsigned _ int64 v10; // [rsp+498h] [rbp-8h]

vle = _ readfsqword(@x28u);

puts("[sign in]");

printf("[input your flagl: ");

_ 1isoc99_scanf("%99s", v8);

sub_96A(v8, Vv9);

__gmpz_init_set_str(v7, "ad939ff59f6e70bcbfad406+2494993757eee98b91bc244184a377520d06fc35", 16LL);
_ gmpz_init_set_str(v6, v9, 16LL);

__gmpz_init_set_str(v4, "103461035900816914121390101299049044413950405173712170434161686539878160984549", 10LL

__gmpz_init_set_str(v5, "65537", 10LL);
__gmpz_powm(v6, v6, V5, v4);
if ( (unsigned int)__gmpz_cmp(v6, v7) )
puts("GG!");
else
puts("TTTTTTTTTTql!");

return OLL;

sub_96ARRER I F i N\ IR/ B N 16 I AVOH .

BRFAAT __gmpz_init_set_str %, @i RB/AIXZE—A GNU SHEEEE, B 3CR#bE: https:/gmplib.org/manual/




_gmpz_init_set_str HIEHEZ mpz_init_set_str

int mpz_init set str (mpz_t rop, const char *str, int base) [Function]

Initialize rop and set its value like mpz_set str

int mpz_set _str (mpz_t rop, const char *str, int base) [Function]

Set the value of rop from str, a null-terminated C string in base base. White space is allowed

in the string, and is simply ignored.

REANSHS RS REBERE, 76, #Hl.

XA R BHIE AR K str FRFEUA L base 15 & KBt HI B B E I B rop Fiig AT RIERHEERHE T —1
__gmpz_powmeRi ¥, B 73T E LRX .

void mpz_powm (mpz_t rop, const mpz_t base, const mpz_t exp, const mpz_t mod) [Function]

Set rop to base”exp mod mod.

HsLmtR it base [ exp K75, Xt mod B, BEHLGREA rop FIRANEHIEEMRSAR N THE—H.

BT RBZ_ gmpz_cmpii$ll, BiXA R EA BB IX 2 LR R 3.

if ( (unsigned int)_ gmpz_cmp(v6, Vv7) )

VBRI PRI, VT RAR IR g 5D B bR
RSA f hnfil o 51

RSANNE 2%t B SCHIER T J& B} ANJG SRR id 72

I Bk

C=MEmodN

CRHEI, MR, ERAH (ERM oEAKED , NEARES (R P . QHREAEIN) , MODMASIZH.
R AP

M=CDmodN

CR#Hx, MEHX, DEMYA (RAHXMARTEBEE*D%e=1) , NEALEL (FHP . QHEFEFIN) , MODELR
HEH, o—RMRuEH (HXANMARITHEHBHe =

)
THEMRETE
JBiZmain

B, BATTLAEE



ad939ff59f6e70bcbfad40612494993757eee98b91bc244184a377520d061c35

103461035900816914121390101299049044413950405173712170434161686539878160984549

65537

FIEX 3B RATM AT UF IR B LT, HARMNESMENBEP. Q.

SHEMEE:  http://www.factordb.com/

282164587459512124844245113950593348271

366669102002966856876605669837014229419

BUERATE TP, QME, BATWLAT CATHE R R 8, 85 JATt AT LA T RiHr B Hie

MARETHH B AHD.

D = gmpy2.invert(e,(p-1)*(g-1))

THE A BRATHU AT LA & SCCHAT i, MRE HIER CESCCHIRBADIRIT X A LB EINEUR)

M = gmpy2.powmod(c,d,n)

fE B A

import gmpy2

import binascii

282164587459512124844245113950593348271
366669102002966856876605669837014229419
0xad939ff59f6e70bcbfad40612494993757eee98b91bc244184a377520d061c35
103461035900816914121390101299049044413950405173712170434161686539878160984549
65537

gmpy2.invert(e, (p-1)*(g-1))

gmpy2.powmod(c, d, n)

print(binascii.unhexlify(hex(m)[2:]).decode(encoding="utf-8"))

5 Zlflag
2022-2-7
[MRCTF2020]T ransform

TEHTRYIF|ExeinfoPER, KIEF M, #HF|IDAG4E



int _ cdecl main(int argc, const char **argv, const char **envp)

char Str[104]; // [rsp+20h] [rbp-70h] BYREF

int j; // [rsp+88h] [rbp-8h]

int i; // [rsp+8Ch] [rbp-4h]

sub_402230(argc, argv, envp);

sub_40E640("Give me your code:\n");

sub_40ES5FQ("%s", Str);

if ( strlen(Str) != 33 )

sub_40E640("Wrong!\n");

system("pause");

exit(0);

for (1 =0; 1 <= 32; ++i )

byte 414040[i] = Str[dword 40F040[i]]; /@ NI flaglf Fldword _40FR40¥4AE ARSI, HELIRF

byte_414040[i] ~= LOBYTE(dword_40Fe40[i]); //FRITELIEMflag#tél, Sdword_40F040%i4 75, 19%|byte_40FOE0

for (j =0; j <= 32; ++j )

if ( byte 40FRE@[j] != byte 414040[j] )

sub_40E640("Wrong!\n");

system("pause");

exit(0);

sub_40E640("Right!Good Job!\n");




sub_40E640("Here is your flag: %s\n", Str);

system("pause");

return 0;

:000000000040F040 ; int dword 40F040[40]

:000000000040F040 dword_40F040 dd 9, @Ah, @Fh, 17h, 7, 18h, och, 6, 1, 1@h, 3, 11h, 26h

:000000000040F040 ; DATA XREF: main+797o

:000000000040F040 ; main+B8To

:0000000000V40F040 dd 1Dbh, ©Bh, 1Eh, 1Bh, 16h, 4, ebh, 13h, 14h, 15h, 2, 1%h

:00000000V0VV40F040 dd 5, 1Fh, 8, 12h, 1Ah, 1Ch, ©Eh, 8 dup(9@)

:000000000P4OFOED ; BYTE byte 40FOEQ[96]

:0000000VVV40FOED byte_ 40FOEQ db 67h, 79h, 7Bh, 7Fh, 75h, 2Bh, 3Ch, 52h, 53h, 79h, 57h

:000000000040FOEQ ; DATA XREF: main+EFtTo

: 0000000040 FOEL db 5Eh, 5Dh, 42h, 7Bh, 2Dh, 2Ah, 66h, 42h, 7Eh, 4Ch, 57h

10000000000 40FOEQ db 79h, 41h, 6Bh, 7Eh, 65h, 3Ch, 5Ch, 45h, 6Fh, 62h, 4Dh

10000000000 40FOEQ db 3Fh dup(9)

Bk BRI BB, R K BflagfE Fldword_40F040%1 4816 A& 5|, ITEURF, B¥ITELEKflagd, 5
dword_40F040% 41 758, 78 3HIH Sbyte 40FOEOMIZE. (MLAEA A, 8dup

=0, ~%7T8)

I 75 K

a = flag[b[i]];

a = b;




dword_40F040 = [0x9, OxPA, OxOF, Ox17, Ox7, 0x18, 0x0C, 0x6, Ox1,

0x10, ox3, ox11, 0x20, 0x1D, 0xeB, Ox1lE, ox1B, ox16, ox4,

oxeD, ox13, ex14, ox15, ox2, 0x19, ox5, Ox1F, ox8, 0x12, Ox1lA, 0x1C, OxOQE, @]
byte 40FQEQ = [Ox67, Ox79, Ox7B, Ox7F, ©x75, Ox2B, 0x3C, ©x52, 0x53, 0x79,

0x57, Ox5E, Ox5D, 0x42, 0x7B, ©Ox2D, Ox2A, Ox66, 0x42, OX7E,

ox4C, Ox57, Ox79, 0x41, Ox6B, Ox7E, Ox65, Ox3C, Ox5C, 0Ox45, Ox6F, 0x62, 0x4D, 0]

flag = [@] * 33

for i in range(33):

byte 40F@E@[i] ~= dword_4@F040[i]

for i in range(33):
flag[dword_40F040[i]] = byte 40FQE@[i]

print('"'.join([chr(x) for x in flag]))

2022-2-8

[ACT F3#i 4 %% 2020]usualCrypt

TH Tk, %IFExeinfoPER, 5%, R5HKFIDAR.

int _ cdecl main(int argc, const char **argv, const char **envp)

int v3; // esi

int result; // eax

int v5[3]; // [esp+8h] [ebp-74h] BYREF

__intl6 v6; // [esp+1l4h] [ebp-68h]

char v7; // [esp+16h] [ebp-66h]

char v8[100]; // [esp+18h] [ebp-64h] BYREF

sub_403CF8((int)&unk 40E140); / /%

scanf("%s", v8); VZL 17N




v6

2

sub_401080((int)v8, strlen(v8), (int)vs5);
v3 = 0;

while ( *((_BYTE *)v5 + v3) == byte 40EQE4[v3] ) //LEEHK

if ( ++v3 > strlen((const char *)v5) )

goto LABEL_6;

sub_403CF8((int)aError);
LABEL_6:
if ( v3 - 1 == strlen(byte 40EQE4) )
result = sub_403CF8((int)aAreYouHappyYes);
else
result sub_403CF8((int)aAreYouHappyNo);

return result;

F1FFsub_401080eki %k, 7JLLE HREFEIEAR FRbase64 %

int _ cdecl sub_401080(int al, int a2, int a3)




int v9; // esi

int v10; // esi

int v11; // esi

_BYTE *v12; // ecx

int v13; // esi

int v15; // [esp+18h] [ebp+8h]

v4

sub_401000();

v5

v6

v7

a2 % 3;

LOBYTE(v5) = *(_BYTE *)(al + v3);

v3 += 3;

=v4 + 1;

*(_BYTE *)(v8 + a3 - 1) = byte 48EQAB[ (V5 >> 2) & Ox3F];

*(_BYTE *)(++v8 + a3 - 1) byte 40E0A0[16 * (*(_BYTE *)(al + v3 - 3) & 3)

+ (((int)*(unsigned __ int8 *)(al + v3 - 2) >> 4) & OxF)];

*(_BYTE *)(++v8 + a3 - 1) = byte 40E@A@[4 * (*(_BYTE *)(al + v3 - 2) & OxF)

+ (((int)*(unsigned __ int8 *)(al + v3 - 1) >> 6) & 3)];

v5 = *(_BYTE *)(al + v3 - 1) & Ox3F;

vd = v8 + 1;

*(_BYTE *)(v4 + a3 - 1) = byte 40E@AG[V5];




while ( v3

v15;

if ( v5 ==

LOBYTE(Vv7) *)(v3 + al);

v4d + 1;

*(_BYTE *)(v9 + a3 - 1) = byte 40EQAQ[(v7 >> 2) & Ox3F];

vlie = v9 + 1;

*(_BYTE *)(v10 + a3 - 1) = byte 40E0A@[16 * (*(_BYTE *)(v3 + al) & 3)];

*(_BYTE *)(v10 + a3) 61;

LABEL_8:

vl3 = vl1o + 1;

*(_BYTE *)(v13 + a3)

v4d = v1l3 + 1;

goto LABEL_9;

vlil = v4 + 1;

*(_BYTE *)(v1l + a3 - 1) = byte 40E0AQ[ ((int)*(unsigned _ int8 *)(v3 + al) >> 2) & Ox3F];

vl2 = (_BYTE *)(v3 + al + 1);

LOBYTE(v6) = *v12;

vlie = vl1l + 1;

*(_BYTE *)(v1@ + a3 - 1) = byte 40E@A®[16 * (*(_BYTE *)(v3 + al) & 3) + ((v6 >> 4) & OxF)];

*(_BYTE *)(v1@ + a3) = byte 40E@AB[4 * (*v12 & OXF)];

goto LABEL_S;




return sub_401030(a3);

&R EEEHADERE, 2 5~Z&sub_4010008Esub_401030

o BAITHE—T

int sub_401000()

int result; // eax

char vi1; // cl

for ( result = 6; result < 15; ++result )

byte 40E@AA[result];

byte 40E@AA[result] byte 40E0A@[result];

byte 40E0A@[result] vl;

return result;

RS B BEE AT T, BN BAREE —ERN, KW bOEE —BIR—MAE, N THA6TTEE TR
15, HJEWRE T10 (0xA) £, HEhRQRSTUVWXYFMGHUKLMNOPHEAZ#: T — T, B AR 45 R IN% ibase64 % 5K
72'ABCDEFQRSTUVWXYGHIJKLMNOPZabcdefghijklmnopgrstuvwxyz0123456789+/ .

FIRE — Tsub_4010308K %, W UFEHENFRHHT T RNEHH.

int _ cdecl sub_401030(const char *al)

__int64 v1; // rax

char v2; // al

vl = 0i64;

if ( strlen(al) )




v2 = al[HIDWORD(v1)];

if (v2 <97 || v2 > 122)

if ( v2 <65 || v2 > 90 )

goto LABEL_9;

LOBYTE(v1l) = v2 + 32;

LOBYTE(v1l) = v2 - 32;

al[HIDWORD(v1)] = vi;

LABEL_9:

LODWORD(v1) = ©;

++HIDWORD (V1) ;

while ( HIDWORD(v1l) < strlen(al) );

return vil;

W BB > RANE EH—>B K base64 % #ik—> N &5 Rl il F # k18 2 IEF BN 5 i 45 R—>baseb4 R .

M b A




import base64

' ZMXHz3TIgnxLxJhFAdtZn2fFk31YCrtPC219' .swapcase() # K/INEHE#H

baseb4key = 'ABCDEFGHIJKLMNOPQRSTUVWXYZabcdefghijklmnopgrstuvwxyz0123456789+/"

basebdkeylist = list(basebdkey)

translist = list(base64key)

10

for i in range(6, 15): # BimE

translist[i], translist[i + offset] = translist[i + offset], translist[i]

base64dict = dict(zip(base64keylist, translist)) # A&RIH SRR BR B 25 A0 2 A R g

for i in range(len(result)):

flag += baseb4dict[result[i]]

flag = base64.b64decode(flag)

print(flag)

2022-2-9
[GUET-CTF2019]re

FTHTR, HEEExeinfoPER, RIAET, HupxE— Tk

¥ Exeinfo PE - ver.0.0.6.5 by A.S.L- 1088+101 sign 2021.02.04 — >
XiFE) [re || P u

B ERALO: 00443780 | @ < AOX: zero sections o0l
TR [ j ADZET: [7F.45.4c.46.02] 1620

o ERBEEED ] 27— [&]
WA/ [ooosassch | |« | weT BiHNENEE: | ®
Diagnose: = S E
|NOT Win EXE - .0 -ELF [ &64bit obj. Exe file - CPU : AMD x86-64 - OS/ABI: E.i| ANEREIIR #£0E)
VIEEE - #EHET - REER =
|Detected UPX! packer - http:/fupx.github.io -> try unpack with “upx.exe d’ \’ - 2>

HERIIDAG4 R


http://skyofstars.cn/usr/uploads/2021/07/1704752007.png

inte4  fastcall sub 400E28(_ int64 al, int a2, int a4, int a5, int a6)

int v7; //

int v8; // ers8

int v9; // er9

__int64 result; // rax

__int64 v11; // [rsp+6h] [rbp-30h] BYREF

unsigned _ int64 v12; // [rsp+28h] [rbp-8h]

vl2 = _ readfsqword(@x28u);

sub_40F950( (unsigned int)"input your flag:", a2, a3, a4, a5, a6, OLL, oOLL, OLL, OLL);

sub_40FA80( (unsigned int)"%s", (unsigned int)&v11l, v6, v7, v8, v9, vil);

if ( (unsigned int)sub_4009AE(&v11) )

sub_410350("Correct!");

else

sub_410350("Wrong!");

result = OLL;

if ( __readfsqword(0x28u) != vi12 )

sub_443550();

return result;

$TIFsub_4009AE & % :

BOOL8 _ fastcall sub 4@09AE(char *al)

if ( 1629056 * *al != 166163712 )

return OLL;

if ( 6771600 * al[l1] != 731332800 )

return OLL;




if ( 3682944 * al[2] != 357245568 )

return OLL;

if ( 10431000 * al[3] != 1074393000 )

return OLL;

if ( 3977328 * al[4] != 489211344 )

return OLL;

if ( 5138336 * al[5] != 518971936

return OLL;

if ( 7532250 * al[7] != 406741500

return OLL;

if ( 5551632 * 1= 294236496

return OLL;

if ( 3409728 * I= 177305856

return OLL;

if ( 13013670 * al[10] != 650683500 )

return OLL;

if ( 6088797 * 1= 298351053

return OLL;

if ( 7884663 * I= 386348487

return OLL;

if ( 8944053 * al[13] != 438258597

return OLL;

if ( 5198490 * al[14] != 249527520

return OLL;

if ( 4544518 * al[15] != 445362764 )

return OLL;

if ( 3645600 * al[17] != 174988800

return OLL;

if ( 10115280 * al[16] != 981182160 )

return OLL;




if ( 9667504 * al[18] != 493042704 )

return OLL;

if ( 5364450 * al[19] != 257493600 )

return OLL;

if ( 13464540 * al[20] != 767478780 )

return OLL;

if ( 5488432 * al[21] != 312840624 )

return OLL;

if ( 14479500 * al[22] != 1404511500 )

return OLL;

if ( 6451830 * = 316139670

return OLL;

if ( 6252576 * 1= 619005024

return OLL;

if ( 7763364 * 1= 372641472

return OLL;

if ( 7327320 * I= 373693320

return OLL;

if ( 8741520 * I= 498266640

return OLL;

if ( 8871876 * al[28] != 452465676

return OLL;

if ( 4086720 * al[29] != 208422720

return OLL;

if ( 9374400 * al[30] 515592000

return 5759124 * al1[31] == 719890500;

return OLL;

R B SR AN TH S I, U R




a = [0] * 32

flag

chr(166163712/

chr(731332800

chr (357245568

chr (1074393000

chr(489211344

chr(518971936

chr (406741500

chr (294236496

chr(177305856

chr (650683500

chr(298351053

chr (386348487

chr (438258597

chr (249527520

chr (445362764

chr (981182160

chr(174988800

chr(493042704

chr (257493600

chr (767478780

chr(312840624

/1629056)

// 6771600)

// 3682944)

// 10431000)

// 3977328)

// 5138336)

// 7532250)

// 5551632)

// 3409728)

// 13013670)

// 6088797)

// 7884663)

// 8944053)

// 5198490)

// 4544518)

// 10115280)

// 3645600)

// 9667504)

// 5364450)

// 13464540)

// 5488432)

chr(1404511500 // 14479500)

chr(316139670

chr(619005024

chr (372641472

chr(373693320

chr (498266640

chr (452465676

// 6451830)
// 6252576)
// 7763364)
YYAVEYYEYI)

// 8741520)

//




chr (208422720 // 4086720)

chr(515592000 // 9374400)

chr(719890500 // 5759124)

for i in range(len(a)):

print(a[i], end="")
{ERalCIRATR T RIEH, BTLRATR SRR, 78 thal6]=1.
2022-2-10
[BJDCTF2020]JustRE

S E|ExeinfoPEE, ®FH 7, PIEIDAE.

¥ Exeinfo PE - ver.0.0.6.5 by A.S.L- 1088+101 sign 2021.02.04 — >
#E) |attachment.exe | P

v  #FAD: (00001462 < AOERE: = i
MRS (00000662 | ADOZEH:__[s5.8B.EC.AF|. @ &G

I T — TR e [B]
XiFFsAv: [oooosFezh | (<! % | BiiHN#HE:  [no_oooooooo —~ ®

— ® =

Image is 32bit executable RES/OVL:16 /0 % 2018 : =
Microsoft Visual C++ ver 5-6.0 - no sec. Cab. 72.Zip - 2019-09-15 B | AMEE  Bae
SR - AT - RRER -
|Not packed , try www.ollydbg.de or x64 debug www.x64dbg.com | 0 - 2>

WEWHHEmMain® L, shifttF125— T £/ & .
EIH —BBlaglF 5 E.

Eﬂ .rdata:00406A... 00000000 C KERNEL32.dll
B .data:00407030 0000001B BJD{%d%d2069a45792d233ac}

[5] .data:0040704C 00000010 C ZEER T %d iR

Ctri+XzZ X 51 A,

{
sprintf(5tring, " BID{%d%d2069a45792d233ac}", 19999, @);

SetWindowTextA(hlind, String);

FBHERHE—NREBRE, 19999804 H N2 %d B 15 Hflag

sprintf(String, " BJID{%d%d2069a45792d233ac}", 19999, 0);

2022-2-11
[FlareOn4]igniteMe


http://skyofstars.cn/usr/uploads/2021/07/423451832.png
http://skyofstars.cn/usr/uploads/2021/07/1499666649.png
http://skyofstars.cn/usr/uploads/2021/07/2508389672.png

YiExeinfoPEE., #7, ¥IIDAE.

void _ noreturn start()

DWORD NumberOfBytesWritten; // [esp+@h] [ebp-4h] BYREF

NumberOfBytesWritten = 0;

hFile = GetStdHandle(OxFFFFFFF6);

dword 403074 = GetStdHandle(OxFFFFFFF5);

WriteFile(dword_403074, aGlv3M3T3hFl4g, ©x13u, &NumberOfBytesWritten, 0);// fHH#ExR

sub_4010F0(NumberOfBytesWritten); // BEECEE

if ( sub_4e1050() ) // KCERH W

WriteFile(dword_ 403074, aGeedJlob, ©xAu, &NumberOfBytesWritten, 0);

else

WriteFile(dword_403074, aN@tTOOHOtRWe7r, ©x24u, &NumberOfBytesWritten, 0);

ExitProcess(9);

ALLE H EEREH RS, 45 Rsub_4010F0fRsub_401050

DHARITEE



int sub_4010F0()

unsigned int v@; // eax

char Buffer[260]; // [esp+0h] [ebp-1106h] BYREF

DWORD NumberOfBytesRead; // [esp+104h] [ebp-Ch] BYREF
unsigned int i; // [esp+108h] [ebp-8h]

char v5; // [esp+10Fh] [ebp-1h]

v5 = 0;
for (i =0; i < 0x104; ++i )
Buffer[i] = 0;
ReadFile(hFile, Buffer, ©x104u, &NumberOfBytesRead, ©);// BEEUIA

for (1 =0; ; ++i )

vO = sub_401020(Buffer);
if (1>=ve)
break;
Buffer[i];

if (v5 != 10 8& v5 != 13 )

if ( v5 )

byte 403078[i] = v5;

return 1;

A B HENRBRAREZR VR TH, BREE— T AR




int sub_401050()
{
int v1; // [esp+6h] [ebp-Ch]
int i; // [esp+4h] [ebp-8h]
unsigned int j; // [esp+4h] [ebp-8h]

char v4; // [esp+Bh] [ebp-1h]

vl = sub_401020(byte_403078);
v4 sub_401000();
for (i =vl -1; 1i>=0; --1i)
{
byte 403180[i] = v4 ~ byte 403078[i];
v4 = byte 403078[i];
}
for ( j =0; j < Ox27; ++j )
{
if ( byte_403180[j] != (unsigned __ int8)byte_403000[j] )

return 0;

KK RIXIEH:

VORKEE, VAR ENEUE. 13T flag, KHEF 5VATRRKSERRE, BHRvANE, R8T,
HTERELSH T, RNEMAPMEERE —BXNHE. HEBRNRDAKAR, FAETEVAREA mE H A b E fiflag.

RAMITERMASNF IR R B RVA=4, FoERK, FroleEE.
FAE [ A




byte 403000 = [0x0D, Ox26, Ox49, Ox45, Ox2A, Ox17, Ox78, Ox44, Ox2B, Ox6C, Ox5D, OXSE, Ox45, Ox12, Ox2F, Ox17,

Ox2B, Ox44, Ox6F, OX6E, Ox56, Ox09, OXSF, Ox45, Ox47, Ox73, 0x26, OxOA, 0x0D, Ox13, Ox17, Ox48,

Ox42, Ox01, Ox40, Ox4D, 0x0C, 0x02, Ox69]

for i in range(len(byte_403000) - 1, -1, -1):
flag.append(byte 403000[i] ~ v4)

v4 = flag[-1]

print('flag{' + ''.join([chr(x) for x in flag[::-1]]) + '}")

2022-2-12
[MRCTF2020]Xor

F5e, —IFRIGEIDAR R FEAHRK, BUHR, BERARE, HFSHMATLLT .



int _ cdecl main(int argc, const char **argv, const char **envp)

unsigned int i; // eax

sub_401020((int)"Give Me Your Flag String:\n");
sub_401050("%s", byte 4212C0);

if ( strlen(byte_4212C0) != 27 )

LABEL_6:
sub_401020((int)"Wrong!\n");
sub_404B7E("pause");
_loaddll(e);

__debugbreak();

for (1 =0; i< Ox1B; ++i )

if ( ((unsigned __ int8)i ~ (unsigned __ int8)byte 4212C0[i]) != byte 41EA@8[i] )

goto LABEL_6;

sub_401020((int)"Right!\n");

sub_404B7E("pause");

return 9;

FLSER R — MR L S B

EF— Tbyte_41EA08HIH.

byte_41EA@S db "M’ : DATZ
aSawbFxz]TqiNBp db 'SAWB~FXZ:]1: t0Q1"N@ bpdd}sg’

H— T A



http://skyofstars.cn/usr/uploads/2021/07/794219779.png

"MSAWB~FXZ:J: tQJ"N@ bpdd}8g'

flag = []

for i in range(len(a)):

flag.append(chr(i ~ ord(a[i])))

print(''.join(flag))

[GWCTF 2019]pyre

2158
TR, B—ApycXff, WIEEH N pyclE L ko iF
(EEIN AR

#!/usr/bin/env python
# visit http://tool.lu/pyc/ for more information
print 'Welcome to Re World!'
print 'Your inputl is your flag~'
len(inputl)
i in range(l):
num = ((inputl[i] + i) % 128 + 128) % 128

code += num

i in range(l - 1):
code[i] = code[i] ~ code[i + 1]

AR HRYE YRR 5 H A A A



https://tool.lu/pyc

"\x13'

flag=""

for i in reversed(range(22)):
code[i]=chr(ord(code[i+1])”ord(code[i]))

for j in range(23):
flag+=chr(((ord(code[]j])-128)%128-7)%128)

print flag

e —MERRBAE, RERRNTEEHE
BT USERZA: RAVEE+HHORR

[ACTF:#r 4 $£2020]Universe _final_answer
HERZ3HITT

A FZ3 1 HAE https:/ffirmianay.gitbooks.io/ctf-all-in-one/content/doc/5.8.1_z3.html


https://blog.csdn.net/qq_20336817/article/details/46702809

1 __inte4 _ fastcall main{int al, char **a2, char **a3)
24

3 __inted v4; f/ [rsp+@h] [rbp-A8h] BYREF

4 char v5[104]; // [rsp+20h] [rbp-88h] BYREF

5 unsigned __int6d v6; f/ [rsp+88h] [rbp-20h]
6
-
8
9

vH = _ readfsgword(@x28u);
__printf_chk(1LL, "Please give me the key string:", a3);
scanf("%s", v5);

10 if ( (unsigned __ int8)sub_86@(y5) )

11 {

12 sub_C58(v5, &vi);

13 __printf_chk(1LL, "Judgement pass! flag is actf{%s_%s}\n", v5);

14}

15  else

16 {

17 puts(“False key!");
18 3

19  return @LL;

20}

T zE, EXEHENBRERE

bool _ fastcall sub_86@(char *al)
{

int v1; // ecx

int v2; // esi

int v3; // edx

int v4; // er9

int v5; // erll

int v6; // ebp

int v7; // ebx

int v8; // er8

int v9; f/ erl®

bool result; // al

int v11; // [rsp+8h] [rbp-38h]

vl = al[1];
v2 = *al;
v3 = all[2];
vd = al[3];
vS = all[4];
ve = alle];
v7 = al[5];
v8 = all7];
ve = al[8];
result = @;
if ( -85 * vO + 58 * w8 + 97 * w6 + v/ + -45 * w5 + 84 ¥ y4d + 95 * y2 - 20 * vl + 12 * v3 == 12613 )
{
vll = al[9];
if (30 % vil + =70 * w9 + -122 * w6 + -81 * vV + -66 * v5 + =115 F vd + -41 * 3 + -86 * vl - 15 * v2 - 3@ * v8 == -54400
&& -1@83 * w11 + 120 * v8 + 108 * v/ + 48 * v4 + -89 * v3 + 78 * vl - 41 * v2 + 31 * v5 - (v6 << 6) - 120 * vO == -10283
&& 71 * vo + (v7 << 7) + 99 * w5 4+ -111 * w2 + 85 *F vl + 79 * y2 - 30 * y4 - 119 * v§ + 48 * v9 - 16 * v11l == 22855
B8 5 * w1l + 23 ¥ w0 4+ 122 * vE + -19 * y6 + 99 * 7 + -117 * w5 + -60 * y3 4+ 22 ¥ vl - 08 * y2 + 10 * vl == -2044
&8 -54 * w11 + -23 * y8 + -8B2 * vI + -85 * w2 + 124 * w1 - 11 * w4 - 8 * y5 - 6@ * w7 + 05 * yh + 1080 * O == -2222
&& -83 * v11l + -111 * v7 + -57 * w2 + 41 * v1 + 73 * v3 - 18 * v4d + 26 * v5 + 16 * v6 + 77 * v8 - 63 * vO == -13258
&% 81 * v11l + -48 * vO + 66 * v3 + -104 * vo + -121 * v7 + 95 F v5 + 85 F v4 + 60 * v + -85 * v2 + 8@ * vl == -1559
&& 101 * v11l + -85 * v9 + 7 * vo + 117 * v7 + -83 * v5 + -101 * v4 + 90 * v3 + -28 * vl + 18 * v2 - v8 == 6308 )
{
return 99 * v11 + -28 * v9 + 5 ¥ v + 93 * vH + -18 * w7 + =127 * 5 + 6 F yd + -9 ¥ y3 + -03 * yl + 58 * y2 = -1697;
}
}
return result;

}

—HAR, ERpythonEHHBKME—T
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from z3 import
Solver()
@l=[BitVec(
solver.add(-85
12 * al[2]

solver
i,16) for i in
58 al[7]

(10) ]
al[8] al[6]
12613)
al[9]
al[o]
al[9]
6)
al[6]
al[8]
.add(5 al[9]
98 * al[e]
.add(-54
95 al[6]
.add(-83 al[9]
77 * al[7] - 63
.add (81 al[9]
85 al[e]
.add(101 * a1[9]
18 al[o]
.add(99 * al[9]
93 * al[l1] + 58
if solver.check()

97 al[5] 45 * al[4] + 84 * al[3] + 95 * al[e] - 20
70 8]
30 va

120 * al[7]
120 * al[8]
(a1[5]
al[9]
al[8]
al[3]
23
al[8]
111
al[8]
48

80

122 * al[6]
54400)
108

10283)

7) + 99 * ai[4]
22855)

122
2944.)
al[7]

81 * al[5] 66 * al[4] 115 * a1[3] 41

al[
al[

al[5] + 48 * al[3] 89 * al[2] + 78 * al[1] - 41

(al[6]
.add(71
48

al[2] ) al[1] 79 al[o] al[3]
16
23
10
al[9]

100

al[7] 19 al[6] 99 al[5] 117 al[4] al[2]
82
2222)
al[5]
13258)
66
1559)
al[8] 7
6308)
al[8] 5

1697)

al[2] 85 * al[@] + 124 * al[1] - 11 * al[3] al[4]

57 * al[@] + 41 * al[1] + 73 * al[2] - 18 * al[3] al[4]

al[8]
al[1]
85
al[7]
28
al[o]
sat:

al[7] 104 * al[6] 121 * al[5] + 95 * al[4] + 85

al[6] + 117 * al[5] 83 * al[4] 101 * al[3] + 90

al[7] 93 al[6] 18 al[5] 127 al[4] 6 al[3]

solver.model()
(a1[i])) for i in

(1)>32768:
(i)-32768

SR J5 AR L SR B 7R P BN B L T I2 47 — BRI Bt Seflag
Javaili [a] i 25

THRREA classXXfF, MjadxdT IFRZAXAFET

al[o]

al[3]

al[2]

al[1]

al[2]

31

28
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it ME S T8 #8
LI

[ Reverse.class ® defpackage.Reverse 3¢
ERE R ]
& 8 defpackage package defpackage;
&0 TR , mport Java.util
~§ Encrypt(char[]) void import jave.util
& main(String[]) void
/ d from: Reverse reason: default package
& public class Reverse {
7 public static void main
: * nar
] m.out.println(
1 5 tr = s.next
1 m.out.println(
12 s, m.out.println(str,
14 Encrypt(str.toCharArray());
}
17 public static woid Encryptichar[] arr) {
int[] KEY;
s renic
25 yLista>()s
int[]{18e, 136, 137, 147, 191, 137, 147, 191, 148, 136, 133, 191, 134, 140, 129, 135, 191, 65}) {
27 -.valueOf(i));
29 m.out.println("Result:")
3@ esultlist.equals(KEYList)) {
31
}
2
¥
}
1
5 Smali
. e - . =16 19:26
WO EREOAFEERINE O R | P = € jamzxm B oLe0 B

ER26F —HHFFEEN, BERBRasciIRTE, FMNERH
MAREN A
key=[180, 136, 137, 147, 191, 137, 147, 191, 148, 136, 133, 191, 134, 14@, 129, 135, 191, 65]

for i in key:

s=(i”32)-ord('@")
flag+=chr(s)
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huu re11.py

key=[18@, 136, 137, 147, 191, 137, 147, 191, 148, 136, 133, 191, 134, 140, 129, 135, 191, 65]

flag=""

for i in key:
s=(i"32)-ord('@")
flag+=chr(s)

print flag

FINEEFLS PowerShell https://aka.ms/pscore6

MBEMARESGESERT 1052 =7,
Xunflash@LAPTOP-CAQITUFD D: > py2

This_is_the_flag_!

findit
21.5.1

TEHTRRIARAapk, H#jaddT I, FEHEEEERT

2: Python Debug Consc ¥

+ 0 @
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@ *New Project - jadx-gui

it ME S T8 #8
sla@ls@lsale S| E

) 6a428F2-25d7-4083c-b2Be-3f980a10a5a2

o Ek®

| - android. support

© com.example.findit.BuildConfig ) (@ com.example.findit.R 3 ( com.exanple.findit.MainActivity X

# annotation

# vd
88 V7

| &8 com.example. findit
©2-® BuildConfig

"% DEBUG boolean

Y einiceiin |
ic)

P BPK signature

package com.example. findit;

import android.os.Bundle;

import android.support.v7.app.ActionBarActivity;
import android.view.Menultem;

import android.view.View;

import android.widget.Button;

import android.widget.EditText;

import android.widget. Textview;

public class MainActivity extends A(t)nnEar‘A(tlv)ty.
access modifiers changed from:

protecte

 android. support. v7.app. ActionBarActivity, android. suport.vé.app. Fragmentactivity
public void oncreate(bundle savedInstancestate)

super onCreate(savedInstanceState)s
setContentvieu(R.layout. activity_msin);
final EditText edit = (EditText) findviewById(R.id.widget2);

final TextView text = (TextView) FindviewbyTd(R.id.widgetl);
final char[] a - {'T" S

final char[] b =

“he,

1,0, e, :

((Button) FindviewtyTA(R. id. \v)dgeti\msetOn[l)tkLlStener‘[n:‘w View. Dn[h(kbstenerl )
/% class com.example. findit. HainActivity

e

. AnonymousClass1 %/

public void onClick(Vien v) {

ar[] x = new char[17];

char[] y = new char[38];

for (int i = 8; i < 17; i+) {
if ((a[i] < ‘T 8& a[i] >= 'a’) || (a[i] <

x[1] = (char) (a[i] + 18);

}oelse if ((a[i] < ' || a[i]
x[i] = a[ils

else |

x[1]

i 2% a[i] >= 'a')) {

>'2') 88 (a[d] < 'a' || a[4]

(char) (a[i] -

ng-valueOf(x) . equals (edit. getText(). tostring())) {
(int 42 = 05 42 < 38; i2+4) {
iF ((b[42] < 'A' || b[£2] > '2') 28 (b[42] < 'a
¥[32] bli2;
else {
y[32] = (char
if ((y[i2]
yliz] =

|1 bri2]

1
55
56

51

(b[i2] + 16);
& y[i2] < 'a’) || y[i2]
(char) (y[iz] - 26);

}
}

text . setText (strd

valueof(y)
return;

text. setText(ERMTMAD e o o FRELTHER e o o LRI

1+

82

public boolean
W Snali

temSelected(Menultem item) {

RIBHARE, HESHLEAEHIEBESURZEIvscode B THiE1

ttinclude<stdio.h>

int main(){
char a[]
char b[]
'4', '9',
char x[17];
char y[38];
for (int 1 = 0; 1
if ((a[i] < 'I
x[1i] (ch
} else if ((a[
x[1]
} else {
x[1]

ali

(char) (a[i]

T—TFHAUT

< 17; i++) {
&& a[i] »>=

'AY) || (a[i] < 'i' && a[i] »>=
ar) (a[i] + 18);

‘a')) {
i] < ‘A’

15

|l afi] > 'z") & (a[i] < 'a' || a[i] > 'z")) {

‘\b");
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for (inti2 = 0;i2 < 38; i2++) {

if (b[i2] < ‘A’ ||b[i2] >‘Z) && (b[i2] < ‘a’ || b[i2] > ‘Z')) {
yli2] = b[i2];

}else {

y[i2] = (char) (b[i2] + 16);

if (yli2] > ‘Z && yli2] < ‘') || yli2] >= ‘Z) {
yli2] = (char) (y[i2] - 26);

}

}

}

for(inti =0;i<17;i++){

printf("%c" Xi1);

b
printf("\n");
for(int j=0;7j<38;j++){

printf("%c",y[31);
}

ANFNIE v H y = LS

TRMZEFH, st ZEERRE, 15%ag
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LzakAkLzwXdsyZgew

flag{c164675262033b4c49bdf7f9cda
28a75}

R

[ 1(https://cdn.jsdelivr.net/gh/Xunflash/pic/Xunflash-pic/ctf re find it.jpg)

[ZerOpts2020]easy strcmp
YL, XANMEEHBAL, AIHERENE CpythonERBWALF, KKK ERFHAHA
Ak Zh i BRI 1E AR AN T

Z3EH, LREHE —stremp, HBRE



L_int64 __fastcall main{int al, char **a2, char **a3)
{
if (a1l >1)
{
if ( lstremp(a2[1], "zer@pts{***FxrxxREENSQRED*®**F*rrkr]My
puts(“"Correct!”);
else
puts{"Wrong!");
¥

else
{
printf("Usage: %s <FLAG>\n", *al);

h
return @8LL;

flagth R RZXANRIG. 4 LEFIANFENEE, TRKETXHA

int (¥*sub_ 5570C4E@B795()){const char *sl1, const char *s2)
{
int (**result){const char *, const char *); // rax
result = &strcmp;
realstremp = (__inted (  fastcall *)( _QWORD, QWORD))&strcmp;
off 5576C5001028 = sub 5570C4EQOGEA;
return result;
¥

EAMEstrempiIbE T, AT IE, REFGHLT T

L_intEA _ fastcall sub_5570CAE@@6EA(_BYTE *al, _ int6d a2)
{

int i; // [rsp+18h] [rbp-8h]

int len_input; // [rsp+18h] [rbp-8h]

int j; // [rsp+1Ch] [rbp-4h]

for (1 =@; al[i]; ++1 )

len_input = (1 »> 3) + 1;

for ( ] =8; 7 < len_input; ++7 )

*(_OWORD *)&z1[8 * ] += qword_5570C5001060[1];
return realstrcmp(al, =22);

(BEERAN 4=, Bud, FRZE-=H)
EANBE stremp it R IX AANMEHE, RN, BREBE zeropts{**r ¥ xkCENSORED******+*} IX R Tl
AN ERRAT T
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pythonIA NS R, cif 5 SWikeE, BET, TRREEINE, FE M ERT

.text:00PO5570CAEAO72C ; 10: *(_QWORD *)&al[8 * j] -= qword 55D875601060[]];

.text:00005570C4AE0072C
.text:00005570CAE0072C loc_557@CAER@72C:

; CODE XREF: sub_5570C4E@O6EA+9GI ]

.text:00005570CAEQOT2C mowv eax, [rbp+var 4]
_text:00005570C4EQ072F shl eax, 3

.text:000B5570CAEQBT32 movsxd rdx, eax

.text:00005570CAERRT3S5 mov rax, [rbp+var_18]
.text:00005570CAEQO739 add rax, rdx

.text:00005570C4E0073C mowv rcx, [rax]
-text:00005570CAEQ073F mow eax, [rbp+var 4]
.text:00005570C4AEQ0742 cdge

.text:00065570CAEROT744 lea rdx, ds:@[rax*8]
_text:00005570C4EQ07AC lea rax, qword 5570C5001068
.text:00005570CAE0B753 mowv rdx, [rdx+rax]
-text:00005570CAEQ0T757 mow eax, [rbp+var 4]
.text:00005570CAEQQ75A shl eax, 3

.text:00065570CAEBBT75D movsxd rsi, eax

.text:00005570CAEQOT760 mow rax, [rbp+var 18]
.text:00065570CAEBBT64 add rax, rsi
.tﬁ%ﬂ%add rex, rdx ; Keypatch modified this from:
.text: 05570C4EQ0767 sub rcx, rdx

_text:00005570C4EQQ76A mow rdx, rcx

.text:00005570C4E00770 add [rbp+var 4], 1
.text:00005570C4E00774

XAMTT JRA R subk), Hipladd, REZNE, SEERERIXH

-

¥ Debug application setup: linux

NOTE: all paths must be valid on the remeote computer

f Application /mnt/e/Users/Funflash/Desktop/chall

[ Input file /mnt/c/Users/Tunflash/Desktop/chall

| Directory  /mnt/c/Users/funflash/Desktop/

| Paraneters [EETNOTRi e e ey
| Hostname  127.0.0.1 v Port 23946 -
| Password v

[ ] 8ave network settinzsz as default

WIEW REE LRI, LKA, KRG R#EEFlaghtiT T

DEES db 6Ch : 1
DEEO db  ©

DEEA aZer@ptsl3itsMdk db 'zer@pts{l3ts mdk3 4 DETOUR t@ddy}',@

DFeC db 48h ; H
DFeD db 4Fh ; O

BARER TR — M. ..
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[UTCTF2020]basic-re

AR K. .. DL 1 A 7 B ) Rk AN T e R T
H BEstring Bl # shift+f1 25t F 1

flag:flag{strings_1s_yOur_fr13nd}
[FlareOn6]Overlong

S — T EEF T 1CBURTF

text:@82311C0 ; int _ stdcall start(int, int, int, int)

.text:@02311C80 public start

text:002311C0 start proc near

-text:002311C0

Ltext:@02311C0 Text = byte ptr -84h

.text:902311C0 var 4 = dword ptr -4

-text:002311C8

.text:002311C0 push ebp

.text:002311C1 mov ebp, esp

.text:0902311C3 sub esp, 84h

.text:0902311C9 push TFh < ——
.text:0902311CB push offset unk_232008
.text:0902311D8 lea eax, [ebp+Text]
.text:0902311D6 push eax

-text:00231107 call sub_231166
.text:902311DC add esp, ACh

.text:0902311DF mov [ebp+var_4], eax
.text:002311E2 mov ecx, [ebp+var_4]
.text:@@2311E5 mov [ebp+ecx+Text], @
.text:002311ED push 5 ; uType
.text:002311EF push offset Caption ; "Output”
.text:002311F4 lea edx, [ebp+Text]
.text:002311FA push edx ; 1pText
.text:002311FB push 5 ; hlind
.text:002311FD call ds:MessageBoxA
.text:0@2312e3  or

.text:090231205 mov esp, ebp

.text:00231207 pop ebp

.text:00231208 retn  10h

.text:90231208 start endp

FRNFERERE, MiorfBH RIEHE2806L, BK—EMIT T . REHEstartREMireturn 0, B AitextE Hlik FAEMIT T -
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