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B~ 1lint _ cdecl main(int argc, const char **argv, const char **envp)
2
t) 3| dnt v3; // esi
t 4| int result; // eax
-t 5/ int vo; // [
Lt 6| int ve; // [
St 7
LT 8
St 9
-t 10
Lt 11
Lt 12| sub_483CF8((int)&unk 46E140);
LB 13| scanf(aS, &v10);
S 14| w5 = 8;
Lt 15 -0,
o 16| v7 = @;
t 17 = 0;
-t. 18| v9 = @;
:tu 19 Wi“t)&.;ii, strlen(&v10), (int)&v5);
20| vi=o:
E 21| while ( *(( _BYTE *)&S + v3) == byte 4@ERE4A[v3] )
|22 (
g 23 if ( ++v3 > strlen((const char *)&v5) )
T 24 goto LABEL_6;
Lt 250 3
Lt 26| sub_4@3CF8((int)aError);
LT 27|LABEL_6:
Lt 28| if ( v - 1 == strlen(byte_40EOE4) )
Lt 29 result = sub_403CF8((int)aAreYouHappyYes);
R 30| else
Tt 31 result = sub_403CF8((int)aAreYouHappylo);
Tt 32| return result;
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v3
vi
sub
v5
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LOBYTE(v5) = *(_BYTE *)(el + v3);

= 8;
= 0;
_401608() ;
= a2 % 3;
= al;
= a2 - 22 % 3;
=22 % 3;
(v7 >8)
o
vi = 3;
vB = vd + 1;

B BYTE #)(ve++ + a3 - 1)
B BYTE #)(ve++ + a3 - 1)

=(_BYTE *)}(v8 + a3

v5 = *(_BYTE *)(al
vd = v8 + 1;
*(_BYTE *)(v4 + a3

while ( v2 < v7 );

v
¥
if

L
v

5 = v15;
(wvs==1)

OBYTE(v7) = *(_BYTE
9 =vd +1;

byte 4OCOAB[(v5 >> 2) & Ox3F];
byte 4OCOAB[16 * (*( BYTE *)(al + v3 - 3) & 3)
+ (((signed int)*(unsigned _ int8& *)(al + v3 - 2) »>> 4) & OxF)];
- 1) = byte 40E@AB[4 * (*( BYTE *)(al + v3 - 2) & OxF)
+ (((signed int)*(unsigned _ int8 *)(al + v3 - 1) »>> 6) & 3)];
+ v - 1) & 0x3F;

- 1) = byte 40E@AB[v5];

(w2 o+ al);

®(_BYTE *)(v0 + a2 - 1) = byte 40EGAG[(v7 >> 2) & Ox3F];

v

10 = v9 + 1;

*(_BYTE *)(v10 + a3 - 1) = byte 40E0AB[16 * (*( BYTE *)(v2 + al) & 3)1;

vh = vilb;
¥
if (vs5 ==1)
{
LOBYTE(v7) = *(_BYTE *)(v3 + al);
vl = vd + 1;
*(_BYTE *)(v0 + a2 - 1) = byte 40E@AO[(v7 >> 2) & Ox3F];
vle = v9 + 1;
*(_BYTE *)(v10 + a3 - 1) = byte 40E0AG[16 * (*( BYTE *)(v3 + al) & 3)1;
*(_BYTE *)(v10 + a3) = 61;
LABEL_8:
vl3 = v1@ + 1;
*( BYTE *)(v13 + a3) = 61;
vd = v13 + 1;
goto LABEL_9;
¥
if (w5 ==12)
{
vil = v4 + 1;
*(_BYTE *#)(v1l + a2 - 1) = byte 40EOAB[((signed int)*(unsigned _ int8 *)}(v3 + al) >> 2) & Ox3F];
v12 = (_BYTE *)(v3 + al + 1);
LOBYTE(v6) = *v12;
vle = v11 + 1;
*(_BYTE *)(v10 + a3 - 1) = byte 40EPAR[16 * (*( BYTE *)(v3 + 21) & 3) + ((v6 >> 4) & 0xF)];
*(_BYTE *)(v10 + a3) = byte 4BEGAO[4 * (*v12 & OxF)];
goto LABEL_S8;
¥
LABEL_9:
*(_BYTE *)(v4 + a3) = @;
return sub_401830((const char *)a3);
}
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igned int sub_481808()

signed int result; // =ax
char v1; // cl

result = 6;
do

{

vl = unk_40EBAA[result];

unk_48EBAA[result] = byte 4BEBAB[rezuli];
byte 4BE@AB[result++] = vi;

¥
while ( result < 15 );
return result;

ta:0040E0AD aAbcdefghij db "ABCDEFGHIJ"
.data:0040ERAD
.data:@B840EQAA ; char aKlmnopgrstuvwx|]

t

t

t

ta: 0040EQAA
1ta: 0040E0AA

; DATA XREF: sub_401000:1loc_4010051r
; sub_401000+17%w ...

ta:0e40ERAA aKlmnopgrstuvwx db 'KLMMOPQRSTUVWXYZabcdefghijklmnopgrstuvwxyz8123456789+/"

; DATA XREF: sub_401000+BTr

- sub 48160008+11Tw
; sub_401000 +11Tw

BA rfbase64NE, REXAN R RZHbaseb4HIIGR, BIIANK A H 5 KGR K Hi K

=

tinclude

int main()

{

char b[]

c=b[i+10];
b[i+10]=b[i];
b[i++]=c;

52|f3% . ABCDEFQRSTUVWXYPGHIUKLMNOZabcdefghijkimnopgrstuvwxyz0123456789+/

A5 E R BIIR B B R #isub_401030()
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B~ 1l/int _ cdecl sub_401838(const char *al)
Lt 2{

4 3| __int64 v1; // rax

Lt Al char v2; [/ al

.t 5

Lt 6 vl = 0i6d;

Lt 7| if ( strlen(zl) !=8 )

Lt 8 {

Lt 9 do

Lt 18 {

- 11 vZ2 = al[HIDWORD(v1)];

t 12 if (v2<¢'a" || vz 'z' )
L 13 {

- 14 if (v2 <A ] vz tZ2Y)
-t 15 goto LABEL_9;

s 16 LOBYTE(v1) = v2 + 32;

o U 17 }

't: 18 else

: t 19 t

. 20 LOBYTE(v1) = v2 - 32;

o 21 h

o 22 al[HIDWORD(v1)] = vi;

ol 23|LABEL 9-

.t 24 LODWORD(v1) = @;

Lt 25 ++HIDWORD(v1);

.t 26 }

Lt 27 while ( HIDWORD(v1) < strlen(zl) };
.t 28 }

-t 29 return vl;

LT 368 }
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VU T oy,
v/ = 8;

v8 = @;

ve = 8;

sub_401088( (int)&v1d, strlen(&v10), (int)&v5);

vi = @;

while ( *(( BYTE *)&v5 + v3) == byte 40EQE4A[v3] )
{

if ( ++v3 > strlen({const char *)&v5) )
goto LABEL_6;

}
sub_4@3CF8((int)aError);
ABEL_6:
if ( v3 - 1 == strlen(byte 40EBOE4) )
..... 1+ b AAICTOS itV a R AW lncmcns Afn - e
.data:0040EGE4 byte AOEQE4 db "z’ ; DATA XREF: main+5CtTr
.data:0040EQE4L 5 _main:loc_ 48123870

.data:0040E0E5 aMxhz3tignxlxjh db "MXHz3TIgnxLxJhFAdtZn2fFk31¥YCrtPC219',0
.data:0040E109 align 4



FLBHHE A ZMXHZ3 TignxLxJhFAdtZn2fFk3IYCrPC2I9
FHBAKE: ZmxhZ3tiGNXIXjHfaD TzZN2FfK3LycRTpc2L9

SR MRYE 2 B B RS R A

e EE LS LR LS LIS LSS S L L LSS LS 2

* (1) encode (2) decode *
Et et e R e R R e

Flease select the operation vou want to perform:
2

Flease enter a string that needs to be decrypted:
ZmxhZ 3t iGNE 1Y jHEaDTzN2F fE3LycRTpc2LY

Decrypted String:

flag {bAzefd h2s 3 Surprisel

P

flagh: flag{bAse64_h2s_a_Surprise}
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