buuctfiil@&idx (2)

7eamn F 2021-06-06 21:16:43 KA 123 R
SARERL, L%

WO RSO EREAICE, B CC 4.0 BY-SA MU, #HERIEM LR CH s AR E .
A CHEE: https://blog.csdn.net/weixin_53409153/article/details/117626807
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W%

A—tEiflag

XX, —BRIT IR R & EE .

n?l i 8
Image is 32bit executable IlEs,rovl:u,fhg% L Edote:
ol Bk

|C0mpier GCC: GNU 4.x.2 ( 83 exe/dll ) - https://gcc.gnu.org *ACM .
MFES - BEET - EES 7 BN
|N0t packed , try OllyDbg v2 - www.olydbg.de or IDA v5 WWW. hex rays (|

4 F.mm

BERERITFI2M, RIEMEEIEAIDA, shift+f12EF:

d

-

s

]

q =

[8] .Troata:us=  UUUULLUL L libgci—1ls. dll

.rdataz0- 00000014 C _Jv_RegisterClasses

.rdata:0- 00000025 C you can choose one action to execute

.rdata:0= 00000005  © 1 up

.rdata:0~ 00000007  C 2 down

rdata:0- 00000007 C 3 left

<" 0= 0 i 4 rightin:

.rdataz0e 00000026 C “nolk, the order wou enter is the flag!
.rdata:0-- Q0000018 C Mingw runtime fallure:'\n

.rdata:0- 00000031 C Virtualtuery failed for %d bytes at address %p
.rdata:0- Q0000032 C Unknown pseudo relocatlon protocel verslen %d. \n
.rdataz 0 000000Z4 C Urknown pseuds relocation bit size %d. \n
.eh_fram= 00000007  C RRARe:37

[Fp| S T TaTalatatal= -~ LA |

i, RIEHBEEKG:


https://blog.csdn.net/weixin_53409153
https://blog.csdn.net/weixin_53409153/category_10969750.html
https://blog.csdn.net/weixin_53409153/category_10971546.html
http://creativecommons.org/licenses/by-sa/4.0/
https://blog.csdn.net/weixin_53409153/article/details/117626807
https://blog.csdn.net/weixin_53409153/category_10969750.html
https://blog.csdn.net/weixin_53409153/category_10971546.html

_mdLng },
vd = @;
V5 = 0;
gmemcpy(&v3, _data_start , 0x19u);
while ( 1)
{
puts(“"you can choose one action to execute");
puts("1 up");
puts("2 down");
puts(”3 left");
printf("4 right\n:");
scanf("%d", &vo);

if ((ve == 2 )
{
++vd;
¥
else if (ve > 2 )
{

if (w6 == 3 )
{

"JLLE N, X2 —PwhilefE®, RE7EWhilelEH LEA —17/R1E, REE gmemcpy(&v3, _data_start_ , ox19u); FR#EAILA
.

.data:00402000  data_start__ db '*11110100001010000101111%" ,0

.data:00402000 ; DATA XREF: main+25To
.data:0040201A align 4

Aata-ARAKIATC niithlir rRT olnh
Y EACID S SR T AN TR

while ( 1 )

{
puts(
puts(
puts(
puts(
printf(

scanf(

if ( v8[5 v4 - 41 V5] 49 )
exit(1);
if ( v8[5 v4 - 41 V5] 35 )

WM JTRIBEE, X255 — MERER SR (RF—IaR25NFE/) © *111101000010100001011114#
SRIG AN IE R A2

WG, BEENTIER:



puts(
puts(
puts(

puts(
printf(

scanf(

EEANE—, 1,2, B4R LETEA, NHBBE#FIE, BABEHMR: 222441144222 B H LW ¥iflagii R 75/ 5, BTG
B|: flag{222441144222}

SimpleRev
BRIFER R R EAEZNF EF, EREEBLAIBET, RE-ERRET, HARKIML646LH:

, - -
Diagnose: L s

[NOT Win EXE - .0 - ELF executable [ 64bit obj. Shared obj fie - CPU : AM] | » |
y HEEE - BEMET - MEES 7 ]
| ->» Compiler : GCC: (Ubuntu 7.2.0-8ubuntu3.1) 7.2.0 | 3

BEEIDAM, B 478 B AR AEshift+f12:

['s’ LOAD: 000 0000000F __gmon_start__
Eﬂ LOAD : 000 00000014 _ITM_registerTMCloneTable

+ 00000018 C EFlease input your flag:
.rodata:= 00000011 C Congratulation!\n
.rodata:-- 0000000C C Trv agaln!'n
.rodata:= 00000053 C ¥elcome to CTF game!‘\nPlease input 4/D to start or input o/0 -
.rodata:-- 00000014 C Input fault format!
[
[
[

ceh_fram- 00000004 T A
Ldata:00-- 00000006 ADSFE
Ldata:Qoe 00000006 kills

o Do oo

RIEEREREE, EBEEHRL:

int _ cdecl _ noreturn main(int argc, const char **argv, const char **envp)
{
int v3; // eax
char v4; [/ [rsp+Fh] [rbp-1h]

while ( 1)
{
while ( 1 )
{
printf("Welcome to CTF game!\nPlease input d/D to start or input g/Q to quit this program: ", argv, envp);
vd = getchar();
if ((v4 1= 100 && v4 != 68 )
break;
Decry(};
¥
if (w4 == 113 || v4 == 81 )
Exit();
puts("Input fault format!");
v3 = getchar();
putchar(v3);

BEE, BESH, BKkINDecry O RPRKREEN, HEZRBEH A\Decryli$l, MHEEMAKID, REHEAZIRLD, &
E:

unsigned __ int64 Decry()

{
L




char vi1;

int v2;

int v3;

int i;

int v5;

char src[8];
__int64 v7;
int v8;
__int64 v9;
__int64 vi1e;
int v11;
unsigned __ int64 v12;

vl2 = _ readfsqword(0x28u);
(_QWORD *)src = 357761762382LL;
4 OLL;
v8 0;
V9 512969957736LL;
v1o oLL;
9;
text (char *)join(key3, &v9);
strcpy(key, keyl);
strcat(key, src);
\) 0;
\E] 0;
getchar();
v5 strlen(key);
for (i 0; i v5; i)
{
if ( key[v3 % v5] 64 key[v3 % V5] 90 )

key[i] key[v3 % v5] 32;

v3;
s
printf(
while ( 1 )
{
vl getchar();
if (va 10 )
break;
if (vl 32 )
{
v2;
s
else
{
if (vl 96 vl 122 )
{
if (vl > 64 Val 90 )
str2[v2] (vl - 39 - key[v3 v5]
)i
else
{
str2[v2] (vi - 39 - key[v3
)i
if ( !(v3 % v5) )
putchar(32);




puts(

else

puts( )&
return _ readfsqword(0x28u) v12;

RIGKHEE B, BidEHkeyl MstrBlkeyh #4T#:4E, 7EH#AflagEstr2
o, BT ARYETE Ttext# AT Hhik, BR B E#m i  Congratulation!, Wt H*Try again!*#E LA (CIESHA) Bt

char key[]
char text[]
int i;
int v3=10;
for (int i 0; i 10; i++)
{
for (int j 0; J 128; j++)
{
if (3

{

continue;

)i
if ((3 39 key[v3 10] 97) 26
{

printf( »3)5

V3++;

break;

2% )5 Miflag: KLDQCUDFZO #EH Eflag}#tiT T .
[GXYCTF2019]luck_guy



MECEEME (6440 :

" 7 a2 L 5
i § I (T A | 5
Diagnose: R P R Er Fra 4l ,*ﬁt
ol FER M | ¢ il i
| I
[NOT Win EXE - .0 - ELF executable [ 64bit obj. Exefle - CPU: AMDx86-|  ~ ' = i=my
MEES - HiET - HRER ¥ BNy e A
| -= Compier : GCC: (Ubuntu 5.4.0-6ubuntul~16.04.12) 5.4.0 2016060| 3 i 2=
i g R R Y Y i
i e

HENIDA, shift+f12EF :

] e L MALAC L. PRIV TV VIV NI [ ATLALALL L LI K

.rodata:s 00 D0F 0E, it’'s flag:

.rodata:-- C Solar not like you

‘¢l Lrodata:- 00000018 C Solar want a girlfriend
[
[

.rodata:-- 0Q00000LF emmm, vou can’ t find flag 23232
.rodata:-- 0000000E Just finished

Bk, SEFHAD:



unsigned __ int64 get flag()
i

unsigned int ve;

char vi;

signed int i;

signed int j;

__int64 s;

char v6;

unsigned __ int64 v7;

v7 __readfsqword(©x28u);
vo time(OLL);
srand(ve);
for (i 0; i 4; i)
{
switch ( rand() 200 )
{
case 1
puts( )
memset(&s, O, Ox28ulLl);
strcat((char *)&s, f1);
strcat((char *)&s, &f2);
printf( , &s);
break;
case 2
printf(
break;
case 3
printf(
break;
case 4
0;
S 9180147350284624745LL;
strcat(&f2, (const char *)&s);
break;
case 5
for ( J
{
if (j
vl
else
vl
(&f2
)i
break;
default

puts(

break;

}

return _ readfsqword(@x28u) v7;




BERETH, flagkhofEHHEERK:

memset(&s, @, @x28ull);
strcat((char *)&s, f1);
strcat((char *)&s, &f2);
printf("%s", &s);

g public +1

178 ; char f1[]

178 f1 db 'GXY{do_not_',®@ ; DATA XREF: get flag+9Eto
178 _data ends

I78

f252:

5 = 918014 /350284624 /451 L ;
strcat(&f2, (const char *)&s);
break;

————

X B, BT 0~199MIBENLE, #R)Gcasel case4 caseS5A A MME, BERMEINF, BABEE Aluck_guy T, FE%
e, WAVEREAFENMEIT R, AHESrcasel BERRE —, REHEFENcased &E—NL, FAMMP2P %R EEASF
— ARG it T caseSHIAIER, R)E, WAWT:

flag
f2=[0x7F,0x66,0x6F ,0x60,0x67,0x75,0x63,0x69][::-1] #/NmFHHE, FFAEYF—TF

for j in range(8)
if j%2==1
s=chr(f2[j]-2)
else
s=chr(f2[j]-1)

flag+=s

RIERR R BH KR 2 A AT, B Bl javamt 2 XA 1

Loy TT &g

{
paramfinonymousView = "dd29%40c04462b4ddT7c450528835¢ccals" .. toCharhrray () ;
paramfinonymousView[2] = ((char) (paramfinonymousView[2] + paramBnonymousView([32] - 50));
paramfinonymousView[4] = ((char) (paramfnonymousView[2] + paramBnonymousView[S] — 48));
paramfinonymousView[30] = ((char) (paramfinonymousView[31] + paramBnonymousView[9] - 48));
paramfinonymousView[14] = ((char) (paramAnonymousView[27] + paramBnonymousView[28] - 97));
j = 0;
for (;;)

RERRREHZELEWAT



str[2]=chr(ord(str[2])+ord(str[3])-50)
str[4]=chr( ord(str[2])+ord(str[5])-0x30 )
str[30]=chr( ord(str[@x1f])+ord(str[9])-0x30)
str[14]=chr( ord(str[27])+ord(str[28])-97 )

for i in range(16)
x=str[Ox1f-i]
str[@x1f-i]=str[i]

str[i]=x

for i in str

print (i,end

BATERIT: 59acc538825054c7de4b26440c0999dd
A E flag{59acc538825054c7de4b26440c0999dd} FAT T

[BJDCTF2020]JustRE



B, HREER:

e % s
Image is 32bit executable nfsfmn_':ﬂ-g. :’-’9 2019

Microsoft Visual C++ ver 5.0/6.0 .

M EE - BEET - HRER T

|Not packed , try OlyDbg v2 - www.ollydbg.de or IDA v5 www.hex- rdysc
. ELTIR e T T

*l:[ PN

3261, #EAIDA, shift+i2&E:

USER32, d11
EERNEL3Z, d11

S .rdata:0e Q000000E
9] . rdata:0- 00000000

.data:op- 00000010 C BEZEST %d &
D Aata-nnes OOONNNNA r v

HERXR—BHAERBT, ERARIXARE, ERERRE, BEFHAHE:

Lo _:lLLﬂILGJ.J. L)J.GJ.UE.I i kllln"JI'\IL) IIIF'IIIU_. (FERL N Cli__. wWr AL CI_D) L oo
21

3| CHAR String; // [esp+8h] [ebp-64h]

4

51 if ( a2 1= 272 )

6 {

7 if (a2 1= 273 )

8 return @;

9 if ( (_WORD)a3 != 1 && ( WORD)a3 != 2 )
10 {
11 sprintf(&string, aD, ++dword_40899F@);
12 if ( dword_4099F@ == 19999 )

13 {

14 sprintf(&String, aBdiDZ@GQaAS?ﬂ, 19993, @);
15 SetWindowTextA(hlind, &String);

16 return @;

17 }

18 SetWindowTextA(hlind, &String);

19 return @;

20 }

21 EndDialog(hWnd, (unsigned __intl6)a3);
22| 1}

23| return 1;

24}

& 144751 T aBjdDD2069a4579, 19999, 0, TiEF 4 : BID{%d%d2069a45792d233ac}, %d%dJR: i% & it & 19999, 0
BE—TF, 183 BID{1999902069a45792d233ac}

[GWCTF 2019]pyre

TEIHE R pycSCtE, FpyctE L& if%


https://tool.lu/pyc/

usr/bin/env python

len(inputl)
for i in range(1)
num ((inputl1[i] i 128) 128

code num

for i in range(1l 1)

code[i] code[i]

(code)-2,-1,-1):
(code[i]) (code[i+1]))

(code)):
(code[i])-1)%128),end

BT/ E]: GWHT{Just_Re_1s Ha66y!}

[ACTF#i 4 $£2020]easyre




', KIR32MERE upXsL:

=
Image is 32bit executable RES/OVL:D [ 66% 1972 *

|UPX -> Markus & Laszlo ver. [ 3.95 ] =- from file. ( sign like UPX packer ) | =
MRS - BT - HRES ] ;
|unpack "upx.exe -d" from http://fupx.sf.net or any UPX/Generic unpacl'| d

i 5% -

Format Name

SRIBEEZEEAIDA, shift+f12:

i e erm - —— -

Q Ldata:Q0e 0000005F Pl zvrwvutergpormlkjihefedeba " 1%y [ZYEWVUTSRQPONMLE JTTHGFEDCE
[5] . rdata: 0= 00000O0E libzci-13. dl1

Q .rdata: 0. QOO00014 _Jv_RegisterClasses

g’ = E F].E‘t:E‘ input:
‘| rdata:0e 00000011 You are correct!

Q .rdata: 0 00000013 Mingw runtime failure:\n

:._ .rdata:0-- 00000031 VirtualQuery falled for %d bytes at address %p

Lo I |

1 1 T

FEBR 35



int _ cdecl main(int argc, const char argv, const char envp)
i
char v4;
char v5;
char v6;
char v7;
char v8;
char v9;
char v10;
char v11;
char v12;
char v13;
char vi14;
char v15;
int v16;
int v17;
int v18;
char v19;
char v20;
char v21;
char v22;
char v23;
int v24;
int v25;
int v26;
char v27;

int i;

__main();

v4 42;

v5 70;

v6 39;

v7 34;

v8 78;

v9 44;

vie 34;

vll = 40;

v12 VEN

v13 63;

v1i4 43;

v15 64;

printf(

scanf( , &v19);

if ( v19 65 V20 67
return 9;

v16 v24;

v1l7 v25;

v18 v26;

for (i 0; i 11; i)

{

if ( *(&v4 + 1) _data_start_ [*((char *)&vl6 + 1)
return 0;

)i
printf(
return 0;




R## data_start  HR¥:

100 public  data start

08 ; char data start  []

08 data_start db 7Eh ; DATA XREF: main+ECTr

391 aZyxwvutsrgponm db '} |{zyxwvutsrgponmlkjihgfedcba™ *]\[ZYXWVUTSRQPONMLKIIHGFEDCBA@? >="
101 db "<;:9876543210/.-,+*)(",27h, "&%%# 1" ,0

RIEM BB

[42,70,39,34,78,44,34,40,73,63,43,64]

chr(0x27)

for i in range(12)
X key.find(chr(s[i]))+1
flag chr(x)
print(flag)

fRFZBF]: flag{U9X_1S_We@T?}
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