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Il cxeinfo PE - ver.0.0.4.8 by AS.L - 999+64 sign 2017.09.08 — *
() |C_26f7d65ca2b2b515d066c380 1cSeafd. exe || Pn |
=~ EEAD: < AREER: = il
X HREE: AOFES: (1) HiiF©
- T S preTa— FRG PE
i < | u Piihn#E: Q S
g 64 bit executable RES/OVL:1/0% 2019 | ®

645t exectable > == rknown EE - 100% packeprotected I
W5aS - ST - BAIES Lo

[EP : £9 CE 4100 [02/10] - 64bit database signatures not found , anty i| | & 2>
5] .rdata:0- 00000003  C _Arelist
s .rdata:0- 00000008 G sysInfo
‘s’ Lrdata:0-- 00000014 C ok, I am checking..
P . rdata:0- 0 flag fwhere_is_my_true_flagz?]
E .rdata:0-- C now system cpu num is %dyn
Egﬂ .rdata:0- 0000000F C bre you in N7
@ .rdata: 0 00Q0Q00F C this i1s useful
‘s’ Lrdata:Qe 00000008 C pause
[p— - -
.rdata:0p0000014001DFO7 db (%)
.rdata:0p0000014001DFB8 aFlagWhereIsMyT db 'flag{where is my true flag?}',®
.rdata:000000014001DF08 ; DATA XREF: sub_140013AA0+1ECTo
.rdata:000000014001DF25 align 8
.rdata:000000014001DF28 db 22h ; "
A ad A - FARRARART ARMRANC 0 Ak =

RXEIH, Bfc, MiZREmianEKk

7| __inted v7; [/ rax
g __inte4 v8; // rax
9| char v10; [/ [rsp+6h] [rbp-28h]
10 s‘tr‘uc‘t SYSTEM INFO SystemInFD f,f [rsp+28h] [rbp+8h]
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11 _ inted *j; // [rsp+78h] [rbp+58h]
12| _ inted v13; f/ [rsp+98h] [rbp+78h]
13| __int64 *v14; // [rsp+1A8h] [rbp+186h]
14
® 15 v14 = a3;
® 16| v3 = &v10;
@17 for ( 1 = 94i64d; i; --1 )
18| {
® 19 *(_DWORD *)v3 = -858993460;
® 20 Vi o+= 4
21 }
© 22| sub_1400110AA(( int64)&unk_140027033);
® 23] GetSystemInfo(&SystemInfo);
@ 24 putchar(byte_148021004);
@ 25| putchar(byte_1488210805);
© 26| putchar(byte_1480210806) ;
@ 27| putchar(byte_148021007);
@ 28| putchar(byte_148821019);
@ 29] putchar(byte_148021081A);
@ 28| putchar(byte_148021005);
® 31| putchar(10);
® 32| puts{"Let me have a look at your computer...");
® 33 for ( j = vld; *j; ++7 )
34 {
® 35 vl3 = *¥j;
® 36 sub_140011226((__inted)"%s\n", v13);
37 }
® 38| std::basic_ostream<char,std::char_traits<char>>::operator<<(std::cout, sub_140011127);
@ 29| dword_140021190 = SystemInfo.dwNumberOfProcessors;
@ 48] sub_140011226(( int64)"now system cpu num is %d\n", SystemInfo.dwNumberOfProcessors);
© 21 if ( dword 140021190 < 8 )
421 {
- ULy AIS yuu L vz g,
® 44 _exit(@);
451 }
@ 46| if ( GetUserNameA(Strl, &pcbBuffer) )
47 {
® 48 v5 = sub_140011172(std: :cout, (__int64)"this is useful");
® 49 std::basic_ostream<char,std::char_traits<char>>::operator<<(v5, sub_140011127);
50| }
® 51| v6 = std::basic_ostream<char,std: :char_traits<char>>::operator<<(std::cout, sub_148011127);
@ 52| v7 = sub_140011172(v6, (_ inted)"ok,I am checking...");
® 53| std::basic_ostream<char,std::char_traits<char>>::operator<<(v7, sub_140011127);
@54 if ( 'j_stromp(Strl, "cxx") )
55| {
® 56 v8 = sub_140011172(std::cout, (  inted)"flag{where_is my true flag?}");
® 57 std::basic_ostream<char,std::char_traits<char>>::operator<<{v8, sub_148011127);
® 58 _exit(e);
59, }
® 68| system("pause");
@ 61| sub_1400113E3((__ into4)&vle, (_ intod)&unk_14001DE50);
@ 62| return 0ie64;
® 63
24-31% T F 15 &
- Ud Ld D ddaagd 1ada s 1aag U 1aggsi1aaan
.data:0000000140021000 ; DWORD pcbBuffer
® |.data:0000000140021000@ pcbBuffer dd 106h ; DATA XREF: sub_140013AA0:1oc_140013C07To

° |.data:0000000140021004 byte 140021004 db 'w'

* |.data:0000000140021005 byte 140021005 db ‘e’
.data:0000000140021005

° |.data:0000000140021006 byte 140021006 db 'l

* |.data:0000000140021007 byte 140021007 db 'c'
.data:0000000140021008 ; BYTE byte 140021008[17]
* |.data:0000000140021008 byte 140021008 db '&', *,*, '!', B, ;. BB, B, v, ‘v, 4,
.data:0000000140021008 ; DATA XREF: sub_140013580+8110
.data:0000000140021008 do %, @6, ‘s, -, ‘it =

DATA XREF: sub_140013AA0+591r
DATA XREF: sub_140013AA0+631r
sub_140013AA0+B3Tr

DATA XREF: sub_140013AA0+771r
DATA XREF: sub_140013AA0+861Tr

[ R P P



“ |.data:0000000140021019 byte 140021019 db ‘o' ; DATA XREF: sub_140013AA0+951r
? |.data:000000014002101A byte_ 14002101A db 'm’ ; DATA XREF: sub_140013AA0+A4Tr
® |.data:000000014002101B align 20h

* |.data:0000000148021020 dq @FFFFFFFFh

* |_data:000000A1400210428 dh A

welcome, RMZHMAXET. . £ T byte 140021008

1| int64 sub 1468013580()
2i{
3| __inted *v@; // rdi

41 signed _ inted i; // rcx

5/ inted result; // rax

6| _ int6d v3; f/ [rsp+8h] [rbp-28h]

7| int v4; f/ [rsp+24h] [rbp+4h]

8| int j; /f [rsp+44h] [rbp+24h]

9| _ int6d ve; ff [rsp+128h] [rbp+188h]

® 11 vo = &v3;

@12 for ( 1 = 82i64; i; --1 )

13| {

14 *(_DWORD *)v@ = -858993460;

15 v = {__inted *)({(char *)vd + 4);
16| 1}

® 17| ve = -2i64;
® 13| sub_1400110AA(( _int64)&unk_140027033);
@19 result = sub_140011384((unsigned int)dword_140021190);
® 20| v4 = result;
® 21| if ( (_DWORD)result == 607052314 && dword 140021190 <= 14549743 )
22| {
® 23 for ( 1 =08; 7 < 17; ++7 )
24 {
® 25 putchar((unsigned  int8)(dword_ 140021199 ~ byte_140021008[1]));
® 26 result = {(unsigned int){j + 1);
27 }
28| 1}
® 29| return result;
® 300}

MXAE S, FFlputchar® ¥ BE A NIRIE WK F4E, HlagBhekILT
MWETFEH, TENRE ERfagT, #AEdword 140021190ix —EBAININIR B £/ B BN 7R, REHMER
dword_140021190iX — Bt & T

® 19| result = sub_140011384((unsigned int)dword_140021190);

iX B R % & X dword 14002119047 T B E R, #E22F Fsub_140011384

1|signed int64  fastcall sub 148013898(int al)
21
3 inted *v1; // rdi
4| signed _inte4 i; // rcx
5/ signed _ inté4 result; // rax
6| __int64 v4; ff [rsp+8h] [rbp-28h]
7| int v5; f/ [rsp+24h] [rbp+4h]
8| int v6; f/ [rsp+d44h] [rbp+24h]
9| wunsigned int v7; // [rsp+6dh] [rbp+44h]
18| int v8; [/ [rsp+168h] [rbp+140h]
11
® 12 v8 = al;
® 13 vl = &v4;
@l Fam G - ®2F6A- G- i)




e T S LI -
15 {

16 *(_DWORD *)vl = -858993460;

17 vl = (__inted *)}((char *)vl + 4);

18] }

19| sub_1400118AA(( _int64)&unk_140027033);
20| v5 = v8 > 12;

21 v8 << 8;

22 = (v8 << 8) ™ (vd »>» 12);

23 291;

24 v7 )

25 1t = v7;

26

27 ult = 987i64;

28| return result;

alalhl

] OB 253 S 8 AR 15 2] 7 dword 140021190 M B &8, (B R FRATTIEAS 518 ) M8 o

Wk AT —AN R Bk #Edword_140021190iR [BI{E 25 T607052314, [FIBTIXAN S X /NF14549743 (W HLRE 2 BT IBAN R BP9
#F2147ifiE A %Fdword_140021190F BR i)

AEE RV BIE, PR

v8=0
for i in (14549743):
tmp=(((i<<8)"(i>>12))*291)&OxFFffffff
if tmp==607052314:
v8=1i

break

a=[0x26, Ox2C, Ox21, Ox27, Ox3B, Ox0D, Ox04, OX75, Ox68, Ox34,
Ox28, Ox25, OxOE, Ox35, Ox2D, Ox69, Ox3D, Ox6F, Ox6D, 0x00]

print( ((v8na[j])&exff),end )




=================== KHSTAK|: [
123456

flag {MD5 (theMum) |

5

MDS5#%, i E 3K Rflagh BB REFE, FUMERNS.,

123456
EE

EiFHRE:
md5{123456) = e10adc3949bas9abbes6e05720f883e

flag{e10adc3949ba59abbe56e057f20f883¢e}
(&OXFAI&OXFEE] T, FFIGE A MEXANRAAE A BWEABEA LR, JFRA ME RV flagii T, WA ZEBHITR
#l, OXFFFFFFFREBA32MFT, OXFFREK8AFH)

[BJDCTF2020]easy

Il £xeinfo PE - ver.0.0.4.8 by A.S.L - 999+64 sign 2017.09.08 — P4
S7{4(E) [attachment.exe || pa W=

i Nt [oo] [<] ARIBRER: = il
SR AOFF: 9 e

g EHEEMA(223 | FHH5:  [winConsole PE L]
St </ [u] Pifh0ZAiR: [oooosEAE | Y

8 Image is 32bit executable RES/OVL:0/26% 2020 ' R

[ (GNU) 4.8.1] - GCC MINGW-64w compller for 32/ 64 bit Windows (| spapigis 12ENE)
IFER - #EHET - BRIER 15 ms. : —
Not packed , try OllyDbg v2 - www.ollydbg.de or IDA v5 www.hex-ray| ‘...l ﬁ-'| Disked

maing& P A A K E
K Blques() ek Huh 2 f th AT 1) flag

7| int v4; ff [esp+ECh] [ebp-5Ch]

8| int v5; // [esp+FBh] [ebp-58h]

9| int ve; f/ [esp+Fdh] [ebp-54h]
18| int v7; f/ [esp+F8h] [ebp-58h]
11| int v8; f/ [esp+FCh] [ebp-4Ch]
12| int v9; // [esp+108h] [ebp-48h]
13| int v1@; // [esp+1@4h] [ebp-44h]
14| int v11; // [esp+108h] [ebp-48h]
15| int v12; // [esp+1@Ch] [ebp-3Ch]
16| dint j; ff [esp+114h] [ebp-34h]
17| __ inted vid; /f [esp+118h] [ebp-38h]
18| dint vi15; // [esp+124h] [ebp-24h]
19| int v16; f/ [esp+128h] [ebp-26h]
20| int i; ff [esp+12Ch] [ebp-1Ch]

21




P

220 w3 = 2147122737;

221 wd = 148540;

241 w5 = -2008399303;

25| w6 = 141956;

26| w7 = 139457077;

27| w8 = 262023;

28| w9 = -2088923597;

29| wvle = 143749;

38| wll = 2118271985;

31| w12 = 143868;

32 for (1 =0; 1 <=4; ++1 )
33 {

34 memset(v2, @, sizeof(v2));
35 vi6 = 0;

36 vis = 8;

37 vE = *(&vd + 2 * 1);

38 LODWORD(v14) = *(&v2 + 2 * i);

39 HIDWORD(v14) = vo;

40 while ( SHIDWORD(v14) > @ || vi4 »>= @ && ( DWORD)v14 )

41 {

42 v2[vie++] = ((SHIDWORD(v14) »>> 31) ~ (((unsigned __ int&)(SHIDWORD(v14) >> 31) * (unsigned __int8)vi4)
43 - (unsigned __int8)(SHIDWORD(v14) >> 31)) & 1)

44 - (SHIDWORD(v14) >> 31);

45 vid /= 2LL;

A7 for ( 1 =50; ] >=0; --71)
48 {

] Lo\ vepJyg o J

50 {

51 if ( v2[i] ==1)

Je i

53 putchar(42);

54 ++vl5;
223 i

56 }

57 else

Jo i

59 putchar(32);
60 ++v15;

UL i
62 if ( I(vlis % 5) )
63 putchar(32);

e i

65 r
66| }
o/| Preturn resuit;
68[}

esult = putchar(10);

BATTAT LU R AE B E IP F 3l Bl ques R $1(0x00401520) M T %1 i flag

.text:00401520

.text:00401520 push ebp

text:00401521 mov ebp, esp

.text:00401523 push edi

.text:00401524 push esi

.text:004081525 push ebx

.text:00401526 sub esp, 13Ch
.text:00408152C mov [ebp+var_60], 7FFA7E31h
.text:004081533 mov [ebp+var 5C], 224FCh
text:0040153A mov [ebp+var_58], 884A4239h
.text:00401541 mov [ebp+var 547, 22A84h
.text:004081548 mov [ebp+var_ 58], 84FF235h
text:0040154F mov [ebp+var_4C], 3FF87h
.text:004081556 mov [ebp+var_ 48], 88424233h
.text:0040155D mov [ebp+var_44], 23185h
text:00401564 mov [ebp+var_48], 7E4243F1h
.text:0040156B mowv: [ebp+var_3C], 231FCh
-text:00401572 mov [ebp+var_1C], @
-text:00401579 jmp loc_401710@
text:@040157E ; -
.text:00408157E

.text:0040157E loc_40157E: ; CODE XREF: _ques+1F44j
tewt -ARAATSTF Tea chw Tehnsvar 172821



B L e ey g waes _awene

.text:00401584 mowv eax, ©
DO0ODGEE O040156B: _cues+4E

E

CALL EOX

8 < R A ot BEP) FA0) BOW) B8
x| > +]11] #4315 U] L]E[M/w]7]c|R].{x| B]m]H]
L: FFDZ2

Cz 2800 RETH 28

£
$ BS 29000008 |MOU EAX,29 ntdl L. NtAccessCheckAndAudithlarn( suessed Aral,Ara2, Airgd, Arg4, ArgS, Args, Airg?, AreS, Arad, Arald, Aral
. ea 10U EDX, 777ESEFD ADO&
FFD2 caLL Eok
&z 2con RETH 2C
§ BG 2A0P6000 |MOU EAX, 2R ntdl L. 2ulinnapy iewdfSect ion(guessed Argl, Ara2)
I i )2
5e00 B PHEC\Users\B6177\Desktop\attachment.exe X

B2 2B00E0G0
A

FFD2
€z 1400
B2 20008700 - -
ea

FFD2 PO, GE, 6
cz @s00 oEE B § § i B g

£
B3 20000360
B

FFO2

€2 8400

]

B ZE001A90

FFOZ Err 60000000 (6T
c2 2400

]
B2 2rocEoan

FFOZ
cz 1400

]

B 30000000
BA E@IEPE7?

FFO2
£z 1080
]

wall. 77804710

BIBRE, RS A(10) il SUTEIT

flag{HACKIT4FUN}



M Exeinfo PE - ver.0.0.4.8 by AS.L - 999+64 sign 2017.09.08 — X
X {4E) | base.exe [ pn =]
I 2 foo] [«] ARIRER: [text & il
TR ADFES: 9 it G
e EEENEfo00 FHG  [Wnconsde || pe
Tk <1 (1] Bt 5
2 e 2 oo
Image is 32bit executable RES/OVL:0/0% 2020
Microsoft Visual C++ ver 5.0/6.0 J ﬂﬁﬂﬁﬁ ERneE)
PHEE - BEHET - RRER 0
[hhtpnd;ed try OllyDbg v2 - wwwdycl:gdeor]DAvawwltx-raﬂ ﬂj w D2
maingk £
1int _ cdecl main(int argc, const char **argv, const char **envp)
21{
3| int v3; ff esi
4] int result; [/ eax
5/ int v5; // [esp+8h] [ebp-74h]
6| int vo6; /f [esp+Ch] [ebp-78h]
7| int v7; ff [esp+18h] [ebp-6Ch]
8 _ intl6 v8; // [esp+14h] [ebp-68h]
9 char v9; // [esp+16h] [ebp-66h]
18| char v1@; // [esp+18h] [ebp-64h]
11
© 12| sub 403CF8(&unk 40E140);
@ 13| scanf(as, &v18);
@14 vs o= 8;
@15 ve = 8;
® 16| v7 = 8;
® 17| v8 = 8;
® 18 v9 = 8;
© 19| sub_401080((int)&v1a, strlen(&v12), (int)&v5);
® 28| v3 = 8;
© 21| while ( *(( BYTE *)&/5 + v2) == byte 40EQEA[v2] )
22| {
® 23 if ( ++v3 » strlen((const char *)&v5) )
® 24 goto LABEL 6;
25| 1}
© 26| sub_403CF8(aError);
27|LABEL 6:
@ 28] if ( v2 - 1 == strlen(byte 40EQE4) )
® 29 result = sub_4@3CF8(aAreYouHappyYes);
20| else
® 31 result = sub_483CF8(aAreYouHappyho);
® 32| return result;
® 33}

12 #1126 1THIsub_403CF8EAR ML E %, 21-25 17 HMwhile(RF/H & LB KR, FREZL—DHA flag I KAE R
i

RIL191T Isub_401080 2N R %, HENZHT

4 int v4; [/ esi
5/ int v5; // edx
6| int ve; // eax



10
11
12
13
14
15
16
17
18
19
20
21
22
23
24
25
26
27
28
29
30
31
32

34
35
36
37
38
® 39
® 40

41
® 42

43
® 44
® 45
w 40
® 47
® 48

50
51
52
53
54
55
56
57
58
59
60
61
62
63
64
65
66
67
68
69
70

int v7; // ecx

int v8; // esi

int v9; // esi

int v10; // esi

int v11; // esi

_BYTE *v12; [/ ecx

int v13; // esi

int v15; // [esp+18h] [ebp+8h]

v3
vi
su
v5
vb
'z
vl
if
{

= 0;

= 8;
b_401000();

= a2 % 3;

= al;

= a2 - a2 % 3;
5= a2 % 3;
(v7>8)

do
{
LOBYTE(v5) = *(_BYTE *)(al + v3);
v3 += 3;
vB = vd + 1;
*(_BYTE *)(v8++ + 23 - 1) = byte 40EQAB[(v5 >> 2) & Ox3F];
*(_BYTE #)(v8++ + a3 - 1) = byte_40E0AB[16 * (*(_BYTE *)(al + v3 - 3} & 3)
+ (((signed int)*(unsigned _ int8 *)(al + v3 - 2) >> 4) & @xF)];
*(_BYTE *)(v8 + a3 - 1) = byte 40EOAB[4 * (*( BYTE *)(al + v3 - 2) & OxF)
+ (((signed int)*(unsigned _ int8& *)(al + v3 - 1) >> 6) & 3)];
vs o= ®(_BYTE *)(al + v2 - 1) & Ox3F;
vl = v8 + 1;
*(_BYTE *)(v4 + a2 - 1) = byte 40E0AO[v5];
¥

while ( v3 < v7 );

¥
if
{

LABE

¥
if
{

¥
LABE

*
re

}

v = vl15;
(vs==1)

LOBYTE(v7) = *(_BYTE *)(v3 + al);

vl = vd + 1;

TUBYIE THVY + @3 - 1) = DYTe_4YUEupy|(V/ >> £) & UX3F];
vle = v9 + 1;

*(_BYTE *)(v10 + a3 - 1) = byte_40E0ABR[16 * (*(_BYTE *)(v2 + al) & 3)];
~(_BYIE *)(vi¥ + a3i)} = bl;

L_8:

vl3 = v10 + 1;

~(_BYIE T)LVL3 + as) = pbl;

vl = v13 + 1;

goto LABEL_9;

(vs ==2)

vll = vd + 1;

*(BYTE #)(v1l + a3 - 1) = byte_ 40EBAO[((signed int)*(unsigned  int8 *)(v2 + al) »> 2) & Ox3F];
v12 = (_BYTE *)(v3 + al + 1);

LOBYTE(v6) = *v12;

vl = v1ll + 1;

*(_BYTE *)(v10 + a3 - 1) = byte 40E@AB[16 * (*( BYTE *)(v3 + al) & 3) + ((v6 >> 4) & @xF)];
*(_BYTE *)(v10 + a3) = byte 40EGAG[4 * (*v12 & OxF)];

goto LABEL_3B;

L_9:
_BYTE *)(v4 + a3) = @;
turn sub_40103@((const char *)a3);

FEEK AT Rbase64 N F H ik, ([HAEMERIHAT 7sub_401000(), IXAE—ANBB % FHXT 2R I BR 4

(N

{

R e R s O I e

signed int sub_481008()

signed int result; // eax
char v1; // cl

result
do
{

vl = byte 4QEQAA[result];

| P - Aanraaal 707 | P - Aanraanl _ _ 7070

6;



14 DYTEe_4YEWAR| MESULT | = DYTE_4UEYAU|[resulT];
11 byte A@ERAB[result++] = vi;

12| 1}

13| while ( result < 15 );

14| return result;

15[}

byte_40EOAOFIbyte 40EOAAB R ZMNMA, HELMR—ANFHH L (AEHFHRSE) HL,
Bt LA T R B DY RE LR 18 — AN 45 8 BTSN I PR IR R 5 (result) FPIACH#H:
FE¥EJG, base64 HIMEMMIARAE, HEMY FRIEKET 2N

7 55385 1) JALA AR B I FT LARD python B 57 Stk Ji 5 8 5 50 B 3 S RO 0 IR 5K R

EMEJE, %R A T sub_401030

1lint _ cdecl sub_48108308(const char *al)
2i{

3 inted vl; // rax

4| char v2; // al

5

6l vl = @i6d;

7 if ( strlen(al) 1= 08 )

8 {

9 do
10 {
11 v2 = al[HIDWORD(v1)];
12 if (w2 <97 || vz » 122 )
13 {
14 if ( v2 <65 || v2 > 90)
15 goto LABEL 9;
16 LOBYTE(v1l) = v2 + 32;
17 }
18 else
19 {
20 LOBYTE(v1l) = v2 - 32;
21 }
22 al[HIDWORD(v1)] = vi;
23|LABEL_9:

24 LODWORD(v1) = @;

25 ++HIDWORD(v1);

26 }

27 while ( HIDWORD({v1) < strlen(zl) );
28| 1}

29| return vl;

30|}

BT REIEFF BN FRET T RNG R, &5 B BRI ESbyte 40E0E4.

BREFHT T ZEME, ERHENZEEAERTRIEHER, SHET base64 (BREHRE) MEFHHS
B RIERZ base6d (EXUHEHARE) MFEFZFHES X, &JFEHMEIsub_401000()fI32 #e

5133 T HEMinbaseb4nin % F A8, f#% BT 15 2lflag

AT



; offset 10

(len(orgin)):
[orgin[i]] orgin[i]
(6, 15):
[orgin[i]] , [orgin[i+offset]] [orgin[i+offset]] , [orgin[i]]
.swapcase()
(secret)):
[secret[i]]
base64.b64decode(flag)

print(flag)

I:::::::::::::::::: EESTART: C:fUSer
flag {bAsefd h2=s a Surprisel’
]
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